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OZET

Glinlimiizde iletisim aglarinin ¢ogu TCP/IP mimarisinden kaynaklanmaktadir. Mobil
ortamdaki cihazlarin sayisi, IP ortaminda taginabilirligin desteklenmesinden dolayi giin
gectikce katlanan bir 6neme sahip olmustur. Mobil sebekedeki en biiyiik zorluklardan biri,
hem Mobil Diigiim (MN) hem de Muhabir Diigiim (CN)’ tin ayn1 zamanda dolasimda olup
olmadig1 veya yalnizca Mobil Diigiim’iin (MN) dolasimdayken belirgin bir performans
sergileyip sergilemedigidir. Bu c¢alismada, OPNET Simiilatér kullanilarak rota
optimizasyonu etkinlestirildiginde ve etkinlestirilmediginde sabit ve dolasimdaki CN'nin
MIPv6 aglarindaki etkilerini degerlendirmistir. Sonuglarimiz, rota optimizasyonunun
etkinlestirildigi zaman Ugtan-uca gecikmenin haricinde, muhabir CN'nin, mobil sebeke
performansi tizerinde olumsuz etkisi oldugunu géstermistir. MN ve CN'nin her birine yakin
oldugu ve paketleri olmadan ev ajan iletildigi zaman, bir dolasimli CN ile ugtan-uca 0.55
saniyelik bir gecikme ortaya c¢ikmistir. CN dolasimdayken, oOzellikle aktarma iglemi
sirasinda Gecikme Varyasyonu, Alinan Paketler, Alinan Kontrol Trafigi, Tiinel Olusturma
Tepesi ise artmistir. Bununla birlikte, hem MN hem de CN’nin etkin oldugu deneyde rota
optimizasyonu etkin durumdayken Yonlendirme Optimizasyonu yiikii yiliksektimistir.
Bunun sebebinin ise, iki diigiim’de her iki yonden RH2 bilgisi olan paket gondermisidir.
CN'nin her tiirlii dagitimi izerinde ¢alisan arastirmacilarin bu konulara odaklanilmasi faydali
olacaktir.
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ABSTRACT

Nowadays, most types of communication networks were originated from TCP/IP
architecture. The number of mobile devices increases exponentially that is why the support
of mobility in an IP environment is very important. One of the big challenge in mobile
network is whether both Mobile Node (MN) and Correspondent Node (CN) are roaming
simultaneously or whether MN shows a distinctive performance while roaming alone. In this
study using OPNET Simulator, we evaluated the effects of fixed and roaming CN in MIPv6
networks when route optimization is enabled and when it is not enabled. Our result showed
that roaming CN has negative impact on the performance of Mobile Network, except in the
end-to-end delay when route optimization is enabled. The end-to-end delay of 0.55 seconds
was achieved with a roaming CN when MN and CN were near to each and directly
communicating without packets forwarded to their Home Agents. The Delay Variation,
Packets Received, Control Traffic Received, Tunneling overhead increased when CN was
roaming especially during the handover process. However, route optimization overhead in
enabled route optimization mode form was high when both MN and CN were roaming. This
was because both nodes (MN and CN) were sending packets with RH2 information in both
directions. In fact, these should be the main indicators that researchers should focus on while
considering deployment of any kind of CN.
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SYMBOLS AND ABBREVIATIONS

The symbols and abbreviations used in this study are presented below along with

explanations.

Symbols Explanations
Abbreviations Explanations

Aps Access Points

AR Access Router

BA Binding Update

BC Binding Cache

BU Binding Acknowledgment
CN Correspondent Node

CoA Correspondent of Address
CoT Care of Test

CoTi Care of Test Initiate
DHCPv6 Dynamic Host Configuration Protocol version 6
FR Foreign Router

FSMs Finite State Machines

GUI Graphical User Interface
HA Home Agent

HoT Home Test

HoTi Home Test Initiate

IETF Internet Engineering Task Force
IP Internet Protocol

IPSec Internet Protocol Security
IPv4 Internet Protocol Version 4
IPv6 Internet Protocol Version 6
Kbm Binding Management Key

LR-PMIPVv6 Localize Routing Proxy MIPv6



Abbreviations

MAC
MIPv4
MIPv6
MN
MPLS
MR
MTU
OMNET++
OPNET
OSPFv3
PMIPv6
QoS
RH2
RRP
SN2
TCP
TCP/IP
UDP
VolP
WiIMAX

Xil
Explanations

Media Access Control

Mobile Internet Protocol Version 4

Mobile Internet Protocol Version 6

Mobile Node

Multi-Protocol Label Switching

Mobile Router

Maximum Transmission Unit

Objective Modular Network Testbed in C++
Optimized Network Engineering Tools
Open Shortest Path First Version 3

Proxy Mobile IPv6

Quality of Service

Routing Header type 2

Return Routability Procedure

Network Simulator version 2

Transmission Control Protocol
Transmission Control Protocol/Internet Protocol
User Datagram Protocol

Voice over Internet Protocol

Worldwide Interoperability for Microwave Access



1. INTRODUCTION

The impact of wireless networks is undeniable in the current technological era. Due to the
market growth of mobile devices such as tablets or smartphones and the increasing use of
real time applications and social media networks, efforts to provide uninterrupted Internet
connectivity starting to forces the end users. Since Internet Protocol (IP) was primarily
created for fixed networks, linking its IP address to a fixed network location will remain
unchanged throughout an IP session. This will not allow a connection to a mobile user while
moving from his home network to a foreign network. Due to this, the Internet Engineering
Task Force (IETF) has proposed Mobile IP (MIP) to allow mobile users a transparent

communication environment [1-3].

The main idea of MIP is to give the Mobile Node (MN) a temporary address while it is in
foreign network that will be associated with the new connection point, and the original fixed
IP address represents the MN home network where other network nodes think it is always
situated. Thus allowing the mobility of nodes without losing their original IP addresses and
the IP session continues without interruption. Version six of the IP protocol is a protocol
with more capacity to grow and it is more feasible for the implementation of network
mobility. Since the disadvantage of shortage of fixed addresses available in IPv4 was
revealed, IPv6 was considered the solution for this problem. Given the greater availability
inherent in this version of IPv6 protocol, it is much easier to obtain single fixed addresses
[4]. In this regards, many works have been developed around IPv6 with special emphasis on
MIPvV6 that successfully implementation of mobility for end devices in a network will have

great benefits.

As described above the IETF has developed MIPV6 to support end-user mobility.MIPv6, as
it is known, enables a MN to move from one network to another without re-establishment of
new sessions on the internet [5, 6]. Without using MIPv6, a session between a CN and MN
will be interrupted and a new one will be created when a MN establishes a session with CN
on its home network and moves to another network. MIPv6 supports a MN to configure
Home Address (HoA) and acquire Care of Address (CoA) when in the foreign network [7].
A MN informs its Home Agent (HA) or previous Foreign Agent (FA) of the acquired new
address when reaching to new foreign network in order maintain the session of their

communications [6].



Currently the MIPv6 network communication architecture between CN and MN is
considered as client-server model where CN is considered as a fixed server. A CN can be a
server like youtube.com, serving streaming video to MN over the internet. In contrast, there
are some scenarios in which the CN will need to move from one place to another, such as
during disaster scenarios, military operations, etc. With the CN as a mobile server, a central
mobile point can communicate with another point during disasters or military operations.
Due to the increased rapid response in these scenarios, in the near future, the need for CN as

a mobile server will be vital.

In this study, two models was analyzed, a mobile network which comprises of a CN with a
fixed cable connected to router and a CN roaming in the network. These models were
analyzed when the route optimization were enabled and when they were not. The results
obtained from the route optimization model and no route optimization model were then
compared. In each model, the following performance parameters Delay Variation, End-to-
End delay, Packet Received, Control Traffic Received and Overhead were used to observe

the effects of these models in the MIPv6 Networks.

Objective

The main objective of this thesis is to analyze and compare the performance effect of fixed
and roaming CN in mobile network. The tested scenarios (fixed and roaming CN) are
performed with Route Optimization activated and when it is not activated.

Related work

There are few studies carried in relation to the effect of roaming or fixed CN in MIPv6
networks. Most of these studies ware focused on route optimization and handover of MIPv6
networks in the last decade. With route optimization, a great performance improvement has
been archived in [8, 9]. However, this is not conclusive either this improvement in
performance can (only) be obtained if all end nodes (CN and MN) are roaming or MN is

roaming and CN is fixed.

According the reference [10], mobility of CN causes degradation effect on performance in a

MIPv6 environment because of frequent handoffs. For this reason, researchers have



proposed a new scheme for Mobile IPv6 called Intelligent Mobile IPv6 (IMIPv6) that
minimizes the handoff delay caused by the movement of MN and CN. In their study, they
compared the existing MIPv6 with the proposed IMIPv6 in a simulation. The results indicate

that, IMIPV6 significantly reduces overhead signaling costs and packet loss during handoffs.

In [4] proposes a mobility model that puts in consideration MN as well as the CN especially
when MN and CN are in foreign networks. It is obvious that in real-time application such as
video conferencing and voice need faster re-establishment of broken connections because of
their frequent exchanging of network access points. The proposed model was efficient as the
nodes are changing network access point frequently because of the high mobility and result
in less packet loss and faster handoff. In addition, the model make best use of available

bandwidth, which is a sensitive parameter in wireless networks.

Several studies have also considered the notions such as handover, route optimization, and
mobility efficient. For instance, in [11] delivery mechanism was proposed to reduce the
initiation time of handover, thus reducing the handover latency. In addition, the designed
mechanism reduced the overlap of coverage between adjacent cells. Choi et al in [12]
proposes an efficient network mobility support scheme with direct Home Network Prefix

(HNP) assignment to reduce the location update cost and packet tunneling cost.

Schmidt and Wahlisch in [13] investigated the topological impacts of continuous support on
efficient mobility in the MIPv6 hierarchical environment. In their model, during handoff MN
does not depend on the roundtrip time of binding with HA or CN. They suggested MIPv6
improvements for a continuous handover for avoiding bidirectional multicast
communication. Zohra et al in [14] conducted an analytical study on IPv6 mobility
management and its Handover Performances. The results collected can be used to analyze
and identify the characteristics and performance indicators of mobility proposed. This can
facilitate decision-making in the development of a new mobility management protocol in the

mobile network.






2. MOBILE NETWORKS

Mobile networks are sets of subnets or single nodes connected to the Internet through mobile
routers (MRs) that change their anchor points (Access Router) over the Internet. A mobile
network consists of the following nodes: Mobile Node (MN), Corresponding Node (CN),
Home Agent (HA), Foreign Agent or Router (FA or FR) and Mobile Router (MR). The CN
is a node that is in communication with a mobile node. The corresponding node can be
mobile or stationary. Therefore, the terms MN and CN are used to refer to any end nodes
located within the mobile network and any nodes communicating with one another. The
home agent is a router in the Home network that is used for assigning HoA to MN and
tunneling packets to deliver them to a new address of MN when found outside the Home
network. FA represents the network where the MN is temporarily attached. It is configured
and assigned as a CoA to a MN [15, 16].

2.1. Mobile Internet Protocols

Mobile IP is one of the best-known protocols that supports mobility. It is a network layer,
which allows a mobile device to communicate with other devices (fixed or mobile) while
traversing IP networks (i.e. it allows a device to move from one network to another without

changing its permanent address).

The Mobile Internet Protocol is a protocol solution proposed by the IETF [17, 18]. Mobile
IP is the standard technology for node mobility on the Internet. To provide support for node
mobility, MIP defines two entities: A Home Agent (HA) and a Foreign Agent (FA). HA is
a router in the home network of a MN that forwards datagrams for delivery to the mobile
node when it is away from home and maintains current location information for the MN. FA
is a router in the visited network of a MN that provides routing services to MN when it is
registered. The HA encapsulates, decapsulates and delivers datagrams to and from MN and
forward them to CN. For datagrams sent for MN, the HA can serve as the proxy for MNSs.

2.2. Mobile IPv6

Mobile Internet Protocols Version 6 or the Mobility Support in IP version 6 protocol, also

known as MIPv6, is a protocol supporting the mobility of nodes in IPv6 networks, where



each MN can be identified by its HOA regardless of its current connection point on the
Internet [19]. It was designed due to experience gained from MIPv4 [2] and also specified
in-[20], where terminology and components that are involved in mobility are defined. The
main advantage of this protocol is that MNs can change their IPv6 Internet connection point
without changing their IP address. A node that does not support the mobility, when moves
from one network to another, loses the existing connections. When an IPv6 address is
assigned to a node within the base prefix of a network, if node moves from one network to
another, the assigned address is ceases to be valid for the use to another node. Therefore, to
meet the necessity for mobility, connections with MIPv6 nodes are made (without user
interaction) with a specific address that is always attributed to the MN, and through which

the MN is always accessible.

The main idea for MIPv6 development was based on the fact that a mobile node should be
able to communicate with other nodes after changing its internet connection point, even if is
configured a second IPv6 address as an identifier which is normally the one which is
different from home network. This process consists for every MN to have a fixed address
from its home network, known as HoA. When MN self-configures on foreign network, the
MN sends a message to notify it is HA of a new address on the network is visiting. In this
way, all the packages destined to its original address will be routed to its visitor address, thus
allowing the reception of packages in a transparent way.

On the other hand, new messages (BU and BA) were added to the protocol that allow to
inform the CNs of the CoA of the MN when a route optimization is enabled, thus avoiding
the dependence of the HA in the routing of the traffic between the CN and the MN, reducing
the overhead caused by the triangular connection between CNs, HA and MNs [13, 14].
Before the route optimization, the first few packets during communication sessions of CN
and an MN is sent through the HA. After the route, optimization packets exchanged between
MN and CN the communication is proceeding directly between these two nodes. These are
characteristics that make MIPv6 more scalable because it would be difficult for the HA to
have bandwidth required to serve as an intermediary during all sessions established among
multiple MNs with multiple CNs.



2.2.1. Mobile IPv6 operations

When MNs are outside of home network, at least two IPv6 addresses will be used to identify
them to define their identity and location. One of the address is HOA, which is a permanent
address of the MN as well as any IP node. The second address known as CoA, which is

associated with MN only when it visits a different network (Foreign Agent or Foreign Link).

The HoA is assigned automatically or manually to the MN upon initialization, based on the
prefix of the home Network. While the CoA is assigned whenever the MN attached to a new
foreign network. The prefix used is that of the network visited by MN, the packets addressed
to this CoA will normally be routed over the internet through HA or directly to MN visiting

network.

Each time the MN changes from one network to another, it maintains the HoA and receives
CoA. The CoA consisting of a valid prefix in visited network. This address can be assigne

to MN in the following ways:

1. Stateless address configuration: The IPv6 stateless auto-configuration engine does not
require host configuration, minimal or no configuration of the routers, and the server is not
used. This 'non-state' mechanism allows the host to generate its own address by combining
the information about the locally available addresses and the information disclosed by the
routers [21].

2. State-full address auto-configuration: Is the mechanisms of such Dynamic Host
Configuration Protocol version 6 (DHCPv6) or Point-to-Point Protocol version 6 (PPPv6),
where hosts get parameters and addresses or configuration information on the configuration

directly from a server [22].

The CoA will be used for binding operations to forward the packets destined to the MN by
sending them through HoA using bidirectional tunnel [21, 22] established between the MN
CoA network and the HA if route optimization was not activated., For the optimized
communication between the MN and its CN will be used by MN and CN to exchange packets

directly after the binding process is complete.



After MN assigned CoA in a foreign network, the MN must register its new address to HA
in home network. This operation is called binding. The MN starts by sending a BU packet
to the router requiring it to behave like proxy and then forwarding all the packets destined
to MN through bidirectional tunneling process. The router must respond with a BA to
confirm the registration if needed to do so by MN. From this point, all packets destined to
the home address will be intercepted by the HA and encapsulated in the bidirectional tunnel
bound to the CoA. The response to be sent by the MN must follow the inverse path, using
the same bidirectional tunnel. Security issues related to these operations have been

extensively studied in [23-27].

Once a MN receives packets from CN in bidirectional tunneling, MN initialize the route
optimization procedure, thus avoiding that the traffic is to pass through a MN home network.
This can avoid overloading of HA and packet fragmentation if exceed Maximum
Transmission Unit (MTU).
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Figure 2.1. Mobile IPv6 operations

Figure 2.1 shows MIPv6 communication operation where at first a MN send BU to it is
HA and HA reply this packet using BA. If route optimization method (in this context RRP



was used) is used, also MN send BU to CN, also CN reply this message with BU to MN.
From this point, onward packets from MN and CN will be exchange directly among them

without passing to HA.

Routing optimization

Routing of packets by HA to MN is simple to implement and very safe since the
communication between HA and MN is secured by IPsec [28-30]. On the other hand, it is
particularly inefficient in terms of routing. Indeed, if MN is moving away from its home
network, is communicating with server, and are close to each other, it is more efficient to
communicate directly than to go through HA. This saves resources in the Internet and at the
HA level, which may face difficulties on forwarding/tunneling every packets if the
communications of all MNs pass through it. Therefore, routing optimization, which was an
option in MIPv4, was integrated in MIPv6 [28, 31].

Routing optimization involves the routing of packets between MN and a CN, using the
shortest path (as is usually done between two relay nodes retransmitted in normal routing).
When MN wishes to send a packet to a CN, it checks whether a route optimization has been
initialized. In not, MN initialize route optimization method using RRP method or any other
method. Otherwise, start to send packet directly to the CN from its CoA network without

passing to HA.

If a CN supports routing optimization, like HA maintains an association table for all the MNs
using the routing optimization with which it is in communication. The MN updates the
association by sending a BU association update message to the correspondent immediately
after it has informed HA of its new location. For this purpose, MN must maintain a binding
table of updates of associations containing all the binding list entries with the CNs and HA.

This process is carried out at each time when binding update entry expire.

In addition, if CN uses route optimization and want to sends a packet to an MN CoA network,
look on its binding table entry if there is any association with MN’s CoA. It then replaces
the destination address with the CoA and put MN’s HoA in IPv6 extension header called
routing header type 2 as the final destination address[32]. When MN receives this packet,

remove extension header that contain MN’s HoA and replaces the destination address of the
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packet with the HoA found in routing header type 2. Then delivers the packet to the upper
layers, which consider MN’s in home network. This allows the reduction of packet loss due
to the lack of knowledge of the MN location. In this way, MIPv6 route optimization
transparently hide the MN location to the upper layer, which sees the Communication
between CN with the MN’s HoA [33, 34].

~ Home Netwoek

ST

CN AN
2\
\

\
\\ INTERNET

Visited

MN Network

Figure 2.2. Optimized communication between MN and CN

Binding update

The BU is an extension header already incorporated into MIPv6 that consists of sending
special messages that inform other nodes of the current location of the MN so that they
communicate without using the HA [35, 36]. The BU utilizes the MH Type value 5. When
this value is shown in the Binding update field, the format of the Message Data field in the

Mobility Header is shown in figure 2.3:
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\ Sequence #
A[H|L[K] Reserved | Lifetime

Mobility options

Figure 2.3. Binding update message format

e Sequence #: A 16-bit unsigned integer used by the receiver to sequence BU and by the
sender to fit a returned BA with this BU.

e Acknowledge (A): The Acknowledge (A) bit is set by the sending MN to request a BA
be returned upon BU receipt.

e Home Registration (H): the sending MN to demand that the receiving node should
operate as this node’s HA configures the Home Registration (H) bit. The packet
destination taking this message should be that of a router having the same subnet prefix
as the HoA of the MN in the binding.

e Link-Local Address Compatibility (L): The Link-Local Address Compatibility (L) bit is
configured when the HoA reported the MN has the same interface identifier as the MNs
link-local address.

e Key Management Mobility Capability (K): If this bit is cleared, the protocol utilized for
constructing the IPsec security associations between the MN and the HA does not
survive movements. It may then have to be rerun. If manual IPsec configuration is used,
the bit has to be deleted.

This bit is applicable only in BU sent to the home agent, and has to be cleared in other BU.
CNs have to skip this bit.

e Reserved: These fields are not used. They have to be initialized to zero by the sender
and have to be skipped by the receiver.

e Lifetime: 16-bit unsigned integer. It is the time staying before the binding seen as
expired. A value of zero shows that the BC entry for the MN has to be deleted. One
time unit equal to 4 seconds.

e Mobility Options: It is a field of variable-length of such length that the total Mobility
Header is an integer of 8 times of octets long. This field has zero or more TLV-encoded



12

options of mobility. The receiver jump any incomprehensible options. The following
options are valid in a BU:

e Binding Authorization Data option (this option is mandatory in BU sent to a CN)

e Nonce Indices option.

e Alternante CoA option

If there is no options in this message, there is a necessity of 4 octets of padding and the
Header Len field will be set to 1.

The CoA is defined by the field of Source Address either in the IPv6 header or by the
Alternate Care-of Address option, if existent. The CoA has to be a unicast routable address.
IPv6 Source Address has to be a topologically right source address. BU for a CoA, which is
not a unicast routable address, has to be deleted. In a similar way, the BU has to be silently
deleted if the CoA is a HoA in a current BC entry, with its actual location making a circular
reference back to the HoA defined in the BU.

When the binding is deleted, it can be shown by configuring the Lifetime field to zero and
by configuring the CoA similar to the HoOA. Note that while the senders are required to set
both the Lifetime field to 0 and the CoA equal to the HoA.

CNs must not discard the entry of BC before the lifetime ends, if any application hosted by
the CN is still likely to demand communication with the MN. A BC entry that is assigned
prematurely can cause subsequent packets to be discarded from the MN, if they have the
HOA destination option. This situation recoverable, since a Binding Error message is sent

to the MN. However, it occasions useless communication delay [37-41].

Binding acknowledgement

Binding Acknowledgment is a message used to validate the data received via a BU if the BU
requests a confirmation [42, 43]. When MN visits a network, then detects the movement and
configures its CoA, it sends BU to the HA or CN so that it can associate its HOA and CoA.
This information is stored in a local HA or CN cache. The HA and CN in turn returns BA as

a response message.
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BA is also encoded in MH Type value 6 in IPv6 extension header. When this value is shown
in the MH Type field, the format of the Message Data field in the Mobility Header is shown

in figure 2.4:
Status | K| Reserved
Sequence # | Lifetime

Mobility options

Figure 2.4. Binding acknowledgement message format

Key Management Mobility Capability (K), Reserved, Status, Sequence #, Lifetime was
previously described on section 3.2.1.2. Mobility Options in BA the receiver skips all

incomprehensible options. The following options are valid in a BA:

1. Binding Authorization Data option is a required option in BUs sent to a CN. Also valid
for BA, it contains a cryptographic value that can be used to determine that the message
in question comes from the right authority.

2. Binding Refresh Advice option.

If there is no option in this message, 4 octets of padding are needed and the Header Len
field will be putto 1 [39, 44, 45].

Binding cache

Binding Cache (BC) is a volatile memory that hold the Bindings of other nodes. It is
maintained by the CN and the HA and contains the current links of MN. Each entry in the
BC contains a HoA, CoA of MN, and the lifetime that indicates the validity of the entry.
When the BC is held by CN, it also contains some security parameters [46].

As mention earlier, BC also has a useful information such as lifetime, which is set in the BU
message where the nodes binds each other. If the lifetime expires, it is deleted in the lists of
the cache table [47]. In addition, a node cache may use some reasonable strategy to manage

the space within the memory cache as described in [48].
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Binding update list

A Binding Update List is a list held by a MN to record the BU that the MN has or is trying
to establish binding with a certain node. The list has an item for every binding that the mobile
node has or is trying to establish with a specific other node. Both correspondent and home
registrations are included in this list. Entries from the list are deleted as the lifetime of the
binding expires.

The binding update list is maintained by each MN to record the most recent link updates sent
to the HA and the CNs.

2.2. Route Optimization Methods

Various Route Optimization methods have been introduced into the literature to resolve the
issues in rectangular routing in MIPv6 networks [33, 49, 50]. To mention the few, based on
approach used, the Route Optimization method that have been introduced can be generally

classified as:

i. Stateless (e.g. RRP, TOTP-RO etc.)
ii. Proxy Mobile IPv6 (PMIPv6) (e.g. LR-PMIPV6)

Stateless based Route Optimization methods includes Return Routability Procedure (RRP),
Time-based One-Time Password Route Optimization (TOTP-RO) etc. In Proxy, based
Route Optimization methods, several schemes has been introduce, to mention the few such
as Localize Routing Proxy MIPv6 (LR-PMIPv6) etc. In this study, Return Routability
Procedure (RRP) was used in our study when performing simulation scenario with Route

Optimization enabled [31, 32, 51]. This method is explained in section 2.1.

2.2.1. Return Routability procedure

MIPv6 Route Optimization certifies the authenticity of MN through a routing property [52].
Return Routability Procedure (RRP) is the Routing Optimization method in which MN
proves to CN that it has moved to foreign network and simultaneously holds two addresses
(i.e. HoA and a CoA) [53]. As shown in figure 2.5, this is done by sending Home address
Test Init (HoTi) and Care-Of address Test Init (CoTi). This procedure allows the CN to
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obtain reasonable assurance that the MN is actually addressable via CoA as well as via its
HoA. Then the CN makes two Tokens that only the CN can make (i.e. the CN encrypts with
a secret key Kcm that is known only by CN) it sends a Token to HOA in two messages

separately, these messages are Home Test (HoT) and Care-Of Test (CoT).

Both tokens are utilized by the MN to make a key (Kbm) that can be used to authenticate a
BU message to the CN. Since the CN knows all the information required to regenerate the
key, it can regenerate it when the BU is received, and thus authenticate the message. The
same key is used for authentication of the BA. The HoTi message is sent by the MN to
request a HoA test. The source address used in the IPv6 header is the HOA of the MN and
the destination is the CN address. Therefore, this message is tunneled to the HA (since HoA
is not topologically correct in the visited network), which decapsulates the message and
resend it to the CN. The HoTi message is transported using type 1 mobility header. CoTi
and HoTi messages are sent by the MN almost simultaneously. The CoTi message is sent
from the CoA network of the MN straightly to the CN.

When the CN receives the HoTi message, it generates a 64-bits source key token (the token
produced is based on HoA). The source keygen token is generated by having the first 64 bits
of the output of a message authentication code function using Kcn and then computed in the
concatenation of the home address and a Nonce. The keygen is computed by the CN as

follows:

Home keygen token = First (64, HMAC_SHAL (Kcn, HoA|nonce|0))

Where

(n, j) = represents the first n bits in j.

HMAC_SHA1 (Kcn, info) = means a hash message authentication code (hash with key)
based on the SHA1 hash algorithm, also utilizes Kcn to verify the function, which performs

the information.

The CN then builds a HOT message and sends it to the MN. The message will be intercepted
by the HA and tunneled to the MN CoA. A similar operation is performed when the CN

receives the CoTi message where keygen is computed as follow:-
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Care-of keygen token = First (64, MAC (Kcn, CoA|nonce|1))

This message ends the RR procedure. At this point, the CN has not yet kept information that
it possessed at the beginning of this procedure: Kcn and an indexed list of nonces. The CN
keeps neither the keygen nor the keygen-token. When necessary, these tokens can be

reproduced, given the nonce indices originally used to produce them.

After getting the HoT (tunneled from HA) and the CoT message, the MN is in a position to

produce the binding management key, Kbm. This is done as follows:

Kbm = SHAL (home keygen token/care-of keygen token)

Now MN can make the mobility header used for the BU message. The mobility header
comprises of the BU, the nonce indices option, and a binding authorization data option.
Mobility header data covers the contents of the mobility header except only the authorization
data option. The final destination is the destination address of the packet (i.e. address of the
CN). If the CN is also an MN, the packet will include a routing header type 2 (containing
the HoA). Once the routing header is treated before the mobility header, the final destination
field must have the HoA of the CN [30, 54-56].

Since the CN does not keep state for any MN during the RRP, the MN requires to include
its HoA and CoA in the BU. The HoA is put in a HoA option, which predates the mobility
header. If the CoA were different from the source address of the packet, it should be put in
the alternate CoA option; otherwise, the source address of the packet is undertook to be the
CoA. In any case, the CoA must always be the one utilized in the source address CoTi
message field; otherwise, the wrong care-of keygen token will be utilized to produce Kbm
when the BU is got at the CN. After BU message construction, the MN sends it to the CN.
At the time the CN gets the BU, it checks in the nonce indices option and finds the

corresponding nonces. If a confirmation is requested, the CN must send a BA.

The RR procedure is advantageous because it is lightweight and does not need pre-shared
authentication material. It also does not need any status in the CN. On the other side, the two
accessibility tests can bring to unacceptable download delay for many interactive or real-

time applications such as video conferencing and Voice over IP (VolIP). In addition, RR-
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assured security is not enough for security-sensitive applications. Finally, periodic updating

of registration in a CN involves an overhead of hidden signaling that may prevent MNs from

being hibernated during periods of inactivity [14, 41, 57, 58].

MN

MN Performs
BU

MN Performs
RRP to CN

~ 7S:MN, D: CN, HoTi

<_ _____________________________ —

L S: CoA, D: CN, BU---—--—--

HA CN
o S: CoA, D: HA, BU---—-- — >
- S: HA, D: COA, BA-—--—-- -

S:COADHA, -l s VN, D: CN, HoTi-—»

«—-S: CN, D: MN, HOT---—

--—-S: CN, D: CoA, CoT---—

—---S: CoA, D: CN, BA-—-

Figure 2.5. Return Routability procedure steps.

2.3. Roaming and Fixed Correspondent Node Model

The CN is a node that is in communication with MN. The CN may be mobile or stationary.

Every node of an IPv6 network is a potential candidate to exercise, for some period, the role

of CN. Therefore, every IPv6 node must be able to process BU received, send BA and

maintain Binding Cache. Nodes receiving BU or BA should verify the authenticity of the

packet.

Fixed CN may be any normal server connected in the network through a cable and in

communication with MN. In this model, the communication between MN and CN occurs

exclusively through the exchange of messages. This model works as the client-server model
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where the CN is considered as a fixed server serving video streaming to the MN through the
internet. In order to obtain a service, the MN sends a request to the CN. This, in turn,
performs the operations associated with the service and sends a response to the MN. We
created the communication mechanisms scenario that allow the exchange of messages

between act as a MN and the other one as a fixed CN.

In the second case Roaming CN is an autonomous node, equipped with wireless network
access interfaces, which is part of a network, but which can also change from one network
to another and continue to belong to the original network. Therefore, the flow steps of the
messages will change, according to the movement of the CN. In this case, the packets
destined for the CN are forwarded by their HA in the case of scenario where the route

optimization is not activated.
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3. SIMULATION STUDIES

3.1. Simulation Tools

This chapter gives a description of simulator used in our study. In addition, it contains
explanation of the model simulator that used by OPNET Modeler. Lastly, the scenario
network models to simulate Effect of fixed and roaming CN in MIPv6 Networks was

presented.

3.1.1. OPNET simulator

The OPNET simulator is a modeling and simulation tool of all kinds of networks, with native
mobility support; it was developed and marketed by OPNET Technologies Inc. Currently

OPNET is a great reference in the field of network simulation.

There are other similar simulation tools, such as:

1. NS-2 (Network Simulator version 2), is a simulator that has been used frequently by
researchers in computer networks. It simulates an IP network and protocols such as TCP and
UDP. In addition, SN2 can be used to implement Multicasting and some of the MAC layer
protocols for simulation of LANSs. After simulation, the NS2 produces detailed simulation
data that can be studied and analyzed. Generally, NS2 bears a lot of resemblance to OPNET
Modeler. The complete set of OPNET Modeler offers more features than Ns2 and therefore
IS more attractive to network researchers [59, 60]. For example when we perform the
"finetuning" of the parameters, it is verified that OPNET Modeler is a more precise simulator
for this particular case. The advantage of NS2 over OPNET Modeler is that, NS2 simulator
is open source simulation tool. However, open source simulators are disadvantageous in the
aspects of upgrades, full documentation and cannot be maintained by any specialized team

in that company.

2. OMNET++ (Objective Modular Network Testbed in C++), is an object-oriented
sequential discrete simulation system developed in the academic field with the aim of being
an alternative to the high prices of commercial products in the simulation domain. It was

developed to simulate mainly computer networks, multiprocessors, and other distributed
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systems etc. In OPNET probably has the largest selection of ready-made protocol models
(including IPv6, MIPV6, WIMAX, QoS, Ethernet, MPLS, OSPFv3 and many others)
compared to OMNET++. In general, OPNET and OMNET++ both have rich simulation
libraries of approximately comparable functionalities. In addition, OMNET++ architecture
is similar to OPNET because it allows hierarchical models, but OMNET++ has some
constraints such as at the "node" level cannot be hierarchical. The big difference between
OMNET++ and OPNET is that OPNET models are always fixed topologies, while
OMNET++ NED, the graphical editor of OMNET++ allows parametric topologies. In
OPNET, the preferred way to define the network topology is to use the graphical editor [61].

We compare OPNET Modeler and other simulators focusing on the usability and scalability
capabilities of simulator characteristics. We observe that each has some advantages and
disadvantages and each may be appropriate in different situations. We chose the OPNET
Modeler simulator based on the reason for our study. In choosing the simulator, we consider
the pros and cons of different time for developing our simulation model, simple ability to
archive our goal, component-based or object-oriented architecture, simulator complexity
level, resources for inclusion and exclusion among other design options. NS2 and
OMNET++ in terms of open source should be the best choices. However, Ns2 for example
is a very popular simulator for academic research, but its architecture is very complicated.
While OMNET++ is gaining popularity in the educational and industrial area, but OPNET
has a library of larger protocol models compared to them. In terms of commercial simulator,

OPNET Modeler satisfies almost the important features of our study [62, 63].

The table below presents a summary of comparative analysis of different network simulators.

Table 3.1 Comparison of different network simulators

MAIN FEATURES OMNET++ NS2 OPNET
Language supported C++ C++and OTCL Proto-C, C, C++
License Open Source Open Source Commercial
GUI support Good Poor Excellent

Time taken to learn Moderate Long Long



21

Table 3.1. (continuation) Comparison of different network simulators

Microsoft Window,

Platform LR 1560, Mac-Os, Unix, s G L1
Unix . Modeler software
Cygwin
Network
_ - v v v
visualization tool
Possibility to design
and modify v v v

scenarios

We chose OPNET to perform our experiment in this work due to the following reasons:

e Simplification in the process modeling of the system through graphical interfaces by
divided into hierarchical levels that allow the expansion of the models in subnetworks.

e There are a large number of pre-defined network equipment in standard libraries as well
as in manufacturer libraries that allows users to simulate various types of hardware such
as routers, switches that are manufactured by Cisco, Nortel and Lucent, Dell, Novell,
3COM etc.;

e Equipment already evaluated and validated by its manufacturers, which allows the
obtained results to be very close to those obtained in real environments;

e Possibility to change and create any equipment and other components such as protocol,
CPU, queues etc.;

e Source code available for all devices in C language, facilitating changes and new
implementations;

e Inclusion easy of algorithms in the different levels of the model, concrete case of
scheduling algorithms in the routers;

e Availability of technical support in the use of resources;

e Fast discrete event simulation engine

e Lot of component library with source code

e Object-oriented modeling

e 32-bit and 64-bit graphical user interface

e Customizable wireless modeling

e Discrete Event, Hybrid, and Analytical simulation
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e  Grid computing support
e Integrated, GUI-based debugging and analysis

e Open interface for integrating external component libraries

3.1.2. OPNET modeler relevant structure in simulation

The network simulation process in the OPNET Modeler simulator is organized in four steps,

which are generally used by computer network researchers to create a network model. These

steps are:

1. Create Network Model

2. Choose Statistics

3. Run Simulations

4. View and Collect Results

The first step is to create a network environment that will include network structure and
network devices. The second step is to choose the statistics that we want to analyze. Then to
run the simulations. Finally is to collect and analyze the results obtained after simulating
your network model. In addition, OPNET Modeler has a set of hierarchical editors that

parallel executes networking equipment and protocols[64, 65]. These editors are:

e Project Editor
e Node Editor
o Process Editor

Project editor

Figure 3.1 represents project editor used to specify the physical topology of a communication
network. In this editor, a network model/scenario can be constructed using the available
models from the object palette. Also in this editor, one choose individual statistics; run a
simulation, and collecting results. The project editor is made up of network objects such as
subnetworks, network devices/nodes and network links. Nodes and links have a set of
parameters that can be configured through the dialog boxes. A node can be fixed, mobile or

even a satellite. All functions available in the editor are accessible through the menu bar.



23

The bar with action buttons contains frequently used functions. The message area, located
in the lower left corner, provides information about the status of the tool.

Fle Edit Yiew Scenarios Topology Traffic Services Protocols MetDoctor Flow Analysis DES 3DWY Design Mindows Help

Figure 3.2. Project editor

Node editor

Figure 3.3 represents node editor that is a flow diagram of data between functional elements,
called modules, where you can define the behavior of each network object. The modules can
be grouped into two different categories:

e  The first category consists of modules that predefine characteristics and their respective
internal parameters. For example, a data generator, a transmitter, a receiver or an
antenna.

e The second category consists of modules that can be programmed. For example,
protocols, algorithms, rows, etc.
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Modules are interconnected by static wires and communicate via packet streams. Modules
can generate, send or receive packets from other modules, to perform their function within
the node. Each programmable module in a node model has its functionality defined by a
model process.

Figure 3.4.Node editor of MN

Process editor

Figure 3.3 represents process editor is a process used to create process models that control
the functionality of the layers of the node models created in NODE EDITOR. A finite
number of state machines (FSMs) and lines representing transitions between states of
process model. State-related operations or transitions are described in blocks using the C or
C++ programming language.



Figure 3.5. Process editor of IP_disparch
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4. TEST SCENARIOS

In our study, two scenarios were studied. The first scenario is the one in which a CN is
roaming as well as the MN, while the second scenario is the fixed CN and only MN is
roaming. These topological scenarios are shown in Figure 4.1 and Figure 4.2 for roaming
and fixed CN respectively. Each topology consists of six nodes, IPv6 Internet cloud, four
Access Points and the mobile trajectory. These two topological scenarios are depicted in
section 3.2.1 and 3.2.2 below:

4.1. Roaming Correspondent Node

In this model with mobile CN, we present a network scenario with a roaming CN and MN.

Figure 4.1 shows topology of the network model used to simulation scenarios of the roaming
CN.

This topology consists of two mobile nodes; CN and MN, all of these nodes are roaming in
their define trajectory. In this topology, we simulate a network when route optimization is

enabled and route optimization is not enabled.
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Figure 4.1.Network model with roaming CN

In addition, this network model consists of two foreign routers (FA_1) and (FR_2) and two
home agents (HA_A and HA_B). This network model also have MN_2 which is considered
as a roaming CN with it is HA as HA_B and MN_1 which is considered as MN and it’s HA
as HA_A. These mobile nodes (MN_1 and MN_2) pass through the four APs using defined

trajectory and a fixed speed.

A scenario is also composed of an IPv6 internet cloud which connect so four routers, FA 1,

HA_A, HA Band FR_2.



Table 4.1. Motion parameters of network model with roaming CN

Parameters Value
Simulation softwere Opnet Modeler 14.0
Network topology 10 x 10 km
Routing protocol RIPng
Simulatio time 1200 seconds

Routers

HA_A,HA B, FR 1, and FR 2

Nodes

MN_1, MN_2

Number of Trajectory

MN1 Trajand CN_Traj

Route Optimization RRP
Method
Mobility model Random movement at maximum

speed

Initial X position

5.93 for MN_1, 3.91 for MN_2

Inintial y position

2.49 for MN_1, 4.51 for MN_2

4.2. Fixed Correspondent Node

In this part, a network model with fixed CN is shown in Figure 4.2.

29

This topology consists of fixed CN and a roaming MN. A MN is roaming from it is HA and
passing through FA_1, R_1, FA_2 and way back to it is HA.

In addition, this network topology simulates the scenario when route optimization is enabled

and when is not enabled.
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Figure 4.2. Network model with fixed CN

In this network model where we have a fixed CN, the network model consists of two foreign
routers (FR_1 and FR_2), one HA (HA_A for MN_1) and one router (FR_1) which connects

CN using fixed cable. In addition, in this scenario, it is composes of an IPv6 internet cloud

which connects four routers (FR_1, HA_A, HA B, and FR_2).

Table 4.2 Motion parameters of network model with fixed CN

Parameters Value
Simulation softwere Opnet Modeler 14.0
Network topology 10 x 10 km
Routing protocol RIPng
Simulatio time 1200 secods

Routers HA A, HA B,FA 1,andFR 2
Nodes MN 1, CN
Number of Trajectory MN1 Traj
Route Optimization RRP
Method
Mobility model Random movement at maximum
speed
Initial x position 5.93
Inintial y position 2.49




31

5. RESULTS AND ANALYSIS

Computer Networks can be measured according to some comparison criteria. The most

important criteria are the performance, reliability and security.

The performance of a network can be measured in different ways such as transit time and
response time, packet delivery, packet loss ratio, overhead etc. Transit time is the time
interval required for a message to travel from one device to another. Response time is the
time elapsed between a request and a response. The performance of a network depends on a
number of other factors, such as the number of users, the medium of transmission, the
capacity of the networked hardware, and the efficiency of the software running on the

network.

In addition to the delivery guarantee, the reliability of a network is measured by the
frequency of failures, the time to reconfigure the link after a failure, and the robustness of
the network in a catastrophe.

Network security is a criterion whose purpose is to ensure the protection of data and

information that travels in the network from unauthorized access.

In this study, a simulation was performed in OPNET Modeler version 14.0. Performance
parameters such as Delay Variation, End-to-End Delay, Traffic Received, Control Traffic
Received, Route Optimization Overhead, and Tunneling Overhead were selected for Video
Conference application (Lightweight Video Conference). The performance of the Fixed and
Roaming CN topological scenario was compared for each above parameter when a route
optimization was enabled and when it was not. The following parts explain each of the

results.

5.1. Comparison for Scenarios in Route Optimization

5.1.1. Delay variation

The difference in end-to-end delay in one-way direction of the video conference are
represented here. Figure 5.1 shows a delay variation of a video conference application in
the network with fixed and roaming CN when the route optimization was enabled. Within
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300 seconds of simulation time, delay variation with a fixed CN was equal to zero while the
roaming CN with slightly increased value to 0.003s. Within 300 to 600 seconds of simulation
time, the delay variation was approximately the same for all scenarios. However, after 660
seconds of simulation time, a delay variation started to jump up to high value with a fixed
CN scenario showing a small value of delay variation compared to a roaming CN scenario.
This also show that, if a route optimization is enabled, there is a huge difference in delay

variation when a CN is roaming and when is fixed.

Fix-CN Mobile-CN

0,05

0,04

0,03

0,02

0,01

Delay Variation (Sec)

0 200 400 600 800 1000 1200

-0,01
Simulation Time (Sec)

Figure 5.1. Delay variation for video conference when route optimization enabled

5.1.2. End-to-End delay

In this part, the end-to-end delay for the video conference application in fixed and roaming
CN is shown. The time take for a packet from the sender to the receiver is referred as end-
to-end delay. Figure 5.2 shows an end-to-end delay for fixed CN and roaming CN when
route optimization was enabled. MN and CN all together roaming, the end-to-end delay was
better due to the fact that at some point the CN and MN closer to each other. With a route
optimization enabled the packet are sent directly to each other without passing to HA which
make end-to-end delay to become approximately to zero in some cases. With a fixed CN, an
end-to-end delay is approximately to zero at one time during the simulation time when the
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MN is passing near the fixed CN. The roaming CN has advantage of reducing end-to-end

delay when roaming near the MN when route optimization is enabled.

Fix-CN Mobile-CN
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-0.02 . o .
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Figure 5.2. End-to-End delay for video conference when route optimization enabled

5.1.3. Traffic received

The number of packets received for video conference application is discussed in this part. In
Figure 5.3 packets received when route optimization enabled for fixed and roaming CN
scenarios was compared. From the results, no packet drops during the communication of
MN and CN except when MN or CN has to do handover process. It is clear that, if the two
nodes where roaming packets drops during handover process is more, compared to a fixed
CN scenario, packets during handover process is occurred only in the MN side. However,
when all two nodes perform handover process, no packets received in either side of the nodes
(the packet drop is severe). This phenomenon is shown around 600 seconds of simulation

time in Figure 5.3.
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Figure 5.3. Packet received for video conference when route optimization enabled

5.1.4. Control traffic received

According to [34] network traffic control are the MIPv6 signaling messages sent and
received by the participating node such as MN, CN, or HA. Traffic control message can be
BU, BA, HoTi, CoTi, HoT and CoT. Figure 5.4 shows the control traffic due to the MIPv6
mobility messages measured packets per second. Within the first 120 seconds of the
simulation time, the traffic control with a fixed and roaming CN was equal to zero. Starting
at 144 seconds to the end of simulation time a traffic control for roaming CN was

approximately 0.02 packet/second more higher compared to a fixed CN.

Generally shown in Figure 5.4, control traffic for roaming CN when route optimization was
enabled is higher compared to fixed CN. This is because when MN increases in the network
more control messages are triggered. This shows that if we enable route optimization, there

is a difference in traffic control when a CN is roaming and when it is fixed.
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Figure 5.4. Control traffic received for video conference when route optimization enabled

5.1.4. Overhead

Tunneling overhead

Overhead is a combination of excessive computing time, memory, bandwidth especially in
wireless network environments so that are required to perform a specific task. Tunneling
Overhead represents the traffic overhead ratio due to IPv6 header encapsulation when
sending data traffic through MIPv6 tunneling [34]. If Route Optimization was enabled,
packet encapsulation is happening only when MN is bond to HA but not to CN. Figure 5.5
shows tunneling overhead in percentage with fixed CN and roaming CN when route

optimization is enabled.

It is shown from Figure 5.5 with roaming CN scenario more tunneling overhead were
encountered compared to fixed CN scenario when route optimization is enabled. For this
case, with roaming CN packet encapsulation is done in HA_A and HA_B, while with fixed
CN packet encapsulation is done only in HA_A. The tunneling overhead are ranging from
0.1% to 0.26% when both communicating nodes are begin to go out of their respective
networks compare to tunneling overhead ranging from 0.1% to 0.2% when fixed CN was

used.
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Figure 5.5. Tunneling overhead for video conference when route optimization enabled

Route optimization overhead

Route Optimization Overhead represents the traffic overhead ratio due to addition of IPv6
extension headers, when sending data traffic using MIPv6 RRP route optimization
mechanism [34]. Figure 5.6 shows a Route Optimization Overhead in percentage. From the
result shown within the first 153 seconds of simulation, the Route Optimization Overhead
ware increasing in the approximate same value for all fixed and roaming CN scenarios. This
is because only single node ware active as a MN. But from 153 seconds to the end of
simulation time the Route Optimization Overhead of a roaming CN was high compared to
fixed CN. This is due to fact that, two nodes ware in mobility and were in foreign network
while in fixed CN scenario only single node was mobile, hence RH2 messages for Route

Optimization were sent in both directions of MNs.
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Figure 5.6. Route optimization overhead for video conference when route optimization
enabled

5.2. Comparison of Scenarios in Non-Route Optimization

5.2.1. Delay variation

Figure 5.7 shows a delay variation of video conference application when no route
optimization is enabled. It is clear that after 150 seconds of simulation time, the delay
variation for these two scenarios was different. Even though there is a difference in delay
variation, but this difference has a slight and approximately the same delay value for the

entire simulations.
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Figure 5.7. Delay variation for video conference when no route optimization enabled

5.2.2. End-to-End delay

Figure 5.8 shows end-to-end delay for roaming and fixed CN scenarios when no route
optimization enabled. End to end delay for roaming is higher compared to fixed CN scenario.
The end-to-end delay is higher even if the MN and CN are near to each other because a
packet first have to pass HA then tunneled to MN and CN. With a scenario of fixed CN, only
packet tunneled are in the MN node side. This feature reduces end-to-end delay in some

desirable amounts.
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Figure 5.8. End-to-End delay for video conference when no route optimization enabled

5.2.3. Traffic received

Figure 5.9 shows packets received for video conference when no route optimization enable
for roaming and fixed CN scenarios. As explained above, with roaming CN, the packet drops
is more during the handover process. Since the hosts are not communicating directly as with
route optimization enable, the packet has to pass first to HAs, which in some cases increases
delay. However, the packet drop when all hosts perform handover process does not reach to

maximum as in case of route optimization enabled.
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Figure 5.9. Packet received for video conference when no route optimization enabled

5.2.4. Control traffic received

Figure 5.10 shows control traffic received by MNs when no route optimization is enabled.
As we can see in the first 160 seconds of simulation time, traffic control received was zero
for all two-simulation scenarios. At this time all, the mobile nodes were at their home
network. Thereafter, the traffic control of the two raised to 0.006 packets/second once after
all handoff and fall to 0.003, 0.004, 0.005 and 0.003 packets/second in first, second, third
and fourth handoff respectively for fixed CN while for roaming CN raises to 0.013 and fall
back to 0.008 packets/sec. However, the value of control traffic received ranging between
these values to the end of simulation time. During the decrease of control traffic, the control
traffic decreased because the MNs was out of their home networks, but did not performing
control signaling with their HA. This indicates that the handover performed by MNs does
not influence control traffic in the mobile network especially when route optimization is not

used.
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Figure 5.10. Control traffic received for video conference when no route optimization
enabled

5.2.5. Tunneling overhead

Figure 5.11 shows a tunneling overhead in percentage when no route optimization is not
active. As route optimization has not been activated then the MNs of both scenarios require
the bidirectional tunneling method, in which they show an overload of inefficient packets
when MN and CN are in movement. This is because, the packets of CNs had to be tunneled
from HAs to MNs and are replied in the same tunnel from MNs to HAs. Since each tunneled
packet used 40 bytes to route the packet to the other side of the tunnel. As a packet is tunneled
twice to reach the destination, 80 bytes are consumed in two different communications if
both MN and CN are roaming compared to 40 bytes when single node is roaming. Therefore,
the overhead of roaming CN scenario becomes 0.09 higher for 375 seconds of simulation
compared to fixed CN. The overhead of roaming CN become equal to 0.09% of fixed CN
because MN1 was back to its home network, in this time only single node (CN) were

roaming like in fixed CN scenario.
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6. CONCLUSION

The current IPv6 mobility allows a mobile device to change its connection point to the
Internet without losing sessions of the transport layer and higher layers. MN is always
accessible by its HoA, which is an IPv6 address assigned to it on its home network. Even
though MN is away from its home network, packets can still be forwarded to attached foreign
network using the HoA. Therefore, the movement of a MN between networks is totally

invisible through transport layer protocols and other higher layer protocols.

In this study, through simulation in OPNET Modeler 14.0, we evaluated the effects of fixed
and roaming CN in MIPv6 networks when route optimization is enabled and when it is not
enabled. Our result showed that, roaming CN has negative impact on the performance of
Mobile Network, except in the end-to-end delay when route optimization is enabled. The
good performance of end-to-end delay was achieved with a roaming CN because MN and
CN were directly communicating to each other because they were near to each other. In this
duration, the end-to-end delay was reduced significantly. The Delay Variation, Traffic
Received, Control Traffic Received and Overhead especially during the handover process

were due to mobility of CN and MN.

In analyzing our simulation study, we realize that MIPv6 communication network of a MN
with a roaming CN incurred a negative impact in the network performance. To make this
study more realistic, these effects might be studied, analyzed in real MIPv6 network
environments. However, doing an in-depth analysis of different types of scenarios with
sensitive application such as VoIP, video conferencing would be of great importance for the
implementation of MIPv6 protocols. In fact, the results obtained in this study should be

indicators for researchers to consider when considering mobility deployment of CN.
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