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Abstract
Federated Learning (FL) is a decentralized method for collaboratively training a global machine learning model while 
preserving the privacy of user data. In recent years, its privacy-preserving and collaborative nature has attracted substan-
tial interest among researchers. However, in real-world scenarios, it is often impractical to assume that all clients have 
fully labeled data, as acquiring large labeled datasets can be costly and requires expertise. To overcome this problem in 
FL, a new approach called Federated Semi-Supervised Learning (FSSL) is presented which aims to enhance the overall 
performance of the global model in FL by incorporating unlabeled data during model training. To provide a thorough 
examination of this area and to stimulate further research, we provide a systematic and comprehensive overview of recent 
studies using the FSSL method. We also discuss current challenges and open issues to provide researchers with directions 
for future research.
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1  Introduction

In recent years, with the rapid proliferation of wireless net-
works, smart devices, personal mobile devices, and sensors, 
there has been a tremendous explosion in the volume of data 
produced on the edge. In order to obtain meaningful infor-
mation within large volumes of data, it is necessary to ana-
lyze and process the data effectively. Traditional Machine 
Learning (ML) requires collecting distributed user data on a 
single central server and training the model centrally. How-
ever, transmitting such a substantial volume of data to a cen-
tral server is both cumbersome and expensive. Also, devices 
like Internet of Things (IoT) devices that have limited bat-
tery and processing capacity cannot consistently transmit 
data to a central server. Moreover, in real-world scenarios, 
gathering distributed data on a central server is not feasible 
owing to concerns regarding data privacy and security. For 
example, data in healthcare institutions often contain pri-
vate information about patients, and the leaking of data can 
jeopardize the privacy of patients. To prevent such situa-
tions, the security and privacy of users’ data have become 
an important issue in recent years. The General Data Protec-
tion Regulation (GDPR) [1] protects the confidentiality and 
security of the personal information of users and also sets 
the rules for data sharing between organizations.

In order to deal with the above-mentioned challenges, 
Federated Learning (FL) has been proposed [2]. FL is an 
innovative method that allows multi-devices to collectively 
train a shared global ML model without requiring direct 
access and sharing of local user data. In 2016, Google intro-
duced FL as an ML approach that satisfies the prerequisites 
for ensuring data privacy and security [3, 4]. The objective 
of FL is to develop an ML training model that has high pre-
dictive accuracy among multiple participants while comply-
ing with legal regulations and policies to protect personal 
data privacy [5]. The idea of FL based on data parallelism 
was initially introduced by McMahan et al. [2], who also put 
forth the Federated Averaging (FedAvg) algorithm. FedAvg 
is a decentralized ML approach that facilitates the collab-
orative training of a model by multiple devices while storing 
user data locally without sharing (Fig. 1).

Although FL shows great promise in protecting data pri-
vacy, its practical implementation in real-world applications 
poses numerous challenges [6]. Some of these challenges are 
the transmission cost of the parameters between the server 
and the devices, the heterogeneity of many local devices 
during the model training process, and the energy usage 
required for the local devices. Another important problem 
faced by FL is the non-independent and non-identical distri-
bution of data (non-IID). Although the study [7] claims that 
FedAvg can handle non-IID data to a certain degree, several 
studies have shown that a decline in FL’s model accuracy in 

non-IID or heterogeneous data is unavoidable [8]. Another 
major disadvantage of FedAvg is the high resource require-
ment to deploy and train models on IoT devices. However, 
IoT devices have limited memory, computation, and energy 
resources. In addition, the inadequacy and heterogeneity of 
the local data sample negatively affect the model’s perfor-
mance. Furthermore, most of the research on FL assumes 
that every client possess fully labeled data, which is unreal-
istic for real-world scenarios. Due to time and resource con-
straints, the training data on all clients are not fully labeled 
in reality. The scarcity of labeled data makes the develop-
ment of an effective global model more challenging. For 
these reasons, utilizing unlabeled data to train the global 
model becomes an important challenge for FL [9].

To address the challenge of limited labeled data in FL, 
Federated Semi-Supervised Learning (FSSL) is proposed 
[10, 11]. FSSL aims to improve global model training by 
integrating unlabeled data inside federated supervised learn-
ing. To this end, different FSSL methods are suggested in the 
literature. Jeong et al. [10] developed naive combinations of 
FL and semi-supervised learning (SSL) techniques which 
incorporate an inter-client consistency loss and parameter 
decomposition on labeled and unlabeled data. Albaseer et 
al. [12] suggested FedSem, a method that utilizes real-time 
unlabeled data. FedSem includes two steps: in the first step, 
a global model is trained exclusively with labeled data, 
while in the second step, FedSem incorporates unlabeled 
data by employing the pseudo-labeling technique and the 
model developed in the initial stage to enhance the learning 
performance. Zhang et al. [13] proposed a new grouping-
based model average technique to replace FedAvg method 
and improve convergence effectiveness. Itahara et al. [14] 
presented a distillation-based semi-supervised method that 
involves exchanging the outputs of local models between 
clients and training the unlabeled data using pseudo-labels.

There are different scenarios in FSSL, such as labels-
at-server and labels-at-client [15]. In the labels-at-server 
scenario, all labeled data resides solely on the server, while 
unlabeled data is across the clients. On the other hand, in 
the label-at-client scenario, both labeled and unlabeled data 
are exclusively present on the clients and there is not any 
data in server [10]. In addition, there may be different sce-
narios where all labeled data resides on the clients while 
all unlabeled data resides on the server [16]. Itahara et al. 
[14] first distributed unlabeled data from the cloud to cli-
ents, followed by the application of FSSL utilizing hashed 
data from the clients. It is however one of the major disad-
vantages of this approach is that IoT devices suffer from 
limited storage, computing power, and energy resources. In 
addition, sending data from the cloud to clients incurs high 
communication costs and increases the computational load 
for resource-constrained clients. A higher resource capacity 
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is required to distribute and train data on these devices. In 
addition, each IoT device has a different capacity and com-
puting power. Due to this heterogeneity of the devices, 
model performance and convergence speed are also nega-
tively affected.

1.1  Motivation and contributions

FL has become a widely adopted paradigm for privacy-pre-
serving collaborative model training, particularly in areas 
where data is not centralized due to privacy, security or 

legal constraints [2, 5]. However, the traditional supervised 
FL paradigm is based on the impractical assumption that 
client devices have completely labeled datasets. In practi-
cal FL applications, however, many clients participating in 
model training have only limited labeled data and a signifi-
cant portion of local datasets remain unlabeled. Acquiring 
high-quality labels is often costly, domain-dependent and 
time-consuming. This discrepancy between abundant unla-
beled data and scarce labeled data creates a performance 
bottleneck for traditional FL methods that rely solely on 
supervised learning. Therefore, FSSL has emerged as a 

Fig. 1  The organization of the paper
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	● To the best of our knowledge, there is no existing survey 
paper that explores and examines the studies in the field 
of FSSL in a detailed and systematic manner.

	● We conduct a comprehensive review of recent studies 
utilizing FSSL methods, examining various approaches, 
architectures, and algorithms. Through this analysis, we 
present a thorough overview of the advancements in the 
field of FSSL.

	● We address the challenges and open issues associated 
with implementing FSSL in real-world scenarios. We 
address these challenges to shed light on the areas re-
quiring potential future research directions.

Figure 1 illustrates the structure of the survey. The paper is 
organized as follows. Section 2 presents the methodology of 
FL. Section 3 explains the SSL methods. In Section 4, we 
conduct a comprehensive review of current studies focusing 
on FSSL. Section 5 summarizes the challenges and potential 
future directions. Lastly, Section 6 provides a summary of 
the paper.

1.2  Research methodology

This research follows a systematic methodology to analyze 
the current state of the FSSL. This structured methodol-
ogy aims to maintain the integrity of the research process 
and contributes to a deeper understanding of the FSSL. To 
ensure systematic, transparent and reproducible research 
on FSSL, we followed the guidelines of the Preferred 
Reporting Items for Systematic Reviews and Meta-Anal-
yses (PRISMA) framework [22]. This process consisted 
of four structured stages: (i) identification, (ii) screening, 

promising solution that integrates semi-supervised learn-
ing mechanisms into the federated environment to utilize 
unlabeled data as well as limited labeled data [10]. With 
the recent growth in interest in FSSL, research in the FSSL 
field has also increased significantly. This motivates the 
need for structured, comprehensive and systematic research 
on FSSL. Figure 2 displays the chronological sequence of 
FSSL approaches.

Several survey articles have contributed to the under-
standing of the concepts of FL [17–19] and SSL [20]. 
However, as summarized in Table 1, existing studies either 
focus very broadly on general FL systems or focus entirely 
on centralized SSL. This leaves a gap for a comprehensive 
analysis of FSSL, especially in terms of applications and 
emerging challenges. The research conducted in the FL 
domain provides comprehensive analyses of FL architec-
tures, communication protocols and privacy mechanisms. 
However, it does not discuss how unlabeled data can be sys-
tematically used in FL or how SSL principles can be trans-
ferred to federated non-IID settings. Similarly, SSL-focused 
research only addresses class imbalance and label scarcity, 
but does not consider federative constraints such as statisti-
cal heterogeneity, communication constraints or decentral-
ized optimization. Song et al. [21] presented a systematic 
review providing a fundamental overview of FSSL. In con-
trast, our study examines FSSL studies in different applica-
tion areas in detail. Furthermore, our study provides a more 
comprehensive analysis by also examining recent studies 
conducted in FSSL in recent years. The primary contribu-
tions of this article are as below:

Fig. 2  Timeline evolution of FSSL 
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(iii) eligibility assessment and (iv) final inclusion. Figure 3 
shows the literature selection process.

1.2.1  Identification

We conducted a comprehensive search across major scien-
tific databases such as IEEE Xplore1, ScienceDirect2, ACM 
Digital Library3, SpringerLink4 and Scholar5. The search 
covered the years 2020-2025 and used keyword combina-
tions such as “federated semi-supervised learning” and 
“federated learning with unlabeled data.” A total of 1560 
publications were identified at this stage.

1.2.2  Screening

After duplicate records are removed, the papers are screened 
according to the following

	● Papers without peer review,
	● White papers,
	● Papers without a robust evaluation section,
	● Papers published before 2020,
	● Papers not directly related to FL, SSL and FSSL.

After screening, 235 papers remained.

1  https://ieeexplore.ieee.org/
2  ​h​t​t​p​s​:​​​/​​/​w​w​​w​.​s​​c​i​e​n​c​e​d​i​r​e​c​​t​.​c​o​m​/
3  https://dl.acm.org/
4  https://link.springer.com/
5  https://scholar.google.com/Ta
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2  Federated learning

FL [2] is a decentralized method that is designed to train a 
global model collaboratively using distributed devices while 
maintaining the privacy of users’ data. FL trains a globally 
shared data model, leveraging data from massively distrib-
uted devices while maintaining data privacy. The primary 
concept behind FL is to analyze data in a decentralized way 
to protect user privacy and ensure private user data remains 
on the client device and is not transmitted to the central 
server. Unlike traditional centralized ML training, in the FL 
algorithm, devices (called clients) perform model training, 
while the central server generates a global model by averag-
ing the local parameters. Figure 4 shows the structures of 
ML and FL. A typical FL scenario basically involves the 
steps below: i) Initially, the central server selects a sub-
sample of clients and distributes the global model to them. 
ii) After receiving the global model from the central server, 
the chosen clients engage in training the model using their 
individual private data. Subsequently, they transmit the 
updated models back to the central server. iii) Finally, the 
central server collects incoming local models and updates 
the global model by averaging it and redistributing it to the 
devices. The server and clients iteratively repeat this pro-
cess until the model converges.

FL aims to train a global model w ∈ Rd by col-
laboratively leveraging decentralized data distributed 
across K clients. Each client k holds a private dataset. 
Dk = {(x(k)

i , y
(k)
i )}nk

i=1. The global optimization problem 
is defined as:

1.2.3  Eligibility assessment

Full-text articles are evaluated as follows:

	● Relevance to FSSL,
	● Technical contribution to federated optimization with 

unlabeled data,
	● Clarity of problem formulation,
	● Reproducibility and completeness of methodological 

description.

We excluded studies focusing solely on supervised FL, SSL 
without federated components or general privacy technolo-
gies. 65 articles proceeded to the final stage.

1.2.4  Final inclusion

Based on quality, relevance and completeness, we selected 
51 papers that focus on FSSL and satisfy our selection cri-
teria. These papers are classified in nine different domains 
as follows: 6 articles in Activity Recognition, 4 in Anomaly 
Detection, 21 in Image Classification, 1 in Indoor Localiza-
tion, 7 in Medical Applications, 2 in Network Classification, 
1 in Object Detection, 2 in Speech Emotion Recognition, 
3 in Text Classification, 2 in Travel Mode Identification, 
and 2 in Video and Audio Classification. Additionally, we 
included several peer-reviewed FL and SSL surveys and 
foundational works for contextual completeness.

Fig. 4  The structure of (a) Centralized ML and (b) FL

 

1 3

  221   Page 6 of 35



Cluster Computing          (2026) 29:221 

2.1  FL taxonomy

FL is commonly classified into three types based on data 
distribution: horizontal federated learning (HFL), vertical 
federated learning (VFL), and federated transfer learning 
(FTL) [6]. Figure 5 illustrates the types of FL.

2.1.1  Horizontal FL

HFL [17] is a type of FL where multiple devices or serv-
ers have similar data types and share a common goal. In 
HFL, data is partitioned horizontally, meaning each device 
or server keeps a subset of all-featured data records. HFL 
is practical when data is distributed among multiple clients 
and each party is not willing to share its data with other cli-
ents owing to privacy considerations. For example, a group 
of hospitals could collaborate on training a model to diag-
nose a particular disease, and each hospital could contribute 
its own patient data. By using HFL, clients can engage in 
collaborative ML model training using their respective local 
data, all while avoiding the need to share the actual data 
with one another. In HFL, individual devices or servers train 
the model by using their local data and transmit the updated 
parameters to the central server. The central server aggre-
gates these parameters to construct a global model, which 
is subsequently returned to the devices or servers for fur-
ther training. This iterative process continues till the global 
model achieves an acceptable level of accuracy.

2.1.2  Vertical FL

VFL [17] allows multiple parties to collaboratively train 
an ML model on vertically partitioned data, which refers to 
data that is distributed across different parties with different 
features or attributes. In VFL, different parties hold different 
subsets of the dataset features. Each party only has visibility 
to its own data while collaborating with other parties to col-
lectively train a model on the combined data. For example, 
one server might hold data on patients’ demographics, while 
another server might hold data on their medical history. 

min
w

F (w) = min
w

K∑
k=1

nk

n
Fk(w), n =

K∑
k=1

nk,
� (1)

where the local objective function is

Fk(w) = 1
nk

nk∑
i=1

ℓ
(
f(x(k)

i ; w), y
(k)
i

)
.

� (2)

A common optimization procedure, such as FedAvg, per-
forms E steps of stochastic gradient descent (SGD) on each 
client:

w
(k)
t+1 = w

(k)
t − η∇Fk

(
w

(k)
t

)
,

� (3)

after which the server aggregates the updates:

wt+1 =
K∑

k=1

nk

n
w

(k)
t+1.

� (4)

FL has several advantages over traditional ML methods. 
First, it enables the creation of models that can be trained 
on decentralized data, thereby enhancing privacy protec-
tion and minimizing the potential for data breaches. Second, 
it can be more efficient than traditional ML methods, as it 
eliminates the need to transfer large amounts of data to a 
central server. Finally, it exhibits greater resilience to data 
failures or disruptions, as the model can continue to learn 
even if some devices or servers are offline or unavailable. 
Although FL has made significant innovations and advances 
in security and privacy protection, it still faces some chal-
lenges such as communication cost, system heterogeneity, 
statistical heterogeneity, and data scarcity [23].

Fig. 5  Types of FL (a) HFL, (b) VFL, and (c) FTL
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shows considerably more precise and stable convergence 
than FedAvg, thereby improving overall test accuracy.

2.2.3  Fedpd

Zhang et al. [27] proposed Federated Primal-Dual (FedPD) 
that can be customized in different sub-variables. This 
algorithm offers methods capable of handling non-convex 
objective functions to achieve optimal optimization and 
communication complexity. In addition, this algorithm 
may be tailored adaptive to varying levels of non-IID data 
between agents.

2.2.4  Scaffold

Karimireddy et al. [28] presented the Stochastic Controlled 
Averaging algorithm (SCAFFOLD) which utilizes variance 
reduction to mitigate the negative impacts of heterogeneity. 
This algorithm converges in a reduced number of commu-
nication rounds and remains resilient to data heterogeneity. 
SCAFFOLD provides even faster convergence by exploit-
ing similarity in client data.

2.2.5  Q-Fedavg

Li et al. [29] proposed q-Fair Federated Learning (q-FFL) to 
encourage a more equitable distribution of accuracy among 
devices on FL. This algorithm is inspired by the work on 
fair resource allocation for wireless networks. It minimizes 
the total re-weighted loss, hence devices with higher losses 
are given a higher relative weight.

2.3  Open-source FL frameworks

This section offers an overview of available open-source 
FL frameworks, which may be used for efficient testing 
and experimentation of new FL algorithms. Open-source 
FL frameworks provide a valuable resource for researchers 
and developers interested in constructing and deploying FL 
models. Table 2 provides an overview of the open-source 
FL frameworks.

2.3.1  TensorFlow federated (TFF)

It is a framework for building FL systems on a variety of 
devices such as mobile phones, IoT devices, and servers 
[30]. TFF is a widely-used deep learning framework that is 
an extension of TensorFlow. It extends its functionality to 
support FL. TFF provides a wide range of FL algorithms, 
including FedAvg, Federated SGD, and FL with Differential 
Privacy. These algorithms can be customized to meet the 
specific requirements of a particular use case. TFF supports 

Servers collaborate to train a model that can predict disease 
outcomes based on both sets of traits. VFL can be especially 
valuable in situations where data privacy is a paramount 
concern, like in healthcare or finance, as it enables the cre-
ation of models that incorporate data from diverse sources 
while upholding the privacy of individual parties’ data.

2.1.3  Federated transfer learning

FTL [24] is a type of FL where a pre-trained ML model is 
distributed to multiple devices or servers, and each device 
or server fine-tunes the model on its own local data. The 
fine-tuned models are then transmitted back to a central 
server, where they are combined to enhance the overall per-
formance of the model. FTL is useful when the task of inter-
est has similar characteristics across different devices or 
servers, and there is a pre-trained model available that can 
be used as a starting point. For example, let there is a group 
of hospitals, each of which has collected a large number of 
medical images. However, each hospital has a different mix 
of different types of medical images. One hospital may have 
many images of the lungs, while another may have many 
images of the heart. To train a robust image classification 
model across all hospitals’ data, FTL can be used. By using 
FTL, the devices or servers can leverage the pre-trained 
model’s knowledge while adapting it to their local data to 
achieve better performance.

2.2  FL algorithms

Numerous FL algorithms have been introduced in the litera-
ture [25]. This section lists some important FL algorithms 
and briefly discusses them.

2.2.1  Fedavg

McMahan et al. [2] introduced Federated averaging 
(FedAvg) as an iterative, privacy-preserving, efficient algo-
rithm for FL. FedAvg is widely used as an FL algorithm. 
Despite its success, FedAvg faces several problems and 
challenges related to the heterogeneity of data and cannot 
fully resolve these issues.

2.2.2  Fedprox

The FedProx algorithm is a type of federated optimiza-
tion technique that is regarded as a reparameterization of 
FedAvg [26]. By enabling each participating device to per-
form varying degrees of work and incorporating data from 
non-identical distributions, FedProx alleviates the heteroge-
neity issue in FL. In heterogeneous environments, FedProx 
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aggregation. It is designed to simplify the process of build-
ing FL systems by providing a high-level programming 
interface and several pre-implemented algorithms. The 
framework facilitates the deployment of FL algorithms on 
devices like smartphones, tablets, and IoT devices. It pro-
vides a flexible and modular design, enabling researchers 
and developers to customize the system according to their 
specific needs. Also, it supports various types of FL, includ-
ing HFL and VFL, as well as differential privacy and secure 
aggregation. Flower also provides several built-in optimi-
zation algorithms, such as FedAvg, Federated SGD, and 
Federated Momentum. Flower has a distinctive ability in 
supporting federated reinforcement learning, enabling the 
training of agents that interact with a dynamic environment 
in a decentralized manner.

2.3.4  FedML

FedML [37] is a research framework for FL developed by 
researchers from several universities, including Stanford, 
UC Berkeley, and Carnegie Mellon University. FedML pro-
vides a flexible and customizable architecture that enables 
researchers to easily experiment with different FL algo-
rithms and configurations. The framework supports various 
types of FL, including HFL and VFL, as well as FTL and 
federated meta-learning. FedML focuses on benchmarking 
and reproducibility. The framework provides several pre-
implemented benchmark datasets and evaluation metrics, as 
well as a set of reproducible experiments that can be easily 
run and compared across different algorithms and settings. 
FedML also provides a comprehensive set of optimization 
algorithms and communication protocols such as Federated 
Averaging, Secure Aggregation, and Federated Stochastic 
Gradient Descent. It also supports various privacy-preserv-
ing methods like differential privacy and FL with secure 
multi-party computation. The architecture of FedML is 
shown in Fig. 8.

2.3.5  PaddleFL

It [38] is an FL framework developed by PaddlePaddle. It 
supports heterogeneous devices, including mobile devices 
and IoT devices, as well as servers and clusters. PaddleFL 
also provides a comprehensive set of optimization algo-
rithms and communication protocols, including FedAvg, 
Federated Proximal Gradient Descent, and Federated Sto-
chastic Gradient Descent. The architecture of PaddleFL is 
shown in Fig. 9.

several privacy-preserving techniques, including Differen-
tial Privacy [31], Secure Aggregation [32], and Encrypted 
Computation [33]. These techniques contribute to safe-
guarding the privacy of user data throughout the FL process. 
TFF is a powerful framework for constructing FL systems 
that may be deployed across a diverse array of devices. The 
architecture of TFF is shown in Fig. 6.

2.3.2  PySyft

Developed by OpenMined, PySyft [35] is a framework that 
facilitates the implementation of FL utilizing PyTorch. It is 
designed to support FL and other privacy-preserving ML 
techniques. PySyft is constructed on PyTorch and offers a 
comprehensive suite of tools that enable secure and private 
computation over distributed data. PySyft provides a vari-
ety of features and techniques for FL, including differential 
privacy, secure aggregation, and homomorphic encryption. 
It also supports various types of FL, such as HFL and VFL. 
The architecture of PySyft is shown in Fig. 7.

2.3.3  Flower

It [36] is a framework that facilitates the implementation of 
FL using PyTorch, TensorFlow, and other ML frameworks. 
It was developed by the University of Oxford. It provides 
APIs for distributed learning, model selection, and secure 

Fig. 7  Architecture of PySyft [34]

 

Fig. 6  Architecture of TFF [34]
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Fig. 9  Architecture of PaddleFL 
[34]
 

Fig. 8  Architecture of FedML [42] 
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training performance. When there is a limited amount of 
labeled data, this learning method is particularly helpful 
in enhancing model performance. SSL provides a robust 
connection between supervised and unsupervised learning 
paradigms by utilizing structural knowledge in unlabeled 
samples to enhance model generalization. Formally, given 
a labeled dataset Dl = {(xi, yi)}nl

i=1 and an unlabeled data-
set Du = {xj}nu

j=1 with nu ≫ nl, the goal of SSL is to 
learn a predictive model f(x) that minimizes the following 
objective:

L = Lsup(Dl) + λLunsup(Du)
� (5)

where Lsup is the supervised loss on labeled examples, 
Lunsup is the unsupervised loss capturing the consistency 
or regularization term and λ is the balancing coefficient.

Different SSL methods are suggested in the literature. 
For instance, pseudo-labeling [44] makes predictions on 
unlabeled data using a model trained on labeled data and 
then uses predicted labels as "pseudo-labels" to train a new 
model.

Another effective method is to add a consistency regular-
ization over training loss [45]. Consistency regularization 
involves training models by minimizing the discrepancy 
between stochastic outputs. UDA [46], MixMatch [47], 
ReMixMatch [48], and Fixmatch [49] are other SSL meth-
ods that combine many practical methods.

3.1  Assumptions of SSL

SSL performance relies on certain fundamental assumptions 
that define the relationship between the marginal data dis-
tribution p(x) and the conditional label distribution p(y|x). 
They define how information obtained from unlabeled data 
can guide model training and improve generalization ability 
when full supervision is not available.

3.1.1  Smoothness assumption

The smoothness assumption states that if two data points xi 
and xj  are close to each other in the input space, then the 
corresponding labels yi and yj  should also be similar. This 
is the supervised learning assumption but in SSL, the unla-
beled data help define the high-density region. Formally, if 
the distance ∥xi − xj∥ is small, the conditional probabilities 
should satisfy:

p(yi|xi) ≈ p(yj |xj).
� (6)

2.3.6  Federated AI Technology Enabler (FATE)

It [39] is an FL framework that supports a variety of FL 
scenarios, including HFL, VFL, FTL, and federated rein-
forcement learning. FATE also provides a comprehensive 
set of optimization algorithms and communication pro-
tocols, including Federated Stochastic Gradient Descent, 
FedAvg, and Federated Newton Method. The framework 
also supports various privacy protection methods like dif-
ferential privacy, homomorphic encryption, and secure 
multi-party computation. The framework supports a variety 
of ML frameworks, including TensorFlow, PyTorch, and 
Scikit-learn. The framework also provides a RESTful API 
for model training and prediction. It is designed to be easy 
to deploy on various platforms, including cloud and edge 
devices. Also, it is actively maintained by a community of 
developers and researchers.

2.3.7  Open Federated Learning (Open-FL)

It [40] is an FL framework developed by IBM Research. 
Open-FL handles heterogeneous FL, which involves 
devices or nodes with varying computing capabilities and 
limitations. This allows developers to build FL applications 
that can work with a variety of devices, from smartphones 
to edge servers and cloud data centers. It supports dynamic 
resource allocation and workload balancing, which can help 
optimize training performance and resource utilization in 
FL applications.

2.3.8  LEAF

It [41] is an FL framework developed by NVIDIA. LEAF 
comprises a collection of benchmark datasets along with 
reference implementations for FL algorithms. It supports 
secure FL, where the participating devices or nodes can 
train models without revealing their data to other nodes or 
to the server. This is accomplished through the utilization 
of advanced cryptography methods, including homomor-
phic encryption and secure multi-party computation. LEAF 
provides benchmark datasets that are designed to simulate 
real-world applications like medical data and financial data, 
and are suitable for testing FL algorithms. LEAF is designed 
to be modular and extensible, so it can be easily integrated 
with other FL frameworks and algorithms.

3  Semi-supervised learning

SSL [43] is an ML method used to extract useful informa-
tion from unlabeled data in a partially labeled or mostly 
unlabeled data set and enable the model to achieve better 
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3.2  SSL methods

There are many SSL algorithms in the literature [50] [51]. 
This section lists and discusses some of the most important 
SSL algorithms.

3.2.1  Consistency regularization

It is a popular SSL technique that attempts to enhance the 
performance of models trained on data that is both labeled 
and unlabeled. The fundamental concept underlying consis-
tency regularization is that a model’s predictions should be 
consistent across similar inputs. In this technique, consis-
tency is enforced between the predictions of a model on dif-
ferent perturbations of the same input like adding Gaussian 
noise. The key objective of consistency regularization is to 
penalize the model for producing different outputs for simi-
lar inputs. This is achieved by incorporating a consistency 
term into the loss function, which measures dissimilarity 
among the model’s predictions over two slightly perturbed 
versions of the same input. To generate the perturbations, 
small amounts of noise are typically added, or random 
transformations are applied to the input.

3.2.2  Pseudo-labeling

Consistency regularization has been used in different 
domains like object detection, natural language processing, 
and image classification. Sajjadi et al. [52] proposed sto-
chastic transformations and perturbations (STP) that ensure 
consistency in the model’s predictions on perturbations of 
the same input. STP uses stochastic data augmentation to 
generate perturbations, applies a perturbation to an input, 
computes the model’s prediction, applies the same pertur-
bation, and computes the prediction again, with the STP 
loss being the mean squared error between the two pre-
dictions. Laine et al. [53] proposed temporal ensembling 
that enhances the consistency of a model’s predictions on 
unlabeled data over time. This approach involves training a 
model on labeled and unlabeled data, generating soft labels 
from a moving average of the model’s predictions on unla-
beled data, and using soft labels in order to train the model 
in the next iteration. The ensemble of model predictions 
from previous iterations is used as a regularizer to enhance 
the consistency of the model’s predictions. Tarvainen et al. 
[54] introduced the Mean Teacher approach, which utilizes 
the predictions of a teacher model to regularize the predic-
tions of a student model. Another popular method is Virtual 
Adversarial Training (VAT) [55], which introduces minor 
perturbations to the input data to maximize the difference 
in predictions made by the model under the perturbed input.

3.1.2  Cluster assumption

The cluster assumption implies that if data points are in the 
same cluster, they belong to the same class. In other words, 
it assumes that examples belonging to the same cluster are 
likely to share the same class label, while different clus-
ters correspond to different classes. Let {Ck}K

k=1 denote 
the clusters induced by the data distribution p(x). Then, for 
samples xi, xj ∈ Ck:

p(yi = yj |xi, xj ∈ Ck) ≈ 1,
� (7)

and for samples in different clusters Ck ̸= Cl:

p(yi ̸= yj |xi ∈ Ck, xj ∈ Cl) ≈ 1.
� (8)

3.1.3  Low-density assumption

The low-density assumption is a more effective formulation 
of the cluster assumption. This assumption states that the 
decision boundary between classes should not pass through 
high-density regions and improves the cluster assumption 
by emphasizing that the decision boundary should pass 
through regions where the marginal data probability p(x) is 
small.

3.1.4  Manifold assumption

The manifold assumption is a more general assumption and 
assumes that high-dimensional data does not fill the entire 
space, but rather lies on or near a low-dimensional mani-
fold M embedded in the environment space Rd. In other 
words, the probability density p(x) is concentrated around 
M, where dim(M) ≪ d. Therefore, the learning of f(x) can 
be effectively constrained to M instead of the entire input 
space. Mathematically, this can be formulated as:

p(x) ≈ pM(x), where x ∈ M.
� (9)

A smooth labeling function f : M → Y  should satisfy:
ˆ

M
∥∇Mf(x)∥2pM(x) dM < ∞,

� (10)

where ∇Mf(x) is the gradient along the manifold.
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of hyperspectral images, where they selected informative 
unlabeled samples based on domain knowledge and pseudo-
labeled them using the predictions of the trained classifier. 
Xie et al. [60] presented a modification to the self-training 
technique called "Self-Training with Noisy Student" for 
image classification on the ImageNet dataset. The approach 
involves training a student model on labeled data, subse-
quently utilizing this model to generate pseudo-labels for 
unlabeled data. The student model is then augmented with 
noise during training to prevent overfitting and to create a 
more robust model, which is subsequently utilized as the 
teacher model in the next iteration to generate pseudo-labels.

4  Federated semi-supervised learning

FSSL is an innovative ML method that integrates the prin-
ciples of FL and SSL. By utilizing FSSL, models can be 
trained on decentralized datasets that comprise both labeled 
and unlabeled data [10, 11]. This methodology is particu-
larly valuable in scenarios where labeled data is scarce yet 
there is a significant volume of unlabeled data that can be 
utilized to enhance the model’s accuracy. The FSSL struc-
ture is shown in Fig. 10. This section provides a comprehen-
sive review of research on FSSL across diverse domains. 
The summary of recent studies according to the problem 
and key idea is given in Table 3. Also, these recent studies 
are summarized according to the data and methodology in 
Table 4.

4.1  Activity recognition

In activity recognition, FSSL provides an effective solution 
to problems like privacy preservation, uneven data distri-
bution and system scalability. Using SSL under a federated 

Pseudo labeling [44] aims to improve model perfor-
mance by using the model predictions on unlabeled data 
to generate pseudo labels. These pseudo-labels are then 
combined with labeled data to train the model in a super-
vised manner. Essentially, pseudo-labeling harnesses the 
abundant unlabeled data typically available to enhance 
model performance, especially in scenarios where labeled 
data is scarce. The idea is that the predictions of the model 
on the unlabeled data can be used to assign labels to the 
data, which are then employed for supervised training of the 
model. However, it is important to note that pseudo-labeling 
can lead to overfitting if the quality of the pseudo-labeling 
is poor or the distribution of unlabeled and labeled data dif-
fers significantly. Hence, it is crucial to carefully evaluate 
the quality of pseudo labels and their potential effect on the 
overall model performance.

3.2.3  Self-training

Self-training [56] is an SSL approach that involves training 
a model on a limited set of labeled data and subsequently 
utilizing the trained model to generate predictions for unla-
beled data. The highly confident predictions are then treated 
as labeled data and used to augment the training set. This 
iterative process continues until a stopping criterion is sat-
isfied or the performance of the model on the validation 
set reaches a plateau. The main goal of self-training is to 
leverage the model’s confidence in its predictions on unla-
beled data to enhance its performance on the target task. 
Yarowsky [57] first introduced the self-training technique as 
a solution for word sense disambiguation in text documents. 
Since then, this approach has been applied in various fields 
with different modifications. Rosenberg et al. [58] showed 
the efficiency of self-training in object detection tasks. 
Dópido et al. [59] proposed a method for the classification 

Fig. 10  The general structure of (a) FL and (b) FSSL
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 d
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 re
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 p
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 p
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 b
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s d
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 d
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 d
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s c
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l d
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r d
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 c
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 m
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 d
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t o
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 d
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 c
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 d
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 b
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r d
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 d
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 c
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 c
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ai
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 b
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ra
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 d
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 p
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 d
iffi
cu
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 d
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 d
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pr
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 c
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 d
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 c
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 c

on
si

st
en

cy
 lo

ss
 a

nd
 p

ar
am

et
er

 
de

co
m

po
si

tio
n 

fo
r s

ep
ar

at
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 c
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r p
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 p
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 re
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at
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 p
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- d
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 d
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 d
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 p
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 m
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f m
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f c
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al
 n

et
w

or
k 

en
vi

ro
nm

en
ts

.

[9
3]

20
22

Th
e 

is
su

e 
of

 u
ne

qu
al

 c
re

di
bi

lit
y 

be
tw

ee
n 

m
od

el
s f

ro
m

 fu
lly

-la
be

le
d,

 
fu

lly
-u

nl
ab

el
ed

, o
r p

ar
tia

lly
 la

be
le

d 
cl

ie
nt

s i
n 

FL
.

Pr
es

en
te

d 
an

 F
L 

ap
pr

oa
ch

 c
al

le
d 

R
SC

Fe
d 

to
 a

dd
re

ss
 th

e 
is

su
e 

of
 u

ne
qu

al
 re
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 st

at
is

tic
al

 h
et

er
og

en
ei

ty
 in

 d
is

tri
bu

te
d 

da
ta

 a
nd

 
ac

hi
ev

e 
m

or
e 

st
ab

le
 c

on
ve

rg
en

ce
 a

nd
 ro

bu
st

 p
er

fo
rm

an
ce

 in
 F

L.
[8

2]
20

23
Th

e 
ch

al
le

ng
e 

is
 to

 p
er

fo
rm

 S
SL

 in
 a

 fe
de

ra
te

d 
se

tti
ng

, w
he

re
 c

lie
nt

s 
ha

ve
 li

m
ite

d 
la

be
le

d 
da

ta
 a

nd
 d

o 
no

t w
is

h 
to

 sh
ar

e 
th

ei
r d

at
a 

w
ith

 
an

yo
ne

 e
ls

e.

Pr
es

en
te

d 
Fe

dP
ro

p 
th

at
 u

se
s a

 m
an

ifo
ld

-b
as

ed
 a

pp
ro

ac
h 

to
 e

st
im

at
e 

th
e 

da
ta

 m
an

i-
fo

ld
 jo

in
tly

 fr
om

 th
e 

da
ta

 o
f m

ul
tip

le
 c

lie
nt

s a
nd

 u
til

iz
es

 c
ro

ss
-c

lie
nt

 la
be

l p
ro

pa
ga

-
tio

n 
to

 c
om

pu
te

 p
se

ud
o-

la
be

ls
.

[8
3]

20
23

La
ck

 o
f l

ab
el

ed
 d

at
a 

in
 F

L 
th

at
 is

 c
os

tly
 to

 o
bt

ai
n 

an
d 

lim
its

 th
e 

pe
rf

or
-

m
an

ce
 o

f F
L 

m
od

el
s.

Pr
op

os
ed

 a
 n

ov
el

 a
lg

or
ith

m
 (c

al
le

d 
Fe

dE
nt

ro
py

) t
ha

t u
se

s i
nf

or
m

at
io

n 
en

tro
py

 to
 

op
tim

iz
e 

th
e 

tra
in

in
g 

pr
oc

es
s a

nd
 e

nh
an

ce
 th

e 
FS

SL
 p

er
fo

rm
an

ce
.

[8
4]

20
23

Th
e 

no
n-

II
D

 d
at

a 
di

st
rib

ut
ed

 in
 c

lie
nt

s c
au

se
 im

ba
la

nc
ed

 m
od

el
 tr

ai
ni

ng
 

be
ca
us
e 
of
 th
e 
un
eq
ua
l l
ea
rn
in
g 
im
pa
ct
s o

n 
di
ffe
re
nt
 c
la
ss
es
, r
es
ul
tin
g 

in
 u
ns
ta
bl
e 
pe
rf
or
m
an
ce
 b
ot
h 
ac
ro
ss
 d
iff
er
en
t c
la
ss
es
 a
nd
 b
et
w
ee
n 
di
f-

fe
re

nt
 c

lie
nt

s.

Pr
es

en
te

d 
a 

ne
w

 m
et

ho
d 

fo
r F

SS
L 

th
at

 ta
ck

le
s t

he
 p

ro
bl

em
 o

f i
m

ba
la

nc
ed

 m
od

el
 

tra
in

in
g 

an
d 

fa
irn

es
s i

ss
ue

s i
n 

fe
de

ra
te

d 
se

tti
ng

s.

Ta
bl

e 
3 

(c
on

tin
ue
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D
om

ai
n

R
ef

Ye
ar

Pr
ob

le
m

K
ey
 id
ea

[8
5]

20
24

FS
SL

 is
 st

ru
gg

lin
g 

w
ith

 a
 p

er
fo

rm
an

ce
 g

ap
 d

ue
 to

 m
ul

tip
le

 lo
ca

l t
ra

in
-

in
g 
pe
rio
ds
 a
nd
 c
on
fir
m
at
io
n 
bi
as
 w
hi
ch
 is
 e
xa
ce
rb
at
ed
 b
y 
th
e 
se
pa
ra

-
tio

n 
of

 la
be

le
d 

an
d 

un
la

be
le

d 
da

ta
.

Pr
op

os
ed

(F
L)

2
w

hi
ch

 is
 a

 m
et

ho
d 

us
in

g 
sh

ar
pn

es
s-

aw
ar

e 
co

ns
is

te
nc

y 
re

gu
la

riz
a-

tio
n,
 c
lie
nt
-s
pe
ci
fic
 a
da
pt
iv
e 
th
re
sh
ol
di
ng
, a
nd
 le
ar
ni
ng
 st
at
us
-a
w
ar
e 
ag
gr
eg
at
io
n.

[8
6]

20
24

Th
e 

ch
al

le
ng

e 
of

 re
ly

in
g 

on
 si

ng
le

 p
se

ud
o 

la
be

ls
, w

hi
ch

 li
m

its
 m

od
el

 
ac

cu
ra

cy
 a

nd
 in

fo
rm

at
io

n 
ut

ili
za

tio
n 

fo
r F

L,
 u

nd
er

-la
be

le
d 

da
ta

 a
nd

 
un

la
be

le
d 

da
ta

 in
 e

dg
e 

co
m

pu
tin

g.

Pr
op

os
ed

 F
ed

TG
 th

at
 u

se
s m

ul
tip

le
 h

ig
h-

pr
ob

ab
ili

ty
 p

se
ud

o 
la

be
ls

 fr
om

 u
nl

ab
el

ed
 

da
ta
 a
nd
 e
xc
lu
de
s c
la
ss
ifi
er
 u
pd
at
es
 d
ur
in
g 
tra
in
in
g.

[8
7]

20
24

FS
SL

 fa
ce

s c
ha

lle
ng

es
 in

 h
an

dl
in

g 
no

n-
II

D
 d

at
a 

an
d 

ba
la

nc
in

g 
ac

cu
ra

cy
 

w
ith
 c
om

m
un
ic
at
io
n 
effi

ci
en
cy
.

Pr
op

os
ed

 P
D

C
Fe

d,
 a

 tw
o-

st
ag

e 
sa

m
pl

in
g 

m
et

ho
d 

th
at

 a
ch

ie
vi

ng
 h

ig
he

r a
cc

ur
ac

y 
an
d 
co
m
m
un
ic
at
io
n 
effi

ci
en
cy
 o
n 
no
n-
II
D
 d
at
as
et
s.

[8
8]

20
25

FS
SL

 a
pp
ro
ac
he
s s
uff
er
 fr
om

 b
ia
se
d 
cl
as
si
fie
rs
 a
nd
 sk

ew
ed
 u
nl
ab
el
ed
 

cl
ie

nt
s d

ue
 to

 re
lia

nc
e 

on
 d

at
a-

le
ve

l a
ug

m
en

ta
tio

n 
fo

r p
re

di
ct

io
n 

co
ns

is
-

te
nc

y 
an

d 
si

m
pl

is
tic

 w
ei

gh
te

d 
av

er
ag

e 
ag

gr
eg

at
io

n 
at

 th
e 

se
rv

er
.

Pr
op

os
ed

 a
 n

ov
el

 F
SS

L 
fr

am
ew

or
k 

(F
ed

RV
R

) t
ha

t i
nt

ro
du

ce
s v

er
sa

til
e 

re
gu

la
riz

a-
tio

n 
at

 c
lie

nt
s a

nd
 a

 re
la

tio
n-

gu
id

ed
 d

ire
ct

io
na

l a
gg

re
ga

tio
n 

st
ra

te
gy

 a
t t

he
 se

rv
er

.

[8
9]

20
25

FL
 fa

ce
s c

ha
lle

ng
es

 w
ith

 p
ar

tia
lly

 la
be

le
d 

da
ta

 d
ue

 to
 h

ig
h 

la
be

lin
g 

co
st

s a
nd

 th
e 

ne
ed

 fo
r a

dd
iti

on
al

 a
nn

ot
at

io
n 

ex
pe

rti
se

 a
nd

 li
m

its
 th

e 
us

e 
of

 la
rg

e 
vo

lu
m

es
 o

f u
nl

ab
el

ed
 d

at
a.

Pr
op

os
ed

 T
G

A
Fe

d 
w

hi
ch

 u
se

s t
ru

nc
at

ed
 G

au
ss

ia
n 

ag
gr

eg
at

io
n 

to
 w

ei
gh

t u
nl

ab
el

ed
 

sa
m
pl
es
, o
pt
im
iz
e 
ps
eu
do
-la
be
l fi
lte
rin
g 
an
d 
pr
ov
id
e 
in
te
r-c
lie
nt
 c
on
si
st
en
cy
 lo
ss
.

[9
0]

20
25

In
 n

on
-I

ID
 c

lie
nt

 d
at

a 
di

st
rib

ut
io

ns
, n

oi
sy

 a
nd

 u
nr

el
ia

bl
e 

la
be

ls
 c

au
se

 
co
nfi
rm
at
io
n 
bi
as
. T
hi
s m

ak
es
 it
 d
iffi
cu
lt 
to
 e
ffe
ct
iv
el
y 
us
e 
un
la
be
le
d 

da
ta

 in
 re

al
is

tic
 fe

de
ra

te
d 

en
vi

ro
nm

en
ts

 w
he

re
 la

be
lin

g 
is

 sc
ar

ce
.

Pr
op

os
ed

 n
ew

 fr
am

ew
or

k 
ca

lle
d 

Fe
dL

G
M

at
ch

, w
hi

ch
 u

se
s b

ot
h 

gl
ob

al
 a

nd
 lo

ca
l 

m
od
el
s t
o 
cr
ea
te
 c
le
an
er
 p
se
ud
o 
la
be
ls
 a
nd
 a
llo
w
s c
us
to
m
er
-s
pe
ci
fic
 in
fo
rm
at
io
n 
to
 

gu
id
e 
th
e 
re
fin
em

en
t o
f t
he
 p
se
ud
o 
la
be
ls
.

[9
1]

20
25

FS
SL

 st
ru

gg
le

s w
ith

 li
m

ite
d 

la
be

le
d 

da
ta

 a
nd

 n
on

-I
ID

 c
lie

nt
 d

is
tri

bu
-

tio
ns
 a
nd
 e
xi
st
in
g 
ps
eu
do
-la
be
lin
g 
m
et
ho
ds
 ig
no
re
 lo
w
-c
on
fid
en
ce
 sa
m

-
pl
es
 a
nd
 re
ly
 o
n 
fix
ed
 th
re
sh
ol
ds
, l
ea
di
ng
 to
 p
oo
r m

od
el
 p
er
fo
rm
an
ce
.

D
D

R
Fe

d 
is

 p
ro

po
se

d,
 w

hi
ch

 in
tro

du
ce

s a
 d

at
a 

ge
ne

ra
tio

n 
st

ra
te

gy
 b

as
ed

 o
n 

th
e 

di
f-

fu
si
on
 m
od
el
 to
 re
du
ce
 n
on
-I
ID
 e
ffe
ct
s a
nd
 u
se
s d

yn
am

ic
 c
la
ss
-b
al
an
ce
d 
th
re
sh
ol
ds
 

to
 a
da
pt
iv
el
y 
us
e 
bo
th
 h
ig
h 
an
d 
lo
w
 c
on
fid
en
ce
 e
xa
m
pl
es
.

In
do

or
 

Lo
ca

liz
at

io
n

[9
4]

20
22

Fi
ng

er
pr

in
t-b

as
ed

 in
do

or
 lo

ca
liz

at
io

n 
is

 fa
ci

ng
 is

su
es

 su
ch

 a
s f

re
qu

en
t 

da
ta

 c
ol

le
ct

io
n,

 p
riv

ac
y 

co
nc

er
ns

, a
nd

 p
er

so
na

liz
ed

 lo
ca

liz
at

io
n 

re
qu

ire
-

m
en

ts
 o

f u
se

rs
. M

os
t e

xi
st

in
g 

FL
-b

as
ed

 in
do

or
 lo

ca
liz

at
io

n 
w

or
ks

 
so

le
ly

 c
on

si
de

r s
ta

tic
 d

at
a 

di
st

rib
ut

io
n.

Pr
op
os
ed
 a
 n
ew

 m
et
ho
d 
ca
lle
d 
PS
O
-P
FL

 fo
r fi

ng
er
pr
in
t-b
as
ed
 in
do
or
 lo
ca
liz
a-

tio
n 

th
at

 c
on

si
de

rs
 th

e 
pe

rs
on

al
iz

ed
 lo

ca
liz

at
io

n 
re

qu
ire

m
en

ts
 o

f u
se

rs
 a

nd
 th

ei
r 

dy
na

m
ic

 d
at

a 
di

st
rib

ut
io

n.
 T

he
 m

et
ho

d 
ut

ili
ze

s F
L 

to
 o

ve
rc

om
e 

pr
iv

ac
y 

co
nc

er
ns

 
an
d 
effi

ci
en
tly
 u
til
iz
e 
un
la
be
le
d 
da
ta
 fo
r i
m
pr
ov
ed
 a
cc
ur
ac
y.

M
ed

ic
al

 
A

pp
lic

at
io

ns
[9

5]
20

22
Th
e 
ch
al
le
ng
e 
of
 tr
ai
ni
ng
 e
ffe
ct
iv
e 
M
L 
m
od
el
s o

n 
se
ns
iti
ve
 e
le
ct
ro
ni
c 

he
al

th
ca

re
 d

at
a 

w
hi

ch
 a

re
 ra

re
ly

 la
be

le
d 

an
d 

di
st

rib
ut

ed
 a

cr
os

s a
 n

et
-

w
or

k 
of

 h
ea

lth
ca

re
 in

st
itu

tio
ns

.

Pr
op

os
ed

 a
 d

yn
am

ic
 n

eu
ra

l g
ra

ph
s-

ba
se

d 
FL

 fr
am

ew
or

k 
to

 ta
ck

le
 th

e 
ch

al
le

ng
e 

of
 

tra
in
in
g 
eff
ec
tiv
e 
M
L 
m
od
el
s f
or
 A
I h
ea
lth
ca
re
 a
pp
lic
at
io
ns
 o
n 
se
ns
iti
ve
 e
le
ct
ro
ni
c 

he
al

th
ca

re
 re

co
rd

s.
[9

6]
20

22
In
su
ffi
ci
en
t l
ab
el
ed
 d
at
a 
an
d 
pr
iv
ac
y 
co
nc
er
ns
 in
 m
ed
ic
al
 im

ag
e 

se
gm

en
ta

tio
n.

In
ro

du
ce

d 
a 

no
ve

l F
SS

L 
fr

am
ew

or
k 

fo
r M

IS
, w

hi
ch

 le
ve

ra
ge

s b
ot

h 
la

be
le

d 
an

d 
un
la
be
le
d 
da
ta
 fr
om

 d
iff
er
en
t h
os
pi
ta
ls
 w
ith
ou
t e
xp
os
in
g 
ra
w
 d
at
a.

[9
7]

20
24

M
ed

ic
al

 im
ag

e 
se

gm
en

ta
tio

n 
fa

ce
s c

ha
lle

ng
es

 su
ch

 a
s p

riv
ac

y 
co

nc
er

ns
, 

hi
gh

 a
nn

ot
at

io
n 

co
st

s, 
an

d 
th

e 
ne

ed
 fo

r l
oc

al
 m

od
el

 p
er

so
na

liz
at

io
n.

Pr
op

os
ed

 a
 M

od
el

-H
et

er
og

en
eo

us
 S

em
i-S

up
er

vi
se

d 
Fe

de
ra

te
d 

(H
SS

F)
 L

ea
rn

in
g 

fr
am

ew
or

k 
th

at
 in

cl
ud

es
 R

eg
ul

ar
ity

 C
on

de
ns

at
io

n,
 R

eg
ul

ar
ity

 F
us

io
n,

 a
 S

el
f-

A
ss

es
sm

en
t (

SA
) m

od
ul

e,
 a

nd
 a

 R
el

ia
bl

e 
Ps

eu
do

-L
ab

el
 G

en
er

at
io

n 
(R

PG
) m

od
ul

e 
to

 e
nh

an
ce

 p
er

so
na

liz
at

io
n.

[9
8]

20
24

FS
SL

 in
 Io

T 
he

al
th

ca
re

 sy
st

em
s f

ac
es

 c
ha

lle
ng

es
 d

ue
 to

 h
et

er
og

en
eo

us
 

da
ta

 d
is

tri
bu

tio
ns

 a
nd

 th
e 

sc
ar

ci
ty

 o
f l

ab
el

ed
 d

at
a 

ac
ro

ss
 d

ev
ic

es
.

Pr
op
os
ed
 a
 u
ni
fie
d 
FS
SL

 fr
am

ew
or
k 
(F
SS
L-
H
D
) t
ha
t i
nt
ro
du
ce
s a
 n
ov
el
 o
bj
ec
tiv
e 

fu
nc
tio
n,
 a
 lo
ss
-b
as
ed
 a
gg
re
ga
tio
n 
m
ec
ha
ni
sm

, a
nd
 d
yn
am

ic
al
ly
 a
dj
us
te
d 
co
nfi

-
de

nc
e 

th
re

sh
ol

ds
 to

 e
nh

an
ce

 g
en

er
al

iz
at

io
n,

 re
du

ce
 in

te
r-m

od
el

 d
is

cr
ep

an
ci

es
, a

nd
 

im
pr

ov
e 

se
lf-

tra
in

in
g 

ca
pa

bi
lit

ie
s.

[9
9]

20
25

Th
e 

sc
ar

ci
ty

 o
f l

ab
el

ed
 d

at
a 

an
d 

its
 d

is
tri

bu
tio

n 
ac

ro
ss

 c
lin

ic
al

 c
en

te
rs

 
w
ith
 p
riv
ac
y 
re
st
ric
tio
ns
, c
ou
pl
ed
 w
ith
 th
e 
in
su
ffi
ci
en
t u
til
iz
at
io
n 
of
 

la
rg

e 
am

ou
nt

s o
f h

et
er

og
en

eo
us

 u
nl

ab
el

ed
 d

at
a,

 p
os

es
 c

ha
lle

ng
es

 in
 

tra
in

in
g 

ac
cu

ra
te

 lu
ng

 tu
m

or
 se

gm
en

ta
tio

n 
m

od
el

s.

D
ev
el
op
in
g 
a 
co
m
bi
ne
d 
FS
SL

 th
at
 u
til
iz
es
 se
lf-
su
pe
rv
is
ed
 p
re
-tr
ai
ni
ng
, r
efi
ne
d 

ps
eu
do
-la
be
lin
g 
an
d 
dy
na
m
ic
 m
od
el
 a
gg
re
ga
tio
n 
m
et
ho
ds
 to
 e
ffe
ct
iv
el
y 
ut
ili
ze
 

he
te

ro
ge

ne
ou

s u
nl

ab
el

ed
 c

lin
ic

al
 d

at
a 

fo
r l

un
g 

tu
m

or
 se

gm
en

ta
tio

n.

N
et
w
or
k 
Tr
affi

c 
C
la
ss
ifi
ca
tio
n

[1
00

]
20

23
Pr
ot
ec
tin
g 
th
e 
pr
iv
ac
y 
of
 u
se
rs
’ t
ra
ffi
c 
da
ta
 a
nd
 d
iffi
cu
lty
 in
 o
bt
ai
ni
ng
 

la
be

le
d 

da
ta

.
Pr
op
os
ed
 a
 n
ov
el
 a
pp
ro
ac
h 
us
in
g 
FS
SL

 fo
r n
et
w
or
k 
tra
ffi
c 
cl
as
si
fic
at
io
n,
 w
hi
ch
 c
an
 

he
lp

 to
 p

ro
te

ct
 u

se
rs

’ p
riv

ac
y 

an
d 

ov
er

co
m

e 
th

e 
ch

al
le

ng
e 

of
 o

bt
ai

ni
ng

 la
be

le
d 

da
ta

.

Ta
bl

e 
3 
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D
om

ai
n

R
ef

Ye
ar

Pr
ob

le
m

K
ey
 id
ea

[1
01

]
20

24
Tr
affi

c 
cl
as
si
fic
at
io
n 
fa
ce
s c
ha
lle
ng
es
 su

ch
 a
s h

ig
h 
da
ta
 d
ep
en
de
nc
y,
 

co
st
ly
 tr
affi

c 
la
be
lin
g,
 a
nd
 p
riv
ac
y 
co
nc
er
ns
, p
ar
tic
ul
ar
ly
 in
 sm

ar
t h
om

e 
ne

tw
or

ks
.

Pr
op
os
ed
 a
 F
L-
ba
se
d 
fr
am

ew
or
k 
fo
r t
ra
ffi
c 
cl
as
si
fic
at
io
n 
th
at
 e
nh
an
ce
s p

riv
ac
y 

th
ro

ug
h 

lo
ca

l t
ra

in
in

g,
 re

du
ce

s l
ab

el
in

g 
de

pe
nd

en
cy

 u
si

ng
 a

 se
m

i-s
up

er
vi

se
d 

A
E 

m
od
el
, a
nd
 e
ns
ur
es
 e
xp
la
in
ab
ili
ty
 w
ith
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a set of base models for every user that they can combine 
locally using its own labeled dataset. The proposed solu-
tion performed well for users with limited labeled datasets. 
Gao et al. [67] presented an approach for personalized fed-
erated HAR using SSL. The approach addresses some of 
the challenges of FL: the scarcity of annotated data and the 
necessity of personalization due to data heterogeneity. In the 
proposed system, the clients perform unsupervised learning 
on autoencoders with unlabeled data to develop a general 
representation model, while the server performs supervised 
learning on a classifier using labeled data from volunteers. 
This is personalized for each client by pseudo-labeling, 
considering both trust and uncertainty. Extensive experi-
ments on two HAR datasets demonstrate the efficacy of the 
proposed approach. Bukit et al. [68] introduced ATCoFed 
which is a sensor-based HAR framework. To overcome 
the challenges posed by limited labeled data and strict pri-
vacy requirements, it improves the pseudo-labeling process 
by incorporating temporal activity transition expectations. 
The framework uses both LSTMs and LLMs to evaluate 
and filter predicted activity sequences. This dual evaluator 
strategy produces more quality pseudo-labels and provides 
more robust and accurate HAR models. Experiments on 
benchmark HAR datasets show that ATCoFed outperforms 
existing FSSL methods while maintaining computational 
and communication efficiency.

4.2  Anomaly detection

FSSL offers an effective solution to challenges in anom-
aly detection: data privacy and distribution heterogeneity. 
Through this collaborative model, knowledge in diverse and 
heterogeneous data is aggregated to learn more robust and 
precise models of anomaly detection while preserving cli-
ent confidentiality. Abdel-Basset et al. [69] proposed a pri-
vacy-preserving FSSL framework called Fed-SCR which is 
designed for detecting abnormal power data in fog-assisted 
smart grids. They addressed the challenge of performing 
reliable anomaly detection by prioritizing the privacy and 
security of the users’ data. They suggested a semi-supervised 
generative network-based approach to learn the underlying 
distribution of normal data in a privacy-preserving way. 
Subsequently, they utilized this network to detect anomalies 
in a distributed and federated environment. The proposed 
approach combines both labeled and unlabeled data from 
multiple smart grid substations and uses an FL framework 
to collaboratively train the generative network. They also 
introduced a novel aggregation method named Federated 
Geometric Median Aggregation (Fed-GMA), which uses 
selective and periodic geometric-median-based aggrega-
tion to enhance the resilience of the Fed-SCR framework 
to noisy gradients while ensuring efficient communication. 

framework, activity recognition models can be trained in a 
decentralized manner, where clients use their locally col-
lected data while sensitive information stays on-device. 
This enables the development of robust activity recogni-
tion systems without compromising user privacy. In order 
to leverage the benefits of federated clustering and SSL, 
Presotto et al. [61] introduced a new framework for Human 
Activity Recognition (HAR) called SS-FedCLAR. At SS-
FedCLAR, each client combines active learning and label 
propagation techniques to generate pseudo labels for large 
volumes of unlabeled data. These labels are utilized to col-
laboratively train an FL Clustering model. The effectiveness 
of SS-FedCLAR was evaluated using the WISDM [62] and 
MobiAct [63] datasets. They achieved a similar accuracy 
rate to fully supervised FL methods and also proved their 
superiority over existing semi-supervised FL solutions. Pre-
sotto et al. [64] present FedAR that combines label propa-
gation and active learning techniques to add annotations to 
unlabeled sensor data and uses FL to construct a privacy-
aware model. The authors also incorporated transfer learn-
ing to refine the global model. The authors show that FedAR 
achieves an accuracy close to FL-supervised learning meth-
ods while addressing the problem of data scarcity in HAR. 
Albaseer et al. [65] presented FedSemL system over wire-
less network edges, taking into account the limitations of 
limited computation and communication resources, as well 
as the deadline. Their approach involves two phases to opti-
mize the learning performance, training time, and energy 
consumption of FSSL. In the initial phase, they introduced a 
bisection-based algorithm that determines optimal transmis-
sion power and local processing speeds for newly labeled 
data. The subsequent phase comprises three algorithms that 
are designed to regulate local updates and the injection of 
samples that adhere to the deadline constraint. They pre-
sented novel algorithms specifically designed to handle con-
fident pseudo-labeling for unlabeled data samples, which 
can effectively enhance model performance. Their approach 
utilizes strong data augmentation techniques in the train-
ing phase and switches to weaker data augmentation in the 
pseudo-labeling phase. They performed comprehensive 
simulation experiments to assess the effectiveness of their 
proposed algorithms in two important smart city applica-
tions: HAR and object detection. They utilized realistic Fed-
erated datasets under non-IID data distributions and tested 
various percentages of labeled data.

Tashakori et al. [66] introduced SemiPFL which is a 
framework designed to address the challenge of training 
models on edge devices that have limited labeled data-
sets and also a significant volume of unlabeled data. In 
the proposed approach, edge users work together to train 
a Hyper-network on the server, which generates personal-
ized autoencoders for every user. Then, the server generates 
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They conducted experiments to validate their method, 
showing that it outperforms local SSL and baselines which 
naively combine FL with SSL. In another research, Itahara 
et al. [14] presented a new approach to FL called Distil-
lation-based Semi-supervised FL (DS-FL) which reduces 
communication costs and enhances model performance. 
Instead of exchanging model parameters like in typical FL 
frameworks, DS-FL facilitates the exchange of local model 
outputs among mobile devices. These outputs are then used 
to label an open dataset and produce an additional labeled 
dataset. The local models are subsequently trained using 
this new dataset. They also proposed an entropy reduction 
averaging method to prevent ambiguity and training con-
vergence issues caused by heterogeneity among devices’ 
datasets. Their experiments demonstrated a substantial 
reduction in communication costs with the implementation 
of DS-FL while maintaining similar or higher classification 
accuracy compared to FL benchmarks. To enhance commu-
nication efficiencies and protect the privacy of participants’ 
model architectures, Li et al. [73] proposed a framework 
called personalized FL with semi-supervised distillation 
(pFedSD). The proposed method utilizes an adaptive aggre-
gation technique to diminish the impact of poor-quality 
model predictions and transmits predicted class distribu-
tions instead of model parameters. The predicted class dis-
tribution is then returned to clients for local training to get a 
personalized model. Through experiments on various data-
sets, the researchers showed that the proposed framework 
surpasses the performance of the latest federated distillation 
algorithms. Research [74] presented a new FSSL technique 
called FedTriNet to leverage unlabeled data in FL. FedTri-
Net is composed of two steps: In the first step, the model is 
pre-trained using labeled data through FedAvg. In the sec-
ond step, unlabeled data is utilized to generate high-quality 
pseudo labels that are subsequently incorporated into the 
training set. The authors demonstrated that their approach 
outperformed existing techniques on three publicly avail-
able datasets, both under IID and non-IID settings.

In order to improve the efficiency of the VFL models 
with a limited amount of aligned instances, Kang et al. [75] 
introduced Federated Cross-view Training (FedCVT) as an 
approach to address the limitations of VFL when the set of 
aligned samples is small, leaving a significant portion of 
non-aligned data unused. FedCVT addresses this issue by 
predicting pseudo-labels for unlabeled samples, estimat-
ing representations for missing features, and expanding 
the training set. It trains three classifiers jointly based on 
different views of the expanded training set, resulting in 
improved performance of the VFL model. Notably, the pro-
posed approach preserves data privacy as it does not need 
the sharing of original data and model parameters. Experi-
ment results show that FedCVT outperforms vanilla VFL 

Aouedi et al. [70] presented an FSSL model for address-
ing the limitations of traditional centralized approaches 
to intrusion detection systems. The proposed model com-
bines FL and SSL, where clients train unsupervised models 
(AE) with unlabeled data, and the server trains a super-
vised model (NN) with labeled data. The proposed model 
utilized network software for automation and deployment 
and also maintained data confidentiality with minimal over-
head and also demonstrated high accuracy and detection. In 
another study, Aouedi et al. [71] addressed the challenges 
of using DL approaches for intrusion detection in Industry 
4.0 due to privacy, efficiency, and latency concerns and also 
highlighted the difficulty of obtaining labeled data for DL 
approaches, which need a lot of data to train effectively. In 
order to overcome this issue, the authors proposed an FSSL 
scheme that leverages labeled and unlabeled data. The pro-
posed scheme uses an AE to learn representative features 
on each device using local unlabeled data, which are then 
aggregated into a global AE model using FL. Subsequently, 
the global model is trained using publicly available labeled 
data. The proposed approach ensures privacy, and high clas-
sification performance, works with limited labeled data, 
and has low communication overhead. They validated the 
effectiveness of their proposed approach by conducting 
experiments on industrial datasets. Naeem et al. [72] pro-
posed a federated learning supported semi-supervised active 
learning (FL-SSAL) framework to address privacy concerns 
and the problem of limited labeled data in distributed 6G 
networks. The FL-SSAL framework combines FL, SSL 
and active learning techniques to improve intrusion detec-
tion accuracy while reducing communication overhead 
and labeling costs. The method selects the most informa-
tive examples for annotation using entropy-based active 
learning and exploits unlabeled data in a semi-supervised 
approach. Experimental evaluations show that FL-SSAL 
improves intrusion detection accuracy and reduces commu-
nication overhead compared to baseline schemes.

4.3  Image classification

In image classification, FSSL effectively addresses chal-
lenges such as limited labeled data, privacy restrictions and 
inherent distribution of data across a large number of user 
devices. In recent years, substantial progress has been made 
in FSSL for image classification, with researchers propos-
ing new techniques, algorithms and architectures specific 
to this environment. Jeong et al. [10] introduced a method 
called Federated Matching (FedMatch) which improves the 
existing FL and SSL approaches. FedMatch uses inter-client 
consistency loss and parameter decomposition to facilitate 
disjoint learning on labeled and unlabeled data in two essen-
tial scenarios of FSSL: labels-at-server and labels-at-client. 
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assume fully labeled data on user devices, and the problems 
of slow training and convergence of methods proposed in the 
literature. They introduced an FSSL framework called Fed-
erated Incremental Learning (FedIL), which is specifically 
designed for edge computing. It introduces a group-based 
asynchronous training algorithm that allows more clients to 
participate simultaneously, thus accelerating model training 
with provable convergence. The performance superiority of 
FedIL was demonstrated through track-driven simulations 
and the development of a prototype system. To tackle the 
challenge of non-IID data in FL, Li et al. [80] introduced a 
new FL framework called Synthetic Data Aided Federated 
Learning (SDA-FL). The proposed framework includes a 
local GAN pre-training of each client to produce differen-
tially private synthetic data. These synthetic data samples 
are then used to construct a global shared synthetic dataset 
on the parameter server. The framework also includes an 
iterative pseudo-labeling mechanism to produce confident 
pseudo-labels for the synthetic dataset. They experimentally 
demonstrated that using a synthetic dataset with confident 
pseudo-labels improves consistency between local updates 
and benefits global aggregation.

Zhong et al. [81] described a novel FL method called Ran-
dom Sampling Consensus Federated Learning (RSCFed). 
The proposed method addresses the problem of varying reli-
ability between fully-unlabeled, fully-labeled, and partially 
labeled clients. RSCFed achieves consensus by distilling 
multiple sub-consensus models through random sub-sam-
pling across clients, rather than directly aggregating local 
models. To improve the robustness of sub-consensus mod-
els, the authors introduced a distance-reweighted model 
aggregation method. Research [82] introduced FedProp 
which is a novel method for SSL in a federated setting. Fed-
Prop simultaneously predicts the data manifold using data 
from multiple clients and uses cross-client label propaga-
tion to calculate pseudo-labels. The method utilizes secure 
Hamming distance computation and secure aggregation 
protocols to protect data privacy. The authors showed that 
FedProp outperforms previous FSSL methods and comple-
ments consistency-based approaches. Also, they demon-
strated that combining both methods can lead to further 
accuracy gains. Qian et al. [83] introduced a new method 
to enhance the performances of FSSL utilizing information 
entropy. The authors introduced the FedEntropy algorithm, 
which utilizes information entropy to calculate the loss 
function for both labeled and unlabeled data simultaneously. 
The proposed method includes an adaptive proportional 
adjustment algorithm based on inverse trigonometric func-
tions, which dynamically determines the ratio between the 
loss of labeled and unlabeled data. By utilizing labeled data 
for parameter updates and unlabeled data for model regu-
larization, the method aims to improve the generalization 

which only uses aligned samples. Research [16] discussed 
a system called Ada-FedSemi, which leverages FSSL tech-
niques to enhance the effectiveness of DL model. The sys-
tem combines labeled data from on-device sources with 
unlabeled data from cloud sources to enhance accuracy of 
the global model. The proposed approach utilizes a multi-
armed bandit (MAB) based algorithm to dynamically iden-
tify the participation rate of clients and the trust threshold 
during model training. Through extensive experiments, 
Ada-FedSemi demonstrates improved test accuracy com-
pared to baseline methods, while saving up to 48% train-
ing costs. In the domain of IoT, Zhang et al. [76] discussed 
the use of Unmanned Aerial Vehicle (UAV) swarms for 
automatic image recognition. However, sharing ground-
truth-labeled data among UAVs for training such models 
presents challenges related to data privacy and data avail-
ability. To mitigate this problem, the authors proposed an 
FSSL framework called Federated Mixing (FedMix), which 
uses a model parameter mixing strategy to combine feder-
ated and SSL methods. They also proposed an aggregation 
rule that considers the frequency of client participation in 
training to handle statistical heterogeneity. Their empirical 
findings demonstrate that the suggested method surpasses 
existing baselines and exhibits robustness to varying levels 
of non-IID client data.

Kádár et al. [77] discussed the problem of multitask 
learning in distributed environments where multiple par-
ticipants aim to enhance their performance through collabo-
ration while preserving the privacy of datasets and model 
parameters. The authors introduced FedLinked, a privacy-
preserving method that combines FL, multitask learning, 
and SSL to address cross-silo problems with limited labeled 
data. The method involves regularizing representation 
learning based on the cross-utility of participating clients. 
In their evaluation, the authors compared FedLinked to 
FedAvg and non-cooperating client-based solutions in mul-
titasking scenarios for image classification. The experimen-
tal results demonstrated that FedLinked is better than other 
methods regarding accuracy and convergence speed. Shi et 
al. [78] discussed the challenge of statistical heterogeneity 
in FL and the limitation of existing model personalization 
methods that rely on fully labeled data. The proposed solu-
tion is a personalized SSL paradigm that enables clients 
with partially labeled or unlabeled data to obtain labeling 
assistance from other data-relevant clients, known as helper 
agents. The method incorporates an ambiguity-based data-
relationship metric to provide reliable pseudo labels and 
a helper choice protocol to optimize communication effi-
ciency. Experimental results showcased the superiority of 
the proposed method over existing approaches in highly het-
erogeneous settings with partially labeled data. Yang et al. 
[79] addressed the limitations of traditional FL methods that 
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at the server. This approach leverages pairwise model rela-
tionships to improve global model quality and enhance local 
training consistency. Zhu et al. [89] addressed the problem 
of partially labeled data caused by high labeling costs in 
FL. They proposed TGAFed that uses truncated Gauss-
ian aggregation to weight unlabeled instances, optimize 
pseudo-label filtering, and provide inter-client consistency 
loss. This approach improves pseudo-label usage and global 
model performance through local and global quantity-qual-
ity factors.

Zhao et al. [90] proposed FedLGMatch to address the 
limitations of existing FSSL methods, which typically 
rely solely on a global model for pseudo-label generation. 
Because local client data can be largely non-IID, solely 
using global pseudo-labeling often introduces noise and val-
idation bias. FedLGMatch uses both local and global mod-
els to provide cleaner pseudo-labels personalized to the data 
distribution of each client. It enhances the stability and qual-
ity of labels by incorporating locally trained models from 
previous rounds into the pseudo-labeling process. Wang et 
al. [91] proposed DDRFed, a new FSSL framework that 
aimed to solve two important problems in FSSL: the scar-
city of labeled data and non-IID data across clients. Unlike 
typical pseudo-labeling methods which use fixed confidence 
thresholds and exclude low-confidence samples, DDRFed 
introduces a client-side propagation model to generate data 
consistent with the global distribution and mitigate non-
IID issues. It also uses dynamic class balance thresholds to 
better utilize both high- and low-confidence samples and 
applies residual class negative learning to extract useful 
information from uncertain samples.

4.4  Indoor localization

FSSL provides a promising solution for addressing privacy 
challenges in indoor localization systems, where location 
data are often highly sensitive. Moreover, the ability to 
incorporate large amounts of unlabeled data allows FSSL-
based models to achieve better accuracy and resilience. Wu 
et al. [94] introduced an FL approach for fingerprint-based 
indoor localization. The objective of their work is to over-
come challenges related to frequent data collection and pri-
vacy concerns. The authors observed that existing FL-based 
indoor localization studies often overlook users’ specific 
localization preferences and requirements. To address this, 
they proposed Prediction-based Semi-supervised Online 
Personalized Federated Learning (PSO-PFL) approach, 
which considers two common indoor localization cases 
which have different data distributions and user mobility. 
In Scenario I, online SSL is used with personalization to 
improve localization performance. In Scenario II, the main 
objective is to offer localization services to highly mobile 

performance of the model. They evaluated FedEntropy on 
several benchmark datasets and compared its performance 
to existing FSSL algorithms. Their experimental findings 
demonstrate that FedEntropy surpasses existing algorithms 
in terms of performance while maintaining the privacy and 
security of the client’s data. In another research, Wei et al. 
[84] addressed the problem of imbalanced model training in 
FSSL owing to the non-IID data in the clients. The authors 
introduced a balanced FSSL approach incorporating the 
fairness-aware pseudo-labeling (FAPL) strategy to address 
fairness concerns. Their method ensures a balanced distri-
bution of unlabeled data samples for model training and 
establishes personalized local constraints for each client to 
facilitate local pseudo-labeling.

Lee et al. [85] proposed (FL)2 to solve the performance 
problem in FSSL caused by confirmation bias and the 
separation of labeled and unlabeled data. The method uses 
sharpness-sensitive consistency regularization to improve 
the training of unlabeled clients (clients with completely 
unlabeled local data) and carefully selects instances for 
regularization rather than applying it to the entire pseudo-
labeling loss. The approach also includes client-specific 
adaptive thresholding and learning state-sensitive aggrega-
tion to tailor the training process to the progress of each 
client. Wang et al. [86] proposed a new FSSL method called 
FedTG for image classification in edge computing. The 
approach addresses the issues of unlabeled data for edge 
nodes that reduce the accuracy of the model. The proposed 
FedTG provides better information extraction and reduces 
errors by using multiple high-probability pseudo-labels 
from unlabeled data instead of relying on a single pseudo-
label. Experiments show that FedTG is efficient in improv-
ing the accuracy of traditional FL models. Zhu et al. [87] 
introduced PDCFed, a two-stage sampling method that 
evaluates sample reliability using predicted distribution 
changes and data augmentation to address challenges in 
FSSL, especially non-ID data and communication ineffi-
ciency. The proposed approach evaluates sample reliability 
based on weak augmentation predictions and uses a Gauss-
ian function to adjust the predicted distribution changes for 
less reliable samples. PDCFed includes an entropy penalty 
term to improve model generalization after unsupervised 
training loss. Experimental results show that the proposed 
method shows superior performance compared to existing 
methods on non-IID datasets and significantly improves 
communication efficiency. Yang et al. [88] addressed limita-
tions in existing FSSL approaches such as biased classifiers 
and skewed unlabeled clients caused by over-reliance on 
data-level augmentation and simple aggregation methods. 
They introduced a new FSSL framework, namely FedRVR 
which incorporates multi-directional regularization at cli-
ents and a relation-driven directional aggregation strategy 
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fundus image and prostate MRI segmentation tasks. Ying 
et al. [112] presented FedECG which is a new FSSL frame-
work for predicting electrocardiogram (ECG) abnormali-
ties. This approach addresses the problems of non-IID data 
in ECG monitoring, the scarcity of labeled data, as well 
as privacy concerns. FedECG leverages a preprocessing 
module, a ResNet-9 based model, pseudo-labeling and data 
augmentation techniques to improve prediction accuracy. In 
addition, they developed a model aggregation algorithm to 
improve convergence in FL. Experimental results show that 
FedECG achieves 94.8% accuracy when only 50% of the 
data is labeled.

Ma et al. [97] presented a Model-Heterogeneous Semi-
Supervised Federated (HSSF) Learning framework for 
medical image segmentation that addresses challenges such 
as data sensitivity, privacy concerns and expensive anno-
tations. The framework includes Regularity Densification 
and Regularity Fusion to enable personalization across 
sites while transferring selective knowledge. It uses a Self-
Assessment (SA) module and a Trusted Pseudo Label Gen-
eration (RPG) module for real-time trust building to reduce 
annotation overhead and effectively use unlabeled data. Li 
et al. proposed [98] FSSL-HD which is a unified framework 
designed for heterogeneous IoT health systems with lim-
ited labeled data. This framework addresses the challenges 
in IoT health devices with heterogeneous data distribu-
tions and limited labels. The proposed method includes a 
novel objective function for unlabeled devices, a loss-based 
aggregation mechanism to enhance knowledge distillation, 
multiple iterations for labeled devices to improve perfor-
mance and dynamically adjusted confidence thresholds. Li 
et al. presented [99] a FSSL framework for lung tumor seg-
mentation which effectively addresses privacy constraints 
and limited labeled data in clinical settings. This method 
first performs unified self-supervised pre-training on com-
pletely unlabeled sites using masked image modeling, then 
fine-tunes segmentation models using a pseudo-supervision 
refinement strategy that reduces label noise and stabilizes 
training. Additionally, a dynamic model aggregation mech-
anism is introduced to improve global model robustness 
under heterogeneous data distributions.

4.6  Network traffic classification

Jin et al. [100] introduced a new approach for network traf-
fic classification using FSSL. The proposed approach uses 
unlabeled data on the client side and labeled data on the 
server side to train a global classification model. Addition-
ally, the approach uses two traffic subflow sampling meth-
ods for data preprocessing. The experimental results on the 
QUIC dataset show that the proposed approach achieves 
high accuracy while protecting users’ privacy and requiring 

users. To accomplish this, a prediction-based client selec-
tion strategy is employed. The experimental results demon-
strated that the PSO-PFL approach outperformed centralized 
training and FedAvg methods in terms of personalization 
accuracy. Additionally, the approach shows that efficiently 
utilized unlabeled data to enhance performance.

4.5  Medical applications

In AI-based medical applications, strict privacy regulations 
and fragmented, largely unlabeled data make centralized 
model training difficult. FSSL offers a viable solution by 
enabling decentralized learning, allowing institutions to 
contribute to a shared model without exposing raw patient 
data. Thakur et al. [95] proposed a framework to build an 
effective ML model for AI healthcare applications. The 
framework is based on dynamic neural graphs and extends 
the Reptile meta-learning algorithm to a federated setting, 
where electronic healthcare records are distributed across a 
network of institutions. The proposed framework incorpo-
rates unlabeled examples in the supervised training setup, 
using a dynamic variant of neural graph learning to estab-
lish a neighborhood of a labeled example utilizing local 
graphs constructed over batches of training instances. The 
framework which operates in a semi-supervised manner 
was evaluated on the MIMIC-III dataset. The experimental 
results demonstrated its efficiency in single and multi-task 
scenarios, considering data decentralization restrictions. 
Wen et al. [96] discussed the challenges of medical image 
segmentation (MIS), as it requires large amounts of labeled 
data that may contain sensitive information. FL is proposed 
as a solution for collaborative model training without expos-
ing raw data; however, previous FL works for MIS have 
only focused on fully supervised scenarios. Therefore, the 
authors introduced a novel FSSL framework for MIS that 
effectively utilizes labeled and unlabeled data from multi-
ple hospitals. The proposed framework enhances the mean 
teacher mechanism by incorporating cross-client ensemble 
and model-wise self-ensembling modules. To evaluate its 
performance, the method is applied to two publicly avail-
able medical image datasets. The results demonstrate the 
effectiveness of the proposed FSSL method in leveraging 
unlabeled data to improve model performance and outper-
form existing FSSL approaches for MIS. Qiu et al. [111] 
proposed an FSSL method that uses a pseudo-labeling strat-
egy to address the problems associated with limited labeled 
data in medical image segmentation. This method uses a 
federated pseudo-labeling strategy that exploits informa-
tion from labeled clients to generate pseudo-labels for unla-
beled clients and also reduces annotation gaps and provides 
a cost-effective solution for medical image analysis. The 
effectiveness of the presented method is demonstrated on 
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generalizable SER models even with low data label avail-
ability and non-IID distributions.

4.9  Text classification

In text classification, FSSL can be used to develop global 
models by exploiting unlabeled data and preserving privacy. 
With this method, it is possible to train text classification 
models in a decentralized way without clients sharing data. 
Ahmed et al. [106] proposed a novel FSSL scheme based 
on self-ensembling which uses linguistic and stylometric 
features from annotated news articles and unlabeled data 
to denoise labels for hyper-partisan text classification. The 
authors proposed a method that incorporates various tech-
niques to improve the learning system’s performance in text 
classification tasks. These techniques include temporal con-
text extraction for semantic vector representation, extrac-
tion of relevant boundary elements from unlabeled text for 
active learning, and reduction of data annotation tasks while 
enhancing generalization. To address heterogeneous data in 
FL, Feng et al. [105] presented a semi-supervised federated 
heterogeneous transfer learning (SSFHTL) approach. This 
approach uses transfer learning to learn shared representa-
tions from data available at different devices, guiding the 
model training process in a semi-supervised manner. The 
proposed approach has a shared feature extractor, a task-
specific classifier, and a transfer learning module. It outper-
formed traditional FL approaches on heterogeneous data, in 
experiments with text and image data. Zhong et al. [81] pro-
posed Semi-HFL which is an FSSL approach that divides 
the model into small submodels using early exit branches 
to accommodate different devices’ resource requirements. 
The approach introduced semi-supervised techniques for 
training, which involves supervised learning on server and 
unsupervised learning on clients by leveraging the clients’ 
unlabeled data.

4.10  Travel mode identification

FSSL offers an effective solution to address privacy con-
cerns and labeled data scarcity in travel mode identifica-
tion. FSSL preserves sensitive information while allowing 
the development of accurate and robust travel mode clas-
sification models. Zhang et al. [107] introduced a novel 
approach called mean teacher semi-supervised federated 
learning (MTSSFL) for privacy-preserving Transportation 
Mode Identification (TMI). This approach leverages crowd-
sourcing as a data source and aims to achieve accurate and 
privacy-preserved TMI without relying on a large amount 
of labeled data. MTSSFL incorporates consistency updat-
ing which involves incorporating the global model in the 
gradient updates of local models that only have access to 

minimal labeled data. The proposed approach can be used 
for network traffic classification in scenarios where privacy 
and lack of labeled data are a concern. Wang et al. [101] 
presented a novel approach based on FSSL for network 
traffic classification in smart home networks. The authors 
address the main challenges in AI-based traffic classifica-
tion, including data privacy concerns and the high cost of 
labeling traffic data. The proposed framework utilizes FL at 
end-home gateways to protect user privacy while providing 
local training and inference. In this framework, a DPI-based 
labeling method is used that preserves data privacy at the 
end-home gateways. Furthermore, an AE-based semi-super-
vised model is developed to reduce the need for labeled data 
and an XAI-based method is applied to improve the explain-
ability of the model.

4.7  Object detection

Zhao et al. [102] proposed a new FSSL framework named 
FSSLOD for object detection in dense scenes where limited 
labeled data and data distribution disparities hinder perfor-
mance. The framework uses a client-side teacher-student 
network for local SSL and utilizes a consistency loss to 
align the outputs of both networks. In addition, the model 
includes an elastic update mechanism to address data distri-
bution issues which prevents under-trained knowledge from 
being incorporated into the shared model.

4.8  Speech emotion recognition

FSSL has been a promising approach to overcome data scar-
city and data privacy issues in speech emotion recognition. 
With FSSL methods, training models can be collaboratively 
trained in a decentralized manner without sharing data. In 
this field, different works have been performed in speech 
emotion recognition. Feng et al. [103] proposed an FSSL 
framework called Semi-FedSER. The framework utilizes 
labeled and unlabeled data instances to tackle the issue of 
limited labeled data in FL. The authors demonstrated that 
the proposed framework can achieve effective speech-
emotion recognition (SER) performance even in scenarios 
where the local label rate is low. Overall, they presented 
a promising solution to address privacy concerns while 
improving the performance of SER applications using FL. 
Tsouvalas et al. [104] introduced a novel approach for SER 
which combines SSL with FL to overcome the problem 
of limited labeled data and privacy concerns in traditional 
centralized approaches. The proposed approach is the first 
federated SER method that uses self-training learning with 
FL to take advantage of labeled and unlabeled on-device 
data. The authors showed that their method is able to learn 
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communication poses a challenge to FSSL, arising when 
dealing with a large number of devices and the requirement 
to transmit and receive model updates. Secondly, resource 
allocation between devices with varying computational, 
processing, and storage capacities poses another challenge. 
Privacy is a crucial concern in FSSL, requiring careful 
handling of sensitive data. Moreover, the heterogeneity of 
devices and data introduces discrepancies in performance 
and accuracy. Table 5 shows a summary of challenges and 
possible future directions. The main challenges faced by 
FSSL are shown in Fig. 11.

5.1  Communication

In FSSL, the model undergoes training on data distrib-
uted among multiple clients, with model parameters being 
exchanged between the central server and the clients. How-
ever, this process introduces a significant communication 
overhead due to frequent device communication. Conse-
quently, issues such as latency, network congestion, and 
high energy consumption arise, making communication a 
major challenge in FSSL. Additionally, communication 
between clients can result in inconsistent model updates [5, 
113].

Several strategies can be employed to address these chal-
lenges and achieve efficient communication in FSSL. Firstly, 
the number of communication rounds in model updates can 
be reduced, or the size of transmitted data can be minimized 
[3]. This can be achieved through the utilization of data 
compression methods to decrease the size of transmitted 
data. Secondly, developing algorithms that optimize model 
updates can help in reducing the total number of com-
munication rounds [114, 115]. It is also possible to adjust 
model updates based on their effectiveness and importance. 
Furthermore, leveraging edge and fog computing architec-
tures can accelerate the communication of model updates 
between devices and the central server [116]. By utilizing 
these distributed computing frameworks, the proximity of 
devices to the server can be leveraged, reducing commu-
nication latency and enhancing overall efficiency in FSSL.

5.2  Resource allocation

The resource allocation problem presents a significant chal-
lenge in FSSL. Since FSSL involves model training on 
distributed devices with varying computational capabili-
ties and data sizes, optimizing resource allocation is cru-
cial to achieve an efficient and effective model. However, 
the devices involved in training may have diverse memory 
capacities, processing power, and bandwidth, which make 
optimal resource allocation across devices more complex. 
Moreover, imbalanced resource allocation can lead to 

unlabeled data. This technique enhances the training of the 
local models. Furthermore, a secure parameter aggregation 
mechanism called mean-teacher-averaging is devised to 
further boost the global model’s TMI performance without 
requiring extra training. Zhu et al. [108] proposed an FSSL 
framework to correctly identify the modes of travel with-
out preserving client privacy. This framework uses CNN-
GRU model to extract travel modes from GPS trajectories. 
The authors also incorporated a pseudo-labeling method 
for clients to assign pseudo-labels to their local unlabeled 
datasets. Additionally, they implemented grouping-based 
aggregation and data-flipping augmentation techniques to 
enhance performance and convergence.

4.11  Video and audio classification

FSSL provides an effective approach to tackle data privacy 
and labeled data scarcity in video and audio classification. 
This decentralized learning paradigm allows models to be 
trained collaboratively without sharing raw data, enabling 
researchers to preserve privacy while leveraging both labeled 
and unlabeled datasets to improve model performance. Kas-
sem et al. [110] introduced a method called FedCy, which is 
an FSSL approach that uses a combination of FL and self-
supervised learning to improve the performance of surgical 
phase recognition. This method is designed to address the 
challenges of training DL models for surgical phase recog-
nition since medical data is highly sensitive and the need for 
various datasets from multiple medical institutions. FedCy 
combines labeled and unlabeled video data from multiple 
institutions and leverages temporal patterns in the labeled 
data to guide unsupervised training on the unlabeled data. 
Tsouvalas et al. [109] introduced FedSTAR which is an SSL 
approach for audio models that leverages FL and self-train-
ing to make use of on-device unlabeled data. The main idea 
behind this method is to improve the generalization of audio 
recognition models by using large-scale unlabeled data on 
user devices. The authors showed that pre-training models 
using self-supervision techniques can significantly enhance 
convergence during training.

5  Challenges, open issues and future 
research directions

FSSL is a promising approach for training effective ML 
models while maintaining data privacy, particularly in 
scenarios where labeled data is scarce. However, as in the 
case of FL [5] [25] [17], there are similar challenges that 
need to be addressed in FSSL. This chapter examines the 
main challenges faced in FSSL and suggests potential solu-
tions to address these obstacles for future research. Firstly, 
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however, they may require additional computational and 
communication resources. Therefore, for future research, it 
is crucial to develop methods that effectively preserve confi-
dentiality while also considering resource utilization.

5.4  Heterogeneity

The heterogeneity problem in FSSL stems from the diver-
sity of participating devices (system heterogeneity) and data 
distributions (statistical heterogeneity) in a decentralized 
learning environment. FSSL presents additional complexi-
ties by combining the challenges of both FL and SSL. It 
involves multiple devices with different characteristics and 
constraints. These devices may have different hardware 
configurations (e.g., CPU, GPU, memory capacity), com-
munication and computing capabilities, and battery life. The 
heterogeneity of these devices can have a negative impact 
on their computation and communication abilities, thereby 
influencing the overall performance of the FSSL system 
[23].

Furthermore, FSSL systems operate over networks that 
may exhibit diverse distinct characteristics such as varying 
bandwidth, latency, and reliability. This network heteroge-
neity can affect the communication cost and accuracy of the 
FSSL system. Another aspect of heterogeneity is statistical 
heterogeneity which refers to the differences in data dis-
tributions among devices involved in the training process. 
This heterogeneity may arise due to various factors like 
device types, data collection methods, and geographic loca-
tion of devices. In the FSSL environment, numerous edge 
devices store data that may exhibit non-IID (Independent 
and Identically Distributed) characteristics [119]. Such 

degraded model performance, slow convergence, and inef-
ficient resource utilization [5].

A promising solution to solve these problems is to develop 
resource allocation algorithms that consider the heteroge-
neous nature of the devices and the characteristics of the 
data distributed among them [29]. These algorithms dynam-
ically allocate resources based on each device’s capacity 
and the data they possess which results in more efficient 
and effective model training in FSSL. Another approach 
is to devise task scheduling algorithms that efficiently plan 
tasks across devices, balancing the workload and optimiz-
ing resource utilization [117]. Hence, tasks can be assigned 
appropriately based on device capabilities, minimizing idle 
time. Dynamic and adaptive resource allocation ensures 
reduced model learning time and faster convergence.

5.3  Privacy

In FSSL, ensuring privacy protection is a critical challenge. 
While FSSL achieves data security by conducting model 
training without sharing raw data, preserving the confiden-
tiality of sensitive information becomes more challenging 
as training occurs on decentralized data owned by multi-
ple devices. The distributed nature of the data introduces 
vulnerabilities, thereby raising concerns about unauthor-
ized access and data breaches. Additionally, the collection 
of model updates from various devices while maintaining 
confidentiality adds complexity and increases the computa-
tional burden in FSSL [17, 113].

To ensure data privacy in FSSL, methods like homomor-
phic encryption and differential privacy can be employed [31, 
118]. These methods aim to protect sensitive information; 

Fig. 11  FSSL challenges 
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5.6  Model robustness

Ensuring model robustness in FSSL is a significant chal-
lenge due to the sensitivity of the framework to data noise, 
adversarial attacks and biased updates from clients. Non-
IID data distributions increase these vulnerabilities, as the 
pseudo-labels produced by semi-supervised methods can be 
unreliable or noisy [126]. This leads to model drift and poor 
generalization. Besides, adversarial clients can inject poi-
soned data or manipulate updates in order to decrease the 
performance of the global model.

Overcoming these challenges requires the develop-
ment of advanced robust aggregation techniques based on 
anomaly detection to reduce the impact of malicious or low-
quality updates [127]. Also, noise-tolerant pseudo-labeling 
methods including uncertainty estimation [128] or confi-
dence filtering [129] can improve the reliability of the learn-
ing process. Future research should focus on mechanisms 
for adaptively identifying and responding to anomalies in 
real time to maintain resiliency for FSSL in adversarial 
environments.

5.7  Confirmation bias

The effectiveness of FSSL largely depends on the quality of 
locally generated pseudo-labels. Although pseudo-labeling 
is the base of many SSL methods, its reliability significantly 
decreases in federated environments where unlabeled data 
usually exhibits non-IID features. A local model trained on a 
skewed class distribution naturally generates biased pseudo 
labels for locally unlabeled data. Including these biased 
labels in the training process generates a feedback loop 
known as confirmation bias where the model reinforces its 
own prediction errors. When these biased local updates are 
combined, they can propagate errors across communication 
rounds and degrade the global model’s performance.

Future research should go beyond standard averaging 
algorithms for global consistency and focus on methods 
such as quality-aware aggregation [130]. Additionally, cli-
ent-side agreement scores used to filter unreliable pseudo-
labels, server-side bias mitigation models that align client 
distributions and pseudo-label merging approaches that 
account for uncertainty can reduce bias and enable global 
updates to better represent the underlying data distribution.

5.8  Unaligned and unlabeled multimodal data 
across clients

Modern federated systems include more multimodal data, 
such as text, image, audio or sensor streams from various 
devices. However, this data is often distributed unevenly 
among clients and may be inconsistent. One client may 

data contradicts the IID data assumption used in distributed 
optimization problems. This can cause complexity in prob-
lem modeling, analysis and optimization, and experimen-
tal evaluation of solutions. Statistical heterogeneity poses a 
significant challenge in FSSL as it can affect the generaliza-
tion and accuracy of ML models.

Dealing with the heterogeneity problem in FSSL neces-
sitates the development of methods capable of handling the 
diversity between devices and data distributions. Adaptive 
learning methods [120] offer one such technique by allow-
ing model parameters to adapt based on device heterogene-
ity. Personalized models tailored to each device’s specific 
requirements and capabilities can also be employed, rather 
than relying on a one-size-fits-all approach [113]. Addition-
ally, transfer learning techniques [121] can be leveraged to 
transfer knowledge from devices with diverse data or better 
capabilities to devices with limited resources. This involves 
transferring pre-trained models or fine-tuning features from 
one device to another, which mitigates the impact of hetero-
geneity. Another crucial technique involves designing data 
selection strategies [122] based on criteria such as data qual-
ity, similarity, or diversity. By employing such methods, the 
training data becomes more representative of the overall 
data distribution, aiding in overcoming the challenges posed 
by statistical heterogeneity.

5.5  Scalability

Scalability is a critical challenge for FSSL. This is espe-
cially true when applied to large-scale real-world scenar-
ios involving a large number of clients with different data 
distributions, computational capacities and network condi-
tions [123]. As the number of clients increases, so does the 
communication overhead and computational complexity. 
Resource-constrained clients such as IoT devices, mobile 
phones, etc. are more affected by these problems due to their 
limited bandwidth and hardware capabilities [5].

To overcome these challenges in FSSL, it is important to 
develop architectures such as hierarchical federated archi-
tectures that group clients locally and thus reduce commu-
nication costs [124]. In addition, adaptive client selection 
strategies based on data quality and resource availability 
can both maintain model integrity and ensure efficient par-
ticipation [125]. Moreover, lightweight communication 
protocols and model compression techniques can reduce 
bandwidth constraints. These developments can contrib-
ute to extending the applicability of FSSL to large-scale, 
resource-diverse environments.
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studies structurally and systematically. Finally, we identify 
the current challenges facing FSSL and highlight potential 
directions for future research.
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