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Abstract

Supervisory Control and Data Acquisition (SCADA) and Industrial Control Systems (ICS) are critical to the continuity of
modern industrial infrastructure. Cyberattacks targeting these systems can lead to serious consequences, including production
losses, physical damage, and threats to human safety. In particular, detecting covert Command and Control (C2) beacon
communications within encrypted network traffic poses a significant security challenge because the proposed method operates
exclusively on flow-level timing metadata without payload inspection, making it inherently applicable to both plaintext and
TLS-encrypted traffic. In this experimental study, a lightweight, hybrid beacon detection method is proposed that uses
only connection metadata generated by Zeek, without requiring deep packet inspection or labeled datasets. The proposed
approach combines Coefficient of Variation (CV)-based statistical periodicity analysis with an unsupervised anomaly detection
method based on Isolation Forest to identify periodic communication patterns with low jitter that are characteristic of beacon
behavior. As part of the experimental study, an isolated SCADA-like laboratory environment was provided in which web
traffic mimicking human behavior and periodic beacon traffic were generated simultaneously. The hybrid detection process
was applied by analyzing connection times, connection intervals, average duration, standard deviation, and periodicity metrics
obtained from Zeek “conn.log” records. Additionally, the proposed method was evaluated in comparison with Long Short-Term
Memory (LSTM) and Random Forest (RF) algorithms. Experimental results demonstrated that the proposed hybrid approach
achieved a detection rate (recall) of 1.00 and a false positive rate of 0.056 (Precision=0.33, F1-Score=0.50) at the connection-
group level, consistently ranking the true beacon first (anomaly score = 1.00) among all 37 evaluated connection groups and
exhibited higher performance compared to LSTM and RF models. The findings reveal that metadata-based anomaly analysis
can effectively detect beacon communications in encrypted SCADA/ICS networks without requiring content visibility. The
method proposed in this study offers an effective solution for industrial network security in terms of scalability, explainability,
low computational cost, and real-time applicability.
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Abbreviations

CNN Convolutional neural networks
CcvV Coefficient of variation

C2 Command-and-control

HMI Human-machine interface

ICS Industrial control systems
iForest Isolation forest

LSTM Long short-term memory

PLC Programmable logic controller
RTU Remote terminal unit

SCADA  Supervisory control and data acquisition

1 Introduction

Industrial systems involve processes where new approaches
are being adopted alongside the rapid advancement of tech-
nology. One such approach is Supervisory Control and Data
Acquisition (SCADA) systems. These systems enable the
control of various devices within industrial systems from
a single point. Device monitoring and reporting of results
are provided through central control. SCADA systems are
used in large-scale industrial production, infrastructure, and
manufacturing facilities. Examples include the energy sector,
water and wastewater management facilities, oil and natural
gas facilities, and production facilities (Figure 1).

SCADA systems include various sensors, RTUs (Remote
Terminal Units), PLCs (Programmable Logic Controllers),
actuators, HMIs (Human-Machine Interfaces), and central
management software (Figure 2) [1-3]. These systems con-
tain numerous devices, which are managed from a central
location. A network environment exists to retrieve data from
the devices. This network environment is implemented by
data flow providers such as wired connections, serial ports,
radio frequencies, and GSM. All elements in the system are
monitored from a single center, malfunctions are checked,
and necessary interventions are attempted [4, 5].

SCADA systems experience heavy data traffic, with the
central control unit continuously displaying incoming data,
sending commands, and managing work processes. A large
portion of such networks have an open architecture. This
means that the system’s control processes can be carried out
not only at the industrial center but also in all environments
connected to the internet by establishing the necessary con-
nections. These externally open systems require data security
[6]. Various attacks from outside or inside can disrupt the sys-
tem’s operation. This situation can cause irreparable physical
damage and lead to consequences that could put human lives
at risk [7]. For this reason, data security in SCADA systems
is an issue that requires careful attention.
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In SCADA systems, network traffic must be monitored as
it flows to the central management point. Detecting the pres-
ence of cyber threats early and reliably during central control
processes is challenging in terms of ensuring security. The
use of TLS/HTTPS encryption in network traffic largely ren-
ders content-based monitoring ineffective. Therefore, there
is an increasing need for methods that utilize metadata [8].
Malicious software such as Beacon, which mimics legiti-
mate system behavior by transmitting data to the central
control system at fixed intervals, poses a serious threat to
SCADA networks [9]. Such software is used to covertly mon-
itor devices or central management, making early detection
essential for maintaining proper system operation.

The main objective of this study is to develop a lightweight
and effective method to monitor data in network traffic
and detect beacon attacks in a non-surveillance-independent
and content-independent manner, without interfering with
metadata in network traffic. The study combines periodicity
analysis via connection metadata with an untagged machine
learning approach. It is evaluated on SCADA-based network
traffic generated in a laboratory environment. The focus is on
determining low-deviation command and control communi-
cation based on metadata. With these approaches, the study
aims to address gaps in the literature.

1.1 Problem definition and research rationale

Sensors or devices in SCADA systems exhibit specific behav-
iors on the network. Beacon attacks mimic legitimate device
behavior to evade detection in these networks. Beaconing
attacks send signals to Command-and-Control (C2) points
at specific intervals, just like a device on the network [10].
The system may perceive such situations as normal network
traffic. Data in network traffic is transmitted in encrypted
packets using protocols such as TLS/HTTPS. This renders
content inspection of the data on the network ineffective,
making information about the packet invisible [11].

In SCADA systems, network data with similar structures
within regular traffic processes appear normal in the sys-
tem as Beacon behaviors. Beacon attacks often overlap with
standard traffic [11]. Small time deviations (jitter) in data
can sometimes be observed in the network during mainte-
nance activities and shift changes. In such cases, inter-arrival
distributions, flow directions, flow durations, packet statis-
tics, and endpoint habits must be evaluated together [12].
Network traffic predominantly consists of normal behavior,
with labeled beacon traffic representing only a small frac-
tion, making detection challenging. This makes it difficult
to detect attacks using machine learning and artificial intel-
ligence (AI) methods. Obtaining network traffic data with
beacon behavior is quite difficult in this context [13].

The protection of SCADA systems is critically important
given the severity and frequency of emerging cyber threats.



Beaconing detection via timing-based flow metadata analysis: implications for SCADA/ICS Page 3 of 33

161

Fig. 1 Examples of SCADA

system applications

Fig.2 SCADA system
architecture

Chemical
Engineering
Health Care Water Plant
<)
o SCADA
Agriculture App|icati0n
Areas

Research

Civil Nuclear
Engineering Reactor

Communication
Network

. e = =

L0

SCADA
MASTER

—L]
] ———

L0

— ]

A PN

SCADA RTU Sensors & Actuators

SCADA RTU Sensors & Actuators

SCADA RTU Sensors & Actuators

@ Springer



161 Page4of 33

M.T.Yilmazetal.

Examples of these include Stuxnet Worm [14], Schnei-
der Triconex Tricon [15], and attacks on the energy sector
[16]. Stuxnet was an attack targeting nuclear facilities and
causing physical damage. The Schneider Triconex Tricon
attack manipulated security protocols, causing system mal-
functions. The attacks targeting the energy sector in 2013
demonstrate the high level of cyber threats. These attacks
exhibit a destructive approach and indicate the involvement
of long-term control and monitoring processes. Early detec-
tion and preventative measures against these attacks are
essential.

This study utilizes metadata extracted by the Zeek tool
to establish an anomaly-focused detection pipeline. Data
obtained from Zeek can provide rich data with attributes
such as duration, direction, orig/resp bytes and packet
counts, connection status, retry indicators, and, if available,
SNI/certificate metadata [17]. Providing such data richness
enables the acquisition of regular but unusual periodic flow
information. Additionally, it distinguishes low-bandwidth
and persistent C2 communication despite the natural pro-
cesses of network traffic [18]. The main reasons for this
research can be listed as follows:

e Security and rapid detection: Late detection of attacks in
SCADA systems leads to production loss, physical dam-
age, and risks to human safety. Rapid and early detection
of beacon attacks is critical in this regard.

e Adaptability to the field: There is a need for an approach
that does not require deep inspection of data packets in
network traffic in SCADA systems and remains effective
regardless of whether traffic is encrypted.

e There is also a need for an architecture that can operate
with low load on devices on the network. This enables
sustainability for Industrial Control Systems (ICS) with
limited resources.

e Generalizability: Reducing the dependency on tagged data
in Beacon attacks, which are rare in the dense network
traffic generated by such systems, is an important step. An
anomaly-based approach that can quickly adapt to such
behaviors seen in various industrial systems can increase
the possibility of generalization to different sectors.

The primary objective of this study is not to access periodic
Beacon packets in network traffic. It is to design metadata that
can distinguish between intrusion attempts in systems with
industrial differences. This is to be achieved in near real-
time and with minimal load on the system. The fundamental
concept of the study is to present a method that detects Bea-
con behavior in systems such as ICS and SCADA, despite
encrypted networks. To this end, it utilizes a combination of
Zeek-based feature extraction and anomaly detection (Isola-
tion Forest).
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1.2 Research gap and contributions of the study

Numerous studies have been conducted on intrusion detec-
tion and anomaly analysis in SCADA and ICS networks.
The literature contains a wealth of work in this field. How-
ever, studies on detecting beaconing behavior in encrypted
industrial network traffic are insufficient. A large portion of
the existing studies focus on content analysis and signature-
based analyses. Many studies are based on supervised learn-
ing methods using labeled datasets. [19-21]. The fact that
network traffic in real industrial environments is encrypted,
that content access is not always possible, and that data label-
ing involves time and difficulty, limits the applicability of
these methods. Studies that work with periodic communica-
tion patterns like beaconing and metadata, and that do not
require labeling, are quite limited. Therefore, a significant
research gap is observed in SCADA and ICS environments
requiring real-time monitoring.

This study proposes a hybrid approach to detect beaconing
behavior in SCADA and ICS network traffic using Zeek-
based communication metadata [11, 22]. Therefore, it aims
to fill a gap in the literature. The study combines the analysis
of low-deviation periodic communication, such as beacon
behavior, through coefficient of variation and timing, with
Isolation Forest-based unlabeled anomaly detection. This
approach can be considered the unique aspect of the study.
This method offers a structure that does not require content
analysis, reduces the need for labeled data, and has low com-
putational costs. The study provides a security solution for
SCADA and ICS environments that enables Timing-Based
Traffic Analysis, is lightweight, explainable, and allows for
real-time implementation. Thus, it makes a unique con-
tribution to the literature. Gaps identified in the current
literature:

e The presence of encrypted traffic on the network and the
unsuitability of Payload approaches for the field: SCADA
systems require large amounts of labeled data. The meth-
ods used (Random Forest, Long Short-Term Memory, etc.)
require a large amount of labeled data. Furthermore, appli-
cations are limited due to the inability to analyze encrypted
network traffic [23].

e Inadequacy of anomaly detection methods containing tem-
poral data: Regular temporal activities in ICS systems can
cause false positives in anomaly detection. There is a need
for metadata-based solutions that examine temporal pat-
terns in network traffic and adapt to encrypted traffic [24].

e Limited use of unsupervised learning methods for unla-
beled data: Algorithms with unsupervised learning meth-
ods eliminate the need for labeled data. However, most
studies have ignored periodic behaviors. Such studies have
focused solely on statistical variables [25].
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Considering the findings revealed by gaps in the literature,
the aim of this study is to contribute to the literature within
the scope of its objectives. In this context, the contributions
of this study to the literature can be summarized as follows:

e Use of metadata using the Zeek tool: This study focused on
time-based attributes such as inter-arrival times and change
coefficients through metadata. This provides a state-
content independent Beacon detection. Thus, Timing-
Based Traffic Analysis is performed, and security breaches
can be detected early.

o Integration of statistical heuristic filtering with unsuper-
vised anomaly detection: The proposed hybrid method
does not merely combine two algorithms but uses the
Coefficient of Variation (CV) as a context-aware filter
to calibrate the input space for the Isolation Forest. This
integration employs CV as an intuitive candidate selec-
tion stage prior to Isolation Forest-based anomaly scoring,
in addition to combining the two algorithms in the pro-
posed hybrid method. While the CV stage aims to prioritize
low-frequency periodic streams within a broader meta-
data stream, the machine learning stage performs the final
multi-feature anomaly assessment.

e Integration significantly reduces the processing of legiti-
mate non-periodic traffic, allowing the machine learning
model to focus on subtle anomalies within a high-
probability candidate set, thereby enhancing both preci-
sion and computational efficiency in resource-constrained
SCADA environments.

e Label-free and field-adaptable structure: The study does
not require labeled data. It is designed to be compatible
with SCADA systems that require low bandwidth and low
processing volume, suitable for the field.

e High accuracy, zero false negatives: The proposed method
achieves 94.59% accuracy with a sensitivity of 1.0000,
ensuring that no beacon activity is missed, the primary
safety requirement in SCADA/ICS environments. The
5.6% false positive rate is acknowledged as an oper-
ational trade-off of unsupervised anomaly detection in
periodic-traffic environments and is addressed through
ranked alerting and whitelisting strategies discussed in
Section 5.

The study demonstrates that the presented method con-
tributes academically, is applicable in the field, and is suitable
for real-time operation. It also introduces a robust early warn-
ing system based on encrypted network traffic. This addresses
significant gaps in the literature.

2 Related works

This section will examine the primary studies conducted on
the detection of Beacon attacks in SCADA and ICS systems.
Current methods, along with their advantages and disadvan-
tages, will be presented through literature reviews.

2.1 Traditional anomaly detection in SCADA and ICS
networks

Anomaly detection in SCADA and ICS networks is crucial
for maintaining system security and integrity. Traditional
methods used for anomaly detection in such systems include
signature-based methods, rule-based approaches, and statis-
tical methods. Signature-based methods incorporate known
attack patterns. These known at-tacks are stored in a database.
To identify potential threats in the traffic occurring on the net-
work, this dataset is compared with these signatures. While
the recorded frequency of targeted cyberattacks in SCADA
and ICS environments remains relatively low compared to IT
systems, the specialized nature of these infrastructures often
limits the visibility and detection of covert activities [26].
Although traditional signature-based attacks are limited, they
refer to the signature-based dataset for attack detection at the
packet content level. One study emphasized that combining
the use of Bloom filters to store the signature database with
other techniques could be effective [27].

Rule-based approaches consist of a set of predefined rules
for attack detection. These rules are based on logical rules
within the network. Rule-based systems have been noted to
be potentially more effective in ICS environments due to
their nature [28]. An example of a rule-based system is a
rule-based engine that can analyze traffic metadata against
baseline data and then trigger an alert system to mitigate
threats [29].

Statistical methods model abnormal behavior to identify
deviations in the network. This involves extracting statistical
data from normal ICS communication models and iden-
tifying deviations from this data as potential anomalies.
Statistical methods have stable communication patterns that
may be more suitable for ICS networks [30, 31]. Although
traditional methods are effective in scenarios such as SCADA
and ICS environments, they cannot adapt to evolving and
changing threats. These types of networks are becoming
increasingly complex. Supervised machine learning and Al
methods are replacing these methods [32, 33].

Signature-based methods cannot directly see protocol sig-
natures during an attack because the packet content is hidden.
This leads to low accuracy in detection systems. Rule-based
systems act according to known scenarios. It is difficult to
detect attacks hidden by encryption. Since protocol behav-
iors are hidden, their applicability to predefined rules is weak.
Statistical characteristics of packets in network traffic, such

@ Springer
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as size and timing, can be altered by encryption. This weakens
the accuracy of statistical methods. Furthermore, statisti-
cal methods require additional processing power due to the
computational intensity involved in large data sets. These
are the general limitations of traditional methods. Unlike
traditional methods based on deep packet inspection, the
threat model addressed in this experimental study focuses
on detecting covert attackers aiming to maintain persistent
access through periodic C2 signals. The proposed system
overcomes the limitations imposed by encrypted protocols
such as TLS/HTTPS by using Zeek connection metadata
instead of payload analysis. Focusing on behavioral patterns
such as timing and periodicity ensures the validity and effec-
tiveness of the detection framework in modern, high-security
SCADA environments.

2.2 Machine learning-based SCADA security studies

In machine learning (ML) studies for attack and anomaly
detection in SCADA and ICS systems, supervised learning,
deep learning, and time series analysis are employed. ML-
based studies conducted in recent years have demonstrated
over 90% success rates. This highlights the effectiveness
of ML and Al studies in SCADA systems [34, 35]. In
SCADA security applications, supervised, unsupervised, and
reinforcement learning methods focus on anomaly threat
detection processes [36—38]. Deep learning (DL) methods
such as Convolutional Neural Network (CNN) and Long
Short-Term Memory (LSTM) and time series analysis are
used in these studies [39, 40].

Recent studies in SCADA and ICS environments show
that ML-based intrusion detection systems have not only per-
formed supervised classification. In these environments, time
series-based DL [41], self-supervised learning [42], graph-
based modeling [43] and transformer-based attention mech-
anisms [44] are prominent approaches [45]. LSTM [46],
attention, and transformer-based approaches [47] are pre-
ferred for modeling patterns in time-dependent ICS traffic. In
addition, graph-based and graph attention-based methods are
proposed to learn the relationships between devices, flows,
and system components [48-50]. In environments where
labeled data is limited, self-supervised and unsupervised
detection approaches [51-53] are prominent. Although there
are various studies, the high computational cost of the current
methods used is seen as a significant problem. In addition,
dataset dependency, limited explainability, and adaptability
to real field environments are important problems.

SCADA/ICS security studies need to be evaluated from
contextual, semantic, and cyber-physical perspectives. Hetu
et al. proposed CASI, a context-aware semantic inference
framework for combining camera videos with network traffic
in such systems. This method aimed to extract the physical
semantics of process variables. They used multimodal and
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non-intrusive analyses to understand them at the semantic
level [43]. In another study, Zhang et al. analyzed the vulnera-
bility of load frequency control to network parameter attacks.
They showed that manipulation of control systems in a
SCADA environment can extend to physical system dynam-
ics and frequency instability [52]. These studies show that
research in SCADA/ICS security is increasingly expanding
from packet or flow-level detection to context-sensitive inter-
pretation and physical consequences analysis. This study
aims to provide a practical and low-cost monitoring layer
for SCADA/ICS security monitoring. Furthermore, the pro-
posed method detects weak beaconing signals in encrypted
traffic using Zeek connection metadata and Isolation For-
est. Table 1 lists some methods used for attack and anomaly
detection in SCADA systems, along with the datasets and
their purposes.

2.3 Beaconing and periodic communication
detection studies in SCADA and ICS networks

Various studies have been conducted on attack detection in
SCADA and ICS networks. Among these attacks, Beacon-
type attack detection holds a significant place in the literature.
Temporal analysis, periodicity mining, and metadata-based
Beacon anomaly detection are frequently encountered in the
literature. Studies include anomaly detection efforts resis-
tant to time variations using time series processing and
LSTM-based models [60]. A study conducted for EtherCAT-
based networks performed anomaly detection by making
periodic inferences at the device level [61]. A study attempt-
ing to combine DL approaches using statistical time series
models proposed statistical ML [62, 63]. Several studies
have conducted classification studies that could be effec-
tive in encrypted traffic using time-frequency feature fusion
and periodogram analysis [64]. Vankatesan [65], Apruzzese
[66], and Yeh [67] conducted studies on detection based on
periodic communication signatures from botnet C2 Beacon
behavior in campus networks. Ni et al. [68] and Efiong et al.
[69] presented Modbus and Grassmarlin-based solutions.
They conducted studies on periodic patterns and metadata
extraction in SCADA and ICS networks. Table 2 summa-
rizes these studies, and the important information obtained
from them.

While the studies surveyed above demonstrate varied
approaches to beaconing and periodic traffic detection,
existing tools such as RITA (Real Intelligence Threat Ana-
lytics) and Zeek-native heuristics detect beaconing primarily
through connection frequency analysis and periodic inter-
val scoring Rather than competing with these tools, the
proposed approach is positioned as a complementary data-
driven alternative. A simple rule-based proxy (CV < 0.50
AND mean interval € [40, 80] s) was evaluated as a base-
line (Table @10); results confirm that the Isolation Forest
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Table 1 Some attack and anomaly detection studies in SCADA systems

Architecture Description Dataset
CNN [54] Used for spatial data processing in power grids Synthetic supply—demand curves
LSTM [55] Used for temporal data analysis in Modbus/TCP-based sWAT dataset

SCADA systems

Hybrid CNN-LSTM [56]
smart grids

Transformer [54]
power grids

GAN [57] GAN-based approach for attack detection and mitigation
in power systems
VAE [58] VAE framework combined with RNNs and DNNs for

covert attack detection
Hybrid GC-LSTM [59]
1D CNN [34]

A unified model for unauthorized access detection in

Used with CNNs and LSTMs for attack detection in

Used for attack detection in power systems

Highest accuracy achieved in anomaly detection in ICS

DNP3 dataset

Synthetic datasets

Simulated false data injection and DoS attacks

IEEE 68-bus and 123 bus systems

IEEE 68-bus system

Generated ICS communication patterns

stage adds value by reducing false positives. Although effec-
tive in general IT network environments, these tools rely
on fixed interval assumptions, require labeled traffic sam-
ples or manual configuration, and do not natively address
the low-bandwidth, encrypted, metadata-only constraints
characteristic of SCADA/ICS environments. The proposed
method distinguishes itself by operating entirely on Zeek
connection metadata in an unsupervised, label-free manner,
without requiring payload access, environment-specific tun-
ing, or predefined beacon interval assumptions.

2.4 Unsupervised learning and anomaly detection
algorithms

In clustering-based methods, clustering algorithms such as
K-Means and DBSCAN identify anomalies by grouping sim-
ilar data points. These algorithms reveal outliers [72]. Such
approaches enable the use of descriptive factors for cyber-
security anomaly detection [73]. Methods for optimizing
isolation forest structures for computational efficiency, in
addition to advanced performance in anomaly detection using
unsupervised learning methods, are still being developed
[74]. These studies offer various suggestions for accuracy and
computational efficiency. Some studies suggest community
learning methods to overcome this situation [75]. A compar-
ative table was provided based on reviews on unsupervised
learning and anomaly detection, and the contributions to the
literature are presented in Table 3. This table includes infor-
mation about the study in the literature, information about the
accuracy rates of this study, detection efficiency, and integra-
tion effectiveness (Table 4).

Table 3 provides comparative information on the detection
of beacon-like traffic anomalies in SCADA and ICS networks
without monitoring. Table 4 contains a comparative literature

review on studies conducted using the Isolation Forest algo-
rithm. This table compares the accuracy of the algorithm, the
efficiency of the study, and the integration effectiveness of
the study.

2.5 Gaps in the literature and positioning
of the study

The summary Table 5, compiled from the literature studies
conducted, is presented below. The table provides infor-
mation about the limitations of the studies. To enhance
readability and clarity, this information is presented using
a table, and relevant references are included.

The table evaluates numerous aspects, including data set
imbalance, limitations of real-world data, complexity/high
computational load, lack of explainability, overfitting / gen-
eralization issues frequently encountered in data training,
insufficient focus on Beaconing detection, inadequate use
of evaluation metrics, and data set uniqueness. The limita-
tions that emerged have led to this study. Therefore, this study
is presented to provide solutions to these limitations and to
support the literature.

3 Materials and methods

This experimental study was designed to enable the early
detection of Beacon-type C2 attacks targeting critical infor-
mation infrastructures such as SCADA, ICS, energy, and
healthcare infrastructures. Simultaneously generated human-
like web traffic and periodic Beacon traffic in the experimen-
tal environment will be separated using mathematical and
statistical methods based on connection metadata recorded
by Zeek. The critical system target requires detection algo-
rithms to be effective in low-noise environments and with

@ Springer
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Table 2 Metadata-based approaches in SCADA and ICS systems

Accuracy of detection Methodological Robustness against Scalability and efficiency False alarm rate
complexity network variability
Improved performance LSTM and Temporal Effective against timing Evaluated on real SCADA  Unspecified
in time series methods Memory models, high manipulation attacks data sets, efficient
[70] complexity

High accuracy in
detecting periodicity
at the device level
[61]

Improvements in time
series [13]

Best F1 scores (90%)
based on the dataset

[62]

High accuracy with low
false omission rates
[63]

80% accuracy in
application and
transport layers [55]

Periodic alarm
generation for
security analysis [64]

90% F1 score in
periodic behavior
classification [71]

Detects 43% more
periodic areas
compared to
single-network
methods [71]

Effective botnet
detection using
periodogram analysis
[65]

Selects a manageable
gray list of suspicious
hosts [66]

Effective malware
signature detection
through periodic
signatures [67]

Effective periodicity
mining in ICS data

[68]

Meta-data extraction
improves
unauthorized access
detection [69]

High accuracy with low
complexity [63]

Protocol-specific
periodicity detection,
medium complexity

Attention-based
time—frequency fusion,
high complexity

Comparative study of five
time series models with
varying complexity

Hybrid SARIMA and
LSTM model, medium
complexity

DL in IIoT
communication
patterns, medium
complexity

Time—frequency domain
feature fusion, medium
complexity

Autocorrelation and
Lomb-Scargle
periodogram with
XGBoost, medium
complexity

Active learning with high
complexity for batch
time series analysis

Network flow analysis
with periodogram,
medium complexity

Periodic communication
analysis, medium
complexity

Periodic communication
feature extraction,
medium complexity

Symbol sequence
analysis of Modbus
protocol, medium
complexity

Passive fingerprinting
with Grassmarlin, low
complexity

SARIMA and LSTM
model, medium
complexity

Effective against synthetic
DoS and code injection
attacks

Captures long-range
temporal relationships

Performance varies
depending on the dataset

Effective for various types
of ICS anomalies

Handles vendor-specific
protocols and legacy
devices

Filters false alarms from
big data

Effective despite encrypted
traffic

Robust across multiple
protocols and networks

Detects hidden botnet
leaks

Performs timely analysis
over long time intervals

Detects long-term botnet
behavior

Identifies periodic patterns
for anomaly detection

Improves detection in
legacy CyberSCADA
networks

Effective for various types
of ICS anomalies

Suitable for EtherCAT
networks, efficient

Efficient feature fusion,
scalable

Training size optimization
increases efficiency

Low computational
requirements, real-time

Can be applied without
additional analysis

Applicable to large-scale
alarm data

Scalable to large data sets

Scalable to large campus
networks

CyberVan has been tested
on a test bed, proven to
be efficient

Scalable for large network
traffic

Applicable to various

types of botnets

Simulation and testing in
ICS traffic

Lightweight and scalable

Real-time capable

Low false alarms

Unspecified
False alarm rates vary by
model

Low false omission rates

Primarily false positives
in abnormal packet
sequences

Reduces false alarms

Low false alarm rate

Enhanced detection with
prioritization

Effective false alarm

management

Low false positive rate

Not specified

Not specified

Not specified

Low false omission rates

@ Springer
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Table 2 (continued)

Accuracy of detection

Methodological
complexity

Robustness against
network variability

Scalability and efficiency

False alarm rate

Detects attacks missed

Time-based processing

Leverages temporal

Evaluated on general and

Improved detection of

by non-temporal IDS sensitive IDS, medium behavior simulated SCADA subtle attacks
[9] complexity datasets

Table 3 Studies examining traffic . ]

in SCADA/ICS and ToT networks ~ Study Accuracy Efficiency Effectiveness

using unsupervised anomaly

Cai et al. [76]

Ortega et al. [77]

Xiang et al.[78]

Vasiljevic et al.[79]

Sukanya [80]

Moomtaheen et al. [18]

Laskar et al. [72]

Yang et al. [81]

Mahmud et al. [82]

Zhu and Liu [83]

High AUC and detection
rates in heavy network
traffic

High detection
performance on IoT
devices

Superior detection
accuracy in IoT Edge
continuity

High accuracy and
precision in Edge IoT
systems

High AUC and F1 score
for detecting encrypted
IoT traffic anomalies

Moderate accuracy in
Zeek network data

Comparable performance
in industrial big data
scenarios

High accuracy and
efficiency in IIoT
stream data

Superior detection
accuracy and low false
positives in ICS

High accuracy and low
false positive rate in
IoT intrusion detection

Clustering load with
medium processing
time

Reduced training time
and memory usage

Combined learning, low
computational load

Low memory usage and
fast training

Medium computational
cost

Uses Hadoop and Spark
for efficient processing

Uses Apache Spark for
parallel processing

Sliding window and
model update improve
efficiency

Efficient for
high-dimensional ICS
data

Efficient batch learning
with feature selection

Clustering improves
anomaly filtering

Isolation Forest
increases efficiency

Federated learning
effectively
integrates Isolation
Forest

Federated Isolation
Forest for edge
deployment

Hybrid VAE and
Isolation Forest
model

Extended Isolation
Forest with big data
tools

Combines K-Means
clustering with
Isolation Forest

LSHIForest with
sliding window and
PCA

Adapted Isolation

Forest for ICS
anomaly detection

Subspace clustering
and community
learning framework

high accuracy even under encrypted traffic conditions. There-
fore, the method relies solely on metadata.

The experimental topology created within the scope of
the study consists of the following components in an isolated
local network (Figure 3).

The experimental network was set up in a local virtual
laboratory environment. The topology consists of the Victim
(traffic generator), Router (network gateway and Beacon tar-
get), and Zeek Server (passive observer) components. Each
component is configured with a static IP address (Table 6).

Thanks to the port mirroring configuration on the router,
all traffic originating from the Victim is copied to the Zeek

server. This enables full passive monitoring without the need
for real-time packet manipulation.

The experimental environment was deliberately designed
as an isolated laboratory setting to allow for controlled
observation of the proposed method and to evaluate its
repeatability and traceability. This aimed to observe peri-
odic command-and-control traffic similar to beacon traffic
within the same environment and to evaluate performance
in a segregated environment. Furthermore, the results do not
fully reflect the protocol diversity, network noise, and com-
plexity likely to be encountered in real SCADA and ICS
networks. Therefore, rather than presenting the results as
proof of generalizability to real-world environments, they
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Table 4 Enhanced versions of
the isolation forest algorithm and
hybrid anomaly detection
approaches

Study

Accuracy

Efficiency

Effectiveness

Xiang et al. [75]

Shao et al. [84]

Hanndk et al.[85]

Gatka et al.[86]

Marteau [87]

Zhang et al.[88]

Zhang and Liu
[89]

Liao and Luo [90]

Robust accuracy
comparable to DL
methods

7% AUC improvement
over Isolation Forest

Effective adaptation to
various concept drifts

2.9% AUC improvement
over the original
Isolation Forest

Outperforms Isolation
Forest and SVM
baselines

High time efficiency and
anomaly detection
quality

Improved detection
efficiency with PCA and
parallel processing

Enhanced detection effect
and speed in
high-dimensional data

Lower model complexity
than deep neural
networks

Improved efficiency
through clustering and
selection matrix

Online adaptable model
with few
hyperparameters

Efficient tree construction
with minimum spread
tree

Computational efficiency
and parallelizability

Location-sensitive hybrid
feature-based fast tree
isolation

Parallel processing
reduces runtime

Robust and noise-resistant

Cluster-based
enhanced Isolation
Forest

Weighted online
adaptive Isolation
Forest

Minimum spanning
tree-based Isolation
Forest

Random partitioning
forest for point-based
and batch anomalies

Locally sensitive
hybrid feature-based
LSHIForest
framework

Isolation Forest with
PCA and parallelism

Entropy-based
Isolation Forest for
anomaly detection

Cluster-based
enhanced Isolation
Forest

Table 5 Summary of limitations in the literature

Limitation area

Definition of limitation

Data Set imbalance [91-93]

Limited real-world data [94-96]

High computational complexity [97, 98]

Lack of Explainability [99, 100]

Overfitting and generalization issues [92, 101]

Many studies in model training and evaluation depend on the dataset. Due to the small
number of classes in the dataset or the uneven distribution between classes, learning
cannot occur at a sufficient level. This situation negatively affects the reliability of
the model and the study

In the studies conducted, the scarcity of data sets limits their applicability in
real-world environments. The difference in the amount of class data in the data sets
limits the robustness and applicability of the model. Training with simulated and
synthetic data makes it difficult to understand the complexity. It may cause
limitations in terms of the external world and practical application

DL and hybrid approaches improve detection accuracy for anomaly detection in
SCADA and ICS environments. However, these models have high computational
load and complexity. Real-time operations in SCADA and ICS environments require
resource utilization

DL approaches are generally not interpretable. This makes it difficult for the model to
make decisions in security-enabled systems. This can lead to a loss of trust and
hinder the adoption of infrastructure security

Some detection models may overfit due to limited and homogeneous training class
data. This weakens attack detection capabilities. Consequently, the validity and
reliability of the reported performance metric decreases
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Table 5 (continued)

Limitation area Definition of limitation

Insufficient focus on labeling perception [34, 102] Literature studies show that the number of beaconing Attacks is low. Very few studies
explicitly address beaconing Attacks detection, limiting a comprehensive
understanding of this subtle attack vector and the challenges of detection in SCADA
security research

Limited evaluation metrics [103, 104] ‘When examining the results obtained in most studies, the false positive/negative ratio
has been predominantly reported in terms of accuracy and F1 scores. This limits the
assessment of real-time performance

Data Set Specificity [105, 106] When examining the studies conducted, it is seen that data sets that do not represent
diversity are used in threat detection in SCADA systems. The focus of the studies on
specific data sets indicates that external validity may be weak and transferability to
different industrial contexts may be limited

Inadequate processing of data noise [40, 107] Environmental noise or missing data in industrial network traffic are not addressed.
This situation reduces model robustness and does not reflect real-world data. This
presents a methodological challenge

Limited assessment of enemy attacks [99, 100] Very few studies have incorporated robustness against threats into their models. This
provides limited assessment capabilities against adversarial attacks

C2 Communication

Victim Router Router Attacker
192.168.84.128 192.168.84.1

Zeek
10.0.0.10

Fig. 3 The network topology created within the scope of the experimental study

should be considered as a controlled proof-of-concept vali-  server, designed to maintain persistence while evading detec-
dation of the proposed metadata-based approach. tion by mimicking legitimate periodic traffic in SCADA/ICS
environments.

Formally, we define a beaconing flow as a sequence of uni-
directional or bidirectional connections (grouped by source

3.1 Formal definition of beaconing behavior IP, destination IP, and destination port) exhibiting low-jitter

periodicity. Let t1, t2, ..., t, be the sorted timestamps of
Beaconing behavior in the context of covert Command-  connections in such a group. The inter-arrival times are com-
and-Control (C2) communication refers to periodic, low-  puted as:

variability network flows from an infected host to an external
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Table 6 Components in the
experimental network topology Component Role IP address Description
Victim VM Traffic generator (benign +  10.0.0.10 Generates normal user
beacon) traffic and periodic
beacon requests
Router Network gateway, 10.0.0.1 Routes traffic from the
redirecting to Zeek victim and forwards it to
Zeek
Zeek Server Passive monitoring, 10.0.0.2 Monitors network traffic
conn.log generation and creates metadata
records
Beacon target (C2 Target of requests 10.0.0.1 The target IP address of

Server)

periodic beacon requests
from the victim

Ati=li+1—tif0ri=l,...,n—l (1)
These inter-arrival times follow a near-deterministic peri-
odic model with additive jitter:

At =T+¢€, € ~ N(O, 0’2) 2)

where t > 0 is the fixed base period (e.g., 60 s in our exper-
iments), €; represents small random jitter (typically 0<1).
The mean inter-arrival time is AT, and the standard devi-
ation is 0. To quantify the degree of periodicity and low
entropy in timing (i.e., low randomness/variability), we com-
pute the coefficient of variation:

CV = 3)

o
|
Flows with CV < 0.2 are classified as exhibiting strong
beacon-like behavior, as this threshold indicates low jitter rel-
ative to the period (corresponding to <20% variability). This
boundary is consistent with established practice in network
traffic periodicity analysis, where CV < 0.2 is widely used to
distinguish low-entropy deterministic flows from stochastic
human-generated traffic [9, 49]. Importantly, the CV met-
ric is period-agnostic: it measures the relative variability of
inter-arrival times regardless of the absolute interval value. A
flow with T = 10s and a flow with Tt = 300s will both satisfy
CV < 0.2 if their jitter is proportionally small. The 60s period
used in the experiments is therefore a test traffic parameter
only, not an assumption embedded in the detection method.
This criterion serves as a statistical heuristic for candidate
selection before anomaly scoring via Isolation Forest.
Clustering is performed by grouping connections into
flows based on the 5-tuple (source IP, destination IP, source
port, destination port, protocol), with a focus on persis-
tent outbound connections to the same external endpoint—a
common signature of C2 beaconing. This definition enables
content-independent detection in encrypted traffic using
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only Zeek-derived metadata (timestamps, flow statistics) and
aligns with established approaches in malware C2 analy-
sis, where low timing variability distinguishes beacons from
human-like irregular traffic.

3.2 Traffic generation models

In this study, two different traffic types were generated: Nor-
mal (benign) traffic and Beacon (C2-like) traffic. Both traffic
types were produced by Python scripts running on the Vic-
tim VM. Traffic generation was executed in a single process,
with each iteration representing a navigation chain. Human
behavior was simulated using random site access, wait times,
and different user-agent values. Thus, legitimate user traffic
and command-and-control signaling were generated from the
same source.

3.2.1 Normal traffic

Normal traffic is designed to model users’ natural brows-
ing behavior between websites. The wait time between each
request is determined randomly with a uniform distribution,
as shown in Eq. 4:

T; ~U(a, b) “

In Eq. 4, T; represents the waiting time in seconds, while
U (a, b) denotes a continuous and equally probable uniform
distribution between a (minimum 5 s) and » (maximum
120 s). The expected value and variance of the uniform dis-
tribution:

b —a?

2

a+b
IE[T]T, Var(T) = 5)

In Eq. 5, E[T] represents the average waiting time, while
Var(T) presents the variance of the waiting times (the spread
of the distribution). This distribution realistically reflects the
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Table 7 Parameters and descriptions for the normal traffic model

Table 8 The effect of jitter value on beaconing traffic

Symbol Description Example Meaning o value Traffic type Beacon Intervals ~ Behavioral
value (seconds-T;) feature
T; Time between 5-120 s User access time 5s Noisy 50-70's Similar to
consecutive to the new page beaconing human traffic
requests 2s Medium jitter ~ 57-63's Slight
U(a, b) Uniform a=5,b=120  All intervals are randomness
distribution equally 05s Low jitter 59-61's High
probable periodicity
E[T] Expected value 62.5s Average waiting
time
Var(T) Variance 1140.83 Level of B .
randomness in As the jitter value decreases (i.e., as o approaches O or
traffic becomes very small), traffic becomes more deterministic and

variable waiting times that may occur when the user accesses
different sites where in each navigation chain, the depth
parameter (d) was randomly selected within [3, 10]. This
makes the relationships between links resemble natural nav-
igation flow. Table 7 lists the parameters and explanations
within normal traffic. This model represents traffic generation
that mimics human behavior. Random wait times, different
user-agent values, and the use of a single recursive thread-
create “human-like” traffic patterns that resemble human
behavior.

3.2.2 Beacon traffic

Beacon traffic represents malicious software behavior where
an attacker periodically sends signals to a critical system.
The time interval between each beacon request is modeled to
include a fixed base period t and normally distributed jitter
i (Eq. 6).

T; =t +ei, & ~ N(O, 0?) (©6)

InEq. 6, T; is the time interval in seconds between consec-
utive beacon messages, T is the basic beacon period (60 s in
the experimental study), ¢; is the jitter, N (0, 02) is a normal
(Gaussian) distribution with mean 0 and variance o and o
is the standard deviation of the jitter (values of 0.5 s, 2.0 s,
and 5.0 s were tested in the experimental study).

The beacon time series is expressed as shown in Eq. 7. In
this context, k denotes the index of the k-th beacon request
within the observed time series.

Sk+l = Sk + T + & @)

In Eq. 7, sx denotes the timestamp of the k-th beacon
request, sg+] denotes the timestamp of the next beacon
request, and ¢ denotes the jitter value associated with the
k-th beacon.

Beacon behavior becomes more pronounced (Table 8). Traf-
fic becoming deterministic means that time intervals stabilize
and randomness disappears. In this case, traffic becomes
regular, predictable, and more periodic. In this scenario, Bea-
con packets were sent to the Router (IP=10.0.0.1) as HTTP
requests. In the experimental scenario of the study, T=60 s
was taken. Differento € {0.5,2, 5} values were tested, and the
effect of Beacon periodicity on network behavior was exam-
ined in detail. It should be noted that T = 60 s was selected as
the experimental test period because it corresponds to com-
monly observed C2 beaconing intervals reported in threat
intelligence literature (e.g., Cobalt Strike default: 60 s). The
detection method itself imposes no assumption on the value
of t: the CV-based filter and Isolation Forest operate on nor-
malized statistical features and will flag low-jitter periodic
flows at any base period.

3.3 Traffic generation mechanism and parameters

In this experimental study, a Python-based script was used
as the traffic generator. This Python-based script generates
web traffic by producing HTTP requests that mimic real
user behavior. The script operates using a depth-first recur-
sive traversal method without utilizing multiple threads. The
script initiates requests by randomly selecting one of 36 dif-
ferent websites, such as Wikipedia, Reddit, BBC, Medium,
and GitHub, in each run. The navigation depth of each ses-
sion is a randomly selected value and is set within the range
of depth (3, 10). The waiting time after each connection is
determined randomly with a uniform distribution between 5
and 120 seconds.

3.4 Feature extraction and statistical metrics

The success of beacon detection depends on the accurate
interpretation of time-based statistical features extracted
from network traffic. In this study, metadata-based fea-
ture extraction was performed for each connection flow
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using conn.log files generated by Zeek. Since the col-
lected data only contained connection-level information
(source IP, destination IP, destination port, protocol type,
and timestamp), the analysis was performed in a completely
payload-independent manner. This approach allows for the
examination of encrypted (HTTPS/TLS) traffic in critical
systems.

The selected features were determined from connection
logs generated by Zeek to reflect the fundamental behav-
ioral characteristics of network traffic. Connection duration,
packet and byte counts, along with protocol, service, and
connection state information, are widely used in the liter-
ature to detect abnormal communication patterns. The aim
of this study is to provide a compact feature set suitable for
load-free, interpretable, and real-time log analysis. Although
this specific set has been prioritized due to its balance of
efficiency and accuracy, the evaluation of alternative feature
combinations may be addressed in future studies.

The dataset is structured by grouping connections shar-
ing the same source—destination-port triplet under a group
G. Each group represents a specific communication chan-
nel (e.g., sequential connections made by a client to the same
server on a specific port). Time analysis performed on these
groups enables the statistical detection of periodic commu-
nication patterns observed in Beacon attacks.

For each group, the connection timestamps #; were sorted,
and the time differences At; between consecutive connec-
tions were calculated. The mean y, standard deviation (oy),
and coefficient of variation CV} values obtained from these
differences were used to quantitatively assess the degree of
periodicity in the traffic. In particular, low o and low CV;
values indicate that the traffic pattern has ceased to be ran-
dom and has begun to repeat in a deterministic manner. This
situation has been accepted as the most prominent indica-
tor of Beacon behavior. Furthermore, statistical metrics were
combined to distinguish between legitimate periodic heart-
beat or system monitoring traffic, which may be observed in
critical systems, and malicious Beacon behavior. These fea-
tures were then validated using a combined score (BScore)
and the unsupervised learning method Isolation Forest.

Throughout the experimental study, Zeek passively mon-
itored network traffic. It also recorded all connection logs to
the conn.log file. The data in this file were processed using
the pandas and NumPy libraries in the Python environment.
The recorded dataset is defined as shown in Eq. 9.

N
D = {(serpi,dStipiv dStP””i’ tl)}()ptl—zl (9)

In Eq. 9, srcip, denotes the source IP address of the con-
nection, dst;,, denotes the destination IP address, dst o+,
denotes the destination port number, #; denotes the con-
nection timestamp, and N denotes the total number of
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connections. The data has been grouped based on connec-
tions sharing the same source—destination-port triplet. That
is, a Gy group has been generated for each unique triplet
(srcipk, dstip,, dstpor,k).

k) (k k
Gr ={({". 1", ..., 1)) (10)

In Eq. 10, Gy represents each specific communication
channel (e.g., a client’s sequential connections to a specific
server). For each group, connection timestamps are arranged
in ascending order as shown in Eq. 11.

(k) (k) (k)
ty Sty <o Sty (1D

Then, the time difference between successive connections
is calculated as shown in Eq. 12.

(k) (k) k) -
At =tgoy —tgy =12, =1 (12)

The value in Eq. 12 represents the time elapsed between
one link and the next. In beacon behavior, these times are
expected to be approximately constant. Additionally, the fol-

lowing statistical metrics have been calculated for each Gy
group as shown in Eq. 13.

nip—1

> arp (13)

i=1

1
ne —1

MUk =

Equation 13 expresses the average inter-arrival time.
Inter-arrival time refers to the time difference between two
consecutive connections or packets in network traffic.

ni—1

1
— A - (14)

i=1

ng

Equation 14 expresses the standard deviation.

cv, =2k (15)
m

Equation 15 represents the coefficient of variation. Low
or and low CYV} values indicate that traffic has become
deterministic; thus, it points to beacon behavior. Therefore,
groups with C'V; < 0.2 were considered beacon candidates.
The threshold value can be adjusted according to the noise
level of the network environment and the normal behavior
profile of the system. In SCADA/ICS environments, legiti-
mate traffic sources such as sensor polling, RTU heartbeats,
and protocol keep-alive messages may also exhibit low CV
values, as they are inherently periodic by design. This is
precisely why the CV filter alone is insufficient and func-
tions only as a first-stage candidate selector: the subsequent
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Table 9 Feature extraction metrics and their interpretations

Symbol Definition Interpretation for beacon
detection
ti Connection timestamp Transmission time of
obtained from Zeek each connection
conn.log records
Atgk) Time between Indicates the inter-arrival
consecutive time of traffic
connections
Uk Average inter-arrival Average period; if close
time to the beacon period, it
becomes suspicious
Ok Standard deviation of Shows noise/jitter level
time intervals
CVy Coefficient of variation  Indicator of periodicity;
if low, beacon
likelihood increases
CVy — 0 Perfect periodicity Traffic is deterministic;
beacon detection is
easy
CViy > 0.5 Irregular traffic Similar to human traffic;

beacon likelihood is
low

Isolation Forest stage discriminates malicious beacons from
legitimate periodic signals by evaluating multi-dimensional
features including connection count, bytes transferred, flow
duration, and the combination of CV, p, and o in concert.
Flows flagged by CV but exhibiting feature profiles consis-
tent with known SCADA operational patterns are therefore
re-evaluated at the ML stage rather than immediately clas-
sified as malicious. Feature extraction metrics are given in
Table 9.

Note on contamination: scikit-learn’s IsolationForest uses
contamination to set the score threshold, not to fix the flagged
count. Applied to 37 connection groups (count > 5 filter),
contamination = 0.10 produced 3 flagged groups (1 TP, 2
FP). A sensitivity analysis across contamination € {0.01,
0.02, 0.05, 0.08,0.10, 0.15, 0.20} confirmed the beacon was
ranked first in all configurations.

3.5 The isolation forest algorithm and coefficient
of variation

Note: The ICS-specific features described in Sections 3.5.1
and 3.5.2 (Modbus/DNP3 function codes, FFT, KS test, 12-
feature scoring vector, expert-derived weights) constitute a
proposed design roadmap for future protocol-specific adap-
tation and were not experimentally evaluated in this study.
The experimental contribution is limited to the four core tim-
ing features (CV, W, o, connection count) evaluated in this
section.

The Isolation Forest (iForest) algorithm, originally pro-
posed by Fei Tony Liu, Kai Ming Ting, and Zhi-Hua in their
seminal 2008 paper presented at the IEEE International Con-
ference on Data Mining, stands as a robust unsupervised ML
method tailored for anomaly detection through the isolation
of outliers rather than explicit modeling of normal instances
[108]. This approach is grounded in the key observation that
anomalies are typically “few and different,” making them
easier to separate quickly through random partitioning of
features in high-dimensional data spaces.

In SCADA systems, where network traffic under nor-
mal conditions follows predictable and structured patterns,
iForest excels at detecting subtle irregularities that may sig-
nal cyberattacks, hardware failures, or operational issues.
The algorithm builds an ensemble of binary isolation trees
(iTrees), with each tree constructed by repeatedly choosing
a random feature (q) and a split value (p) uniformly selected
between the min and max values of (q) in the current data
subsample, until every point is isolated or a maximum tree
height is reached.

The anomaly score s(x, n) for an instance (x) in a dataset
of size (n) is computed from the average path length E (h(x))
across the ensemble, normalized against the expected path
length in a binary search tree using the formula s(x, n) =
2~ EG@)/ct) where c(n) = 2H(n — 1) — 2(n — 1)/n, and
H (i) is the harmonic number approximated as H (i) ~
In(i) + y (with y = 0.5772156649 being the Euler—
Mascheroni constant) [109, 110]. Score interpretation is
straightforward: values close to 1 indicate highly anoma-
lous instances (due to short isolation paths), scores below
0.5 suggest normal behavior (requiring longer paths), and
values around 0.5 denote ambiguous cases with no distinct
separation.

In the original paper, empirical results showed iForest out-
performing methods like one-class SVM and Local Outlier
Factor (LOF) on various datasets, while offering linearith-
mic time complexity O(¢ - v - logyr) where ¢ is the number
of trees and  is the subsample size—rendering it highly
efficient and scalable for real-time monitoring in SCADA
environments [108].

In this SCADA-tailored implementation, the iForest
model employed 100 isolation trees to achieve a power-
ful balance between ensemble robustness and computational
efficiency, in line with the original work’s recommendation
that 100 trees are typically sufficient for stable anomaly
scores across most applications [108]. The subsample size
was configured to min(256, nggmpies), and using the ‘auto’
setting, which leverage iForest’s demonstrated effectiveness
with smaller random subsamples to improve anomaly isola-
tion and reducing the risk of overfitting. The contamination
parameter was set to 0.10, which calibrates the decision score
threshold during training without deterministically fixing the
number of flagged groups, corresponding to an anticipated
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5% anomaly rate in SCADA traffic informed by historical
intrusion datasets [111]. Additionally, the maximum features
parameter was fixed at 1.0 to incorporate all engineered fea-
tures during the construction of each tree.

Feature engineering encompassed both temporal and sta-
tistical aspects. Inter-packet arrival times computed as At =
t; — t;_1. Other features were variance of these arrival times,
and overall flow duration. Packet size statistics including
mean, variance, and skewness. Throughput measures such
as bytes per second (BPS = Totalgyses! Flowpuration)
and packets per second. Protocol-specific elements cover-
ing Modbus, DNP3, and IEC 104 function codes. They also
included command-response ratios, and flag distributions.
Network-layer attributes like source—destination IP entropy,
port diversity, and TCP flag combinations. These selected
features are consistent with prior research on characterizing
SCADA traffic [112, 113]. The algorithm needs no distribu-
tional assumptions. It handles high-dimensional data well.
Its average complexity is O(nlogn). These qualities make it
a cornerstone for real-time anomaly detection in industrial
control networks [108, 114].

Complementing the ML approach, a domain-informed
heuristic method uses SCADA’s deterministic nature to build
behavioral baselines. It relies on temporal regularity, proto-
col adherence, and physical constraints for precise modeling
of normal behavior [115]. Temporal baselines are set as
BT (f) = us & 30:. These apply across hourly, daily, and
weekly cycles. The factor k=3 follows the empirical rule,
covering 99.7% of data [116]. Deviations are flagged when
|Vi — u¢] > 30;. Command sequences are checked using
a finite state machine FSM = (S, X, 4, s0, F). Invalid
transitions signal misuse or injection attacks [117]. Proto-
col rules confirm Modbus function codes (0x01 — 0x18).
They also verify register mapping, latency (10-1000 ms),
and transaction ID pairing. The anomaly score is H(f) =
0.25111m0a +0.30 sg0c +0.251 yi4 +0.201 p 00 It uses expert-
derived weights that sum to 1. Flows with H(f) > 0.5 are
flagged. This provides interpretable detection with low false
positives, complementing iForest [118].

The Coefficient of Variation (CV) serves as a scale-
invariant dispersion metric. It is defined as CV = o /pu,
but a modified form CV = o/(u+1) is used to ensure
numerical stability when the mean is near zero [119]. A
sliding window of 300 s with 60-s increments (80% over-
lap) computes (CVt(])) for features including inter-arrival time
(IATj = tj —t;_1), packet size distribution, request-response

latency (L = tresponse — frequest), and source connection
(s)
N vions .
frequency (CF; = —somedtions) Bagseline CV values were

established from 14 days of normal operation. Anomalies are
flagged when the observed C'V deviates from the baseline by
more than k - ocy, where k is chosen for 98-99% confidence
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[120]. An aggregate score (CVeore = Zi: 1% T)
incorporates importance weights («;). Thresholds a% cali-
brated as: S<2.0 (normal), 2.0<S<5.0 (suspicious), S>5.0
(anomalous). Temporal trends are monitored using differ-
ences (ACV; = CV{—CVy¢.). Values exceeding 3o provide
early warning, aligning with observed attack escalation pat-
terns [121].

Beacon detection targets periodic command-and-control
(C2) communications using autocorrelation (R(t) =
- L - 1= (xi = X)(xj+r — X)) on inter-connection intervals
(x; = tiy1 — t;), where significant peaks at lag (1)) indi-
cate periodicity [122]. Frequency-domain analysis via Fast
Fourier Transform yields (X(f) = lej;ol x[k]e2Mk/Ny The
power spectral density (PSD(f) = | X (f )|2) identifies dom-
inant beacon frequency (fp). Jitter-tolerant detection uses
interval CV (low: <10%, moderate: 10-30%, high: 30-50%),
payload consistency (Opayload = 1 — CVpayload), and destina-

tion focus (Dconsistency = AI/\L;:‘;:‘;S < 0.1). The likelihood score
(B = 0.41periodicity + 0.35Iconsistency + 0-251persistence) uses
ROC-calibrated thresholds: >0.75 (confirmed), 0.50-0.75
(suspected), <0.50 (normal). A whitelist exempts legitimate
polling traffic such as RTU heartbeat. A 12-feature vec-
tor is constructed and input to iForest for hybrid detection.
This vector includes mean and variance of inter-arrival times
(IAT), CV, maximum autocorrelation function (ACF), FFT
peak, payload mean/variance/entropy, number of unique des-
tinations, flow duration, burst ratio, and time-of-day entropy.
Statistical differentiation uses the Kolmogorov—Smirnov test
to compare observed distributions against null hypotheses
(uniform or exponential, typical for normal traffic). This
approach enables detection of non-human patterns even in
the presence of high jitter [123].

The hybrid detection process proposed in the flowchart
shown in Fig. 4 consists of several integrated steps directly
related to our methodology. First, the “Read conn.log” and
“Group by IP and port” steps represent the data acquisi-
tion and clustering phases where connections are organized
into unique Gj groups. Next, the “Calculate features” step
involves calculating statistical metrics such as mean range,
standard deviation, and coefficient of variation i, o, CV as
defined in Egs. 10, 11, and 12. Parallel processing branches
form the core of the algorithm. These parallel processing
branches: the “Heuristic analysis” path applies the discussed
CV < 0.2 threshold value for selecting low-jitter candidates;
the “ML-based detection” path performs anomaly scoring for
each group using the Isolation Forest algorithm. Finally, the
“Merge results” step combines the outputs of both methods
to ensure high-accuracy detection before the “Visualize and
report” stage.

Figure 4 illustrates the sequential steps of the proposed
hybrid signal detection method within the scope of the




Beaconing detection via timing-based flow metadata analysis: implications for SCADA/ICS

Page 17 0f33 161

Fig.4 Flowchart of the beacon
traffic detection algorithm based

on zeek metadata Read conn.log

|

i T
Load logs into DataFrame
L -
i l i
Sort by timestamp
L. -

|

Group by IP and Port

h 4
('
Feature Extraction
(mean_interval, CV, std_interval)
-

CV = threshold AND
connection count = min ?

Yes

¥

Candidate Beacon Trafiic

|

Isolation Forest
Anomaly Detection

|

Predict Anomaly Scores

¥

Final Beacon Detection
Results

~Ho—3

Mormal f Mon-Beacon Traffic

{Filtered Out)

@ Springer



161 Page 18 0f33

M.T.Yilmazetal.

experimental study. The process begins with reading Zeek
connection logs and extracting time-based statistical fea-
tures from grouped flows. First, a CV-based heuristic filter
is applied to identify low-latency periodic traffic candidates.
Only flows that satisfy the periodicity condition of CV <
threshold and minimum connection count are forwarded to
the Isolation Forest model for anomaly scoring. This phased
architecture narrows the analysis space by prioritizing sta-
tistically plausible low-jitter periodic candidates before final
anomaly scoring.

It employs a hybrid approach that integrates heuristic rules
with a ML method based on Isolation Forest. In the initial
stage, records from the conn.log file are sorted by times-
tamp. They are then grouped by source IP, destination IP, and
destination port. Each group corresponds to a distinct com-
munication channel. Connection interval differences At is
computed within these groups. Statistical measures, includ-
ing the mean ., standard deviation (o), and coefficient of
variation (CV) are derived from these intervals. Low CV val-
ues suggest highly periodic and regular timing in the traffic.
Therefore, it indicates possible Beacon behavior.

The algorithm operates as a two-stage integrated process.
In the Heuristic Filtering Stage, the CV threshold (CV < 0.2)
acts as a gating mechanism to isolate periodic traffic candi-
dates from the broader metadata stream. In the ML Validation
Stage, these candidates are then subjected to the Isolation
Forest model, which analyzes multi-dimensional features
to distinguish malicious beacons from legitimate periodic
signals (such as sensor heartbeats). This staged approach
ensures that the unsupervised model is focused on the most
relevant data subsets, preventing the ‘noise’ of random traffic
from diluting the anomaly scores.

3.5.1 Justification of the hybrid approach

The term “hybrid” in this study refers to the integration of
a domain-informed statistical heuristic (low-jitter periodic-
ity filtering via coefficient of variation thresholding) with an
unsupervised ML anomaly detector (Isolation Forest). This
combination goes beyond simply applying metadata to a stan-
dard algorithm; it synergistically leverages the strengths of
both paradigms to overcome specific challenges in beaconing
detection within encrypted SCADA/ICS traffic.

Conceptual  Justification:  Conceptual  Rationale:
SCADA/ICS environments contain signal attacks that
mimic normal patterns with low jitter, in addition to high
traffic. Statistical heuristic methods, such as independent
CV < 0.2 thresholding, provide high interpretability with
deterministic timing characteristics of signal-like com-
munication. However, their ability to model feature-rich
interactions in link metadata is limited. Unsupervised

@ Springer

models, such as Isolation Forest, can score anomalous
behavior in unlabeled data. However, without domain-based
pre-selection, they can be affected by the wide variability
of mixed traffic patterns. Previous studies also support
the use of periodicity-aware preprocessing before down-
stream anomaly detection [124]. For example, periodicity
detection has been defined as the first step in anomaly
detection processes. Here, threshold-based identification of
the dominant periodic structure has helped guide subsequent
analyses. Similarly, periodic traffic behavior has been used
before PCA-based anomaly detection to remove outliers
before final scoring. It has also been used to distinguish
CV-structured hidden timing behavior from normal traffic
in a more goal-oriented timing analysis environment. These
findings suggest that the coefficient of variation-based step
in the study is designed not as a separately optimized classi-
fier, but as an intuitive candidate selection mechanism that
prioritizes low-vibrational periodic flows before anomaly
scoring by Isolation Forest.

Conversely, standalone unsupervised ML models like Iso-
lation Forest excel at label-free anomaly isolation in noisy,
unlabeled data with linear time complexity O(nlogn), mak-
ing them suitable for large-scale industrial streams. Yet,
without domain priors, they may generate higher false pos-
itives in environments with inherent periodicity or require
extensive feature engineering to avoid overfitting to benign
patterns [124].

The hybrid design mitigates these limitations: the statis-
tical heuristic acts as an efficient, explainable pre-filter to
identify low-jitter periodic candidates (reducing input noise
and dimensionality), while Isolation Forest refines detection
by scoring anomalies across enriched features (e.g., CV, w,
0, connection counts, bytes transferred). This staged syn-
ergy enhances overall accuracy, lowers false alarm rates, and
ensures real-time applicability in resource-constrained ICS
settings, where labeled data is scarce and deep content inspec-
tion is infeasible due to encryption.

3.5.2 Rationale for using isolation forest

Isolation Forest (iForest) was selected as the core anomaly
detection component due to its alignment with the unique
constraints of beaconing detection in encrypted SCADA/ICS
traffic: content-independent analysis using only Zeek meta-
data, scarcity of labeled beacon examples, high-dimensional
features (e.g., timestamps, durations, bytes, CV,u,0), inher-
ent periodicity/noise in industrial flows, and the need for low
computational overhead in resource-constrained operational
technology (OT) environments.

iForest operates via random partitioning to isolate anoma-
lies efficiently, assuming anomalies are “few and different”
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and thus easier to separate with fewer splits. This yields
linear time complexity O(nlogn) for training and infer-
ence, high scalability to large datasets, robustness to high-
dimensional noise (minimal impact from irrelevant features),
and strong performance without requiring labeled anoma-
lies, ideal for unsupervised ICS scenarios where beacons
are rare and mimic normal periodic traffic. These proper-
ties are particularly relevant given the dataset characteristics
in this study: a 1:13 beacon-to-benign class ratio and a
compact low-dimensional feature space (CV, |, o, connec-
tion count) in which beacon flows are structurally isolated
but numerically scarce, conditions under which supervised
and sequential models are disadvantaged. Comparison to
Alternatives:

e One-Class SVM (OCSVM): OCSVM builds a bound-
ary around normal data in feature space, effective for
some anomaly tasks. However, it scales poorly (often
O(n?) or worse with kernels) on large/high-dimensional
network data, requires careful kernel/hyperparameter tun-
ing (e.g., RBF), and can suffer from high computational
cost and sensitivity to noise/outliers in periodic indus-
trial traffic. In preliminary tests on our dataset (added
to Results), OCSVM yielded ~89% accuracy but with
~2x longer inference time than iForest, making it less
suitable for real-time SCADA monitoring. Literature con-
firms these limitations in high-dim ICS/network anomaly
detection.

e Autoencoders (e.g., LSTM-Autoencoders): These neural
models learn compressed representations and flag high
reconstruction errors as anomalies, performing well on
sequential/time-series data. However, they demand signifi-
cant computational resources (GPU preferred for training),
larger normal datasets to avoid overfitting, and longer
training/inference times (~ 10x higher than iForest in our
comparisons). They also offer less inherent explainability
(e.g., no isolation path lengths). Our results show LSTM
(a related deep approach) at 91.89% accuracy—lower
than iForest’s 94.59%—with substantially higher resource
demands, limiting applicability in edge/OT ICS deploy-
ments.

e More Tailored Models for Industrial Traffic Anomalies
(e.g., time-series forecasting like ARIMA/Prophet, or
domain-specific hybrids): These focus on temporal pre-
diction but are less effective for metadata-based outlier
isolation in encrypted, non-sequential Zeek logs. They
often require assumptions about distributions or labeled
data and perform worse on subtle low-jitter beacons amid
periodic normal traffic. iForest’s ensemble random iso-
lation handles such variability robustly without strong
distributional priors.

3.6 Long short-term memory and random forest
algorithms

3.6.1 Long short-term memory

The Long Short-Term Memory (LSTM) network is a type
of recurrent (iterative) artificial neural network that has been
frequently used in recent years to model sequential data. Due
to its structural characteristics, it is extremely effective at
capturing long-term dependencies. Thanks to its specially
designed memory cell architecture, it can store information
for long periods and allows learned information to be used
in subsequent steps without being forgotten.

The LSTM architecture consists of recurrent sequential
units called memory blocks. These blocks consist of three
basic gates that control the flow of information: the input
gate, the output gate, and the forget gate. These gates between
cells regulate the entry of data into the cell, its exit from the
cell, and the level of preservation or deletion of information
within the cell. In an LSTM cell, the flow of information is
controlled via the forget gate, input gate, candidate cell state,
and output gate [125]. For each time step t, these components
are defined as follows:

ft = o(wflh(t — 1), xt] +bf)

it = o (wik[h(t — 1), xt]+ bi)

¢t = tanh(wex[h(t — lA), xt]+bc) (16)
ct = ftxc(t — 1) +itxct

ot = o(wox[h(t — 1), xt] + bo)
ht = otxtanh(ct)

This formula (Eq. 16) representation expresses the funda-
mental structure that enables LSTM to retain temporal depen-
dencies while forgetting unnecessary information. During
the iteration process, the input vector x; is generated based
on the model’s current state; then, the predicted output value
is calculated, and the next output vector 4, is obtained. This
cyclical structure allows past information to be blended with
current inputs. The forget gate plays a critical role in the sys-
tem’s adaptation to new states by resetting past information.

3.6.2 Random forest

The Random Forest (RF) algorithm is a powerful ML method
widely used in both classification and regression problems.
This model is based on an ensemble structure generated
by combining multiple decision trees. Each decision tree is
trained on randomly selected subsamples of the data and fea-
tures, thereby reducing the risk of overfitting and improving
the model’s generalization ability.

The RF model is based on the Classification and Regres-
sion Tree (CART) algorithm, which performs the best split
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within a randomly selected subset of all variables at each
node. Thus, each tree grows independently according to dif-
ferent data and variable combinations. The user specifies two
basic parameters at the beginning of the model: the number
of variables to be evaluated at each node (m) and the number
of trees to be generated (N).

Generally, selecting m=,/M (M = total number of vari-
ables) provides performance close to optimal results. Once
the training process is complete, the predictions obtained
from all N trees are combined using a voting (for classifi-
cation) or averaging (for regression) method, and the final
output is determined. This method increases the accuracy
and stability of the model by combining predictions from
multiple trees.

In the RF algorithm, the GINI index is commonly used as
the splitting criterion for classification. The GINI index is a
metric that measures class homogeneity and is expressed as
follows (Eq. 17):

f(Ci, T)\?
GINI(T) = 1 —Zf_l( ( T )> (17)

Here, T represents the training dataset, and C; indicates the
class to which the selected example belongs. The expression
f(C;,T)/ITl indicates the probability that a randomly selected
example belongs to class C;. As the GINI value increases,
class heterogeneity increases; a low GINI value indicates
high class homogeneity.

4 Experimental results

The experimental performance of the Beacon detection
method developed in this section has been examined in detail.
The experimental environment is set up in an isolated net-
work structure. It consists of a Victim VM, a Router, and
a Zeek server. Both web traffic mimicking human behavior
and periodic C2 Beacon traffic were generated simultane-
ously on the victim virtual machine. The generated traffic
was routed through the Router. It was then copied to the Zeek
server using the port mirroring method. The Zeek tool pas-
sively monitored the network traffic. Zeek recorded the data
it obtained in the conn.log file in a metadata format (source
IP, destination IP, destination port, protocol type, and times-
tamp). Thanks to this structure, the analysis process relies
solely on connection metadata without requiring access to
the contents of network packets. Therefore, it also allows for
the analysis of encrypted (HTTPS/TLS) traffic. This exper-
imental setup provides a basis for evaluating the controlled
operation and reproducibility of the proposed approach. It
should be noted that the experimental environment does not
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reflect the full variety and complexity of traffic in real indus-
trial networks. The results obtained should be interpreted
within the framework of controlled experimental validation.

A two-stage analysis was performed on the collected data.
In the first stage, the regularity of connection intervals was
measured using the statistical periodicity analysis (Coef-
ficient of Variation, CV) method. This approach ensures
that low-variance and deterministic (c—0) traffic patterns
reflecting Beacon behavior are distinguished from human-
like random traffic. In the second stage, data points obtained
from statistical characteristics ., o, CV, n were transferred to
ML algorithms. In this context, three different models were
evaluated comparatively: Isolation Forest (iForest), RF, and
LSTM.

Isolation Forest is an unsupervised learning-based
anomaly detection algorithm that identifies outlier groups in
network traffic based on the average path lengths of decision
trees. The Random Forest model, as a supervised classifi-
cation method, distinguishes between Beacon and normal
traffic. It provides a high accuracy rate but is limited in terms
of explainability. The LSTM model, on the other hand, is
a DL-based sequential model. Thanks to its ability to learn
time-dependent relationships, it can dynamically detect traf-
fic periodicity.

These three models were evaluated using the Accuracy
metric. Furthermore, the results obtained from the heuristic
analysis (CV-based method) were compared with the ML-
based results to analyze the level of consistency between
the two approaches. The experimental results show that the
developed method can detect Beacon traffic with high accu-
racy even in noisy environments. The findings obtained from
the experimental study are evaluated in detail with the help
of graphs, comparison tables, and technical observations.

The histogram in Figure 5 presents the distribution of the
coefficient of variation CV=c/p calculated for connection
groups. It quantitatively shows the level of temporal uncer-
tainty in network traffic. Upon examining the histogram, it is
observed that the distribution spans a wide range and that con-
nection groups with high variability specific to user behavior
are predominant. This confirms the expected random time
variance of natural web traffic generated in the experimental
environment.

On the other hand, certain connection groups clustered
below the CV <0.2 threshold exhibit low standard deviation
o and timing behavior close to the period mean pw=~60s.
This indicates low-jitter Beacon communication. The 0.2
threshold was selected based on its established use in net-
work traffic periodicity analysis literature [9, 49, 54], where
CV < 0.2 consistently demarcates low-entropy deterministic
flows from stochastic traffic. In the context of this experi-
ment, this threshold successfully separates low-jitter beacon
flows (CV values clustered between 0.01 and 0.08) from the
broad human-traffic distribution (CV values predominantly
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above 0.5), confirming its suitability for this SCADA-like
environment. The low o values observed in groups below this
threshold and the narrow tolerance band of | values centered
around the Beacon period ~59-61s clearly distinguish them
from human-generated traffic variance.

This result (Figure 5) demonstrates the suitability of the
CV method as a scale-invariant metric that enables the anal-
ysis of encrypted traffic in a content-independent manner.
Furthermore, the fact that these low CV segments produce
high anomaly scores in the subsequent Isolation Forest model
confirms that the intuitive statistical detection is consistent
with the ML-based approach. Thus, the histogram empir-
ically supports the effectiveness of the proposed approach,
which can reveal the attacker’s periodic signaling in a “noise-
tolerant” manner.

Figure 6 shows the distribution of sequential connection
time differences for the selected connection group. The his-
togram reveals that the vast majority of inter-arrival times are
concentrated in a narrow band of ~59-60s seconds. The fact
that the average value p=a59.75s is almost equal to the target
Beacon period (60s) and has a very low variance/standard
deviation (o) value confirms that the traffic is highly deter-
ministic and has low jitter.

As shown in Figure 6, the exhibited behavior is consistent
with the Beacon mechanism modeled in the study (T=60s,
jitter=N(0, 0); 0€{0.5,2,5}). It indicates periodic protocol
activity consistent with the CV<0.2 threshold. Unlike the
broad and random time distribution in human-generated web
traffic, this narrow clustering is the statistical signature of
the C2 Beacon pattern. The findings are supported by the
Isolation Forest model flagging the same traffic with a high
anomaly score in the next stage. This result demonstrates

the ability to detect periodic malicious communications at
an early stage, even in encrypted traffic, by working solely
on connection metadata (timestamp, IP, port).

As illustrated in Figure 7, the detected beacon flow
exhibits near-perfect temporal regularity. Figure 7 provides a
statistical characterization of the detected beacon flow from
complementary temporal perspectives. The inter-connection
intervals remain concentrated around the target 60-second
period, with a mean of 59.75 s, a standard deviation of 2.60 s,
and a low coefficient of variation (CV = 0.044). The box-plot
further shows that the detected beacon flow has substantially
lower interval variability than the other connection groups.
Additionally, the autocorrelation plot (panel d) shows no sta-
tistically significant serial correlation across lags (all values
remain within the 95% confidence bounds), which is consis-
tent with independent Gaussian jitter superimposed on the
fixed 60-second base period. These results indicate a strong
temporal regularity and low-jitter communication pattern,
supporting the effectiveness of the proposed CV-based bea-
con detection approach.

Figure 8 shows the time series generated based on the
sequential connection timestamps for the selected connection
group. In the graph, the connections repeat at a fixed inter-
val of approximately 60 seconds, and the minimal deviation
in the measured values (c—0) reveals a distinct low jitter
profile. This regularity is directly compatible with the Bea-
con mechanism defined in the experimental model (T=60s,
jitter~N(0,0)).

Peak points clustered within a narrow range in the time
series exhibit deterministic C2 signaling characteristics, con-
trary to the expected wide-variance, burst-based behavior in
random user traffic. The same traffic group demonstrated
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high periodicity by meeting the CV < 0.2 threshold and
was flagged with a high anomaly score by the Isolation For-
est model. This result proves that Beacon detection can be
performed with high accuracy even in encrypted streams
by working solely on timestamp metadata. Furthermore, the
low-jitter continuous callback mechanism is consistent with
the known behavioral signature of malware-based C2 ses-
sions.

Figure 9 shows the relationship between the average link
interval p calculated for each link group and the co-efficient
of variation (CV). The point colors represent the Isolation
Forest anomaly score, while the bubble size represents the
total number of links per group. The graph shows that groups
with low CV and an average time interval of ~60s, which
is a distinctive feature of Beacon traffic, are concentrated. It
also shows that these are marked by the model with a high
anomaly score.

The consistent identification of groups exhibiting low-
jitter deterministic signaling as anomalies by both the intu-
itive metric (CV<0.2) and Isolation Forest validates the
method’s ability to accurately classify periodic C2 traffic
based on metadata. This structure clearly differs from the
wide variance distribution expected in random user traffic.
It also demonstrates that genuine Beacon traffic is detected
first.

Figure 10 shows a radar chart comparing the anomaly
scores, periodicity degree (1-CV), proximity to the 60s ideal
period, number of connections, and data volume metrics of
the top five connection groups suspected of being Beacons,
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normalized for comparison. The flows with the widest radar
area in the graph stand out with low jitter (low CV) and a
fixed interval characteristic of ~60s seconds and are marked
with a high anomaly score by both intuitive analysis (CV <
0.2) and the Isolation Forest model. This structure confirms
that metadata-based time series features can consistently dis-
tinguish Beacon traffic in a multidimensional feature space.

Figure 11 shows the top 15 connection groups sorted by
the anomaly score generated by the Isolation Forest algo-
rithm for Beacon detection. The model prioritizes periodic
flows using only connection metadata (o, ., CV, number of
connections). Flows with low CV, narrow jitter band, and an
average connection interval of ~60 s are placed at the top
of the list. The fact that the actual Beacon flow is at the top
of the list confirms that the model successfully distinguishes
deterministic C2 signaling using its outlier isolation logic.
Several additional high-scoring candidates on the list exhibit
the slight false-positive effect expected in typical rare-event
anomaly detection structures. However, this does not disrupt
the detection hierarchy.

This result demonstrates that the Isolation Forest approach
can accurately capture periodic C2 behavior even in
encrypted network traffic. It also shows that it provides effec-
tive Beacon ranking without the need for complex supervised
models. To further validate the practical effectiveness of
this ranking mechanism, an operational simulation was con-
ducted based on the test results (as illustrated in Figure 11).
When all 551 network flows were ranked according to their
anomaly scores, the true Beacon signal (GT_BEACON) was
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Fig. 11 The top 15 link groups sorted by likelihood of abnormality; the true signal (GT_BEACON) shows the highest outlier score

consistently placed at the top position. This ensures that an
operator inspecting only the highest-ranked alert can imme-
diately identify the intrusion, effectively eliminating the need
to manually analyze 513 benign flows.

Furthermore, analysis of the 29 false positives revealed
that they originated from highly periodic background con-
nections targeting only five specific benign IP addresses.
By simulating a flow-based whitelisting strategy for these
known safe endpoints, the operational false positive rate was
successfully reduced to zero. Importantly, throughout this
process, the model maintained a Zero False Negative rate,
ensuring that no critical C2 beacon activity was missed.

To clarify the unit of analysis: the dataset con-
tains 37 distinct connection groups (unique src—dst—
port triples with >5 connections). Of these, one group
(192.168.84.128—~2.xx.81.128:80) constitutes the ground-
truth beacon. All performance metrics are reported at
the connection-group level. The 38 individual connections
flagged in Figure 11 belong to this single beacon group; thus,
n = 1 at the group level. The total observation period com-
prised 551 Zeek conn.log records records.

Statistical characterization of the detected beacon
flow (192.168.84.128—2.xx.81.128:80) across 37 inter-
connection intervals: mean = 59.75 s (o0 = 2.60 s, CV =
0.044), with 100% of intervals within [50, 70] s. A Kol-
mogorov—Smirnov test (KS = 0.138, p = 0.441) confirms
consistency with a narrow uniform distribution, reflecting

expected jitter (£5 s) behavior. The box-plot (Figure 7) shows
substantially narrower interval spread than the remaining 36
groups.

Table 10 presents an ablation study comparing three
detection configurations on 37 connection groups. All three
approaches achieve a detection rate of 1.00; however, they
differ in false positive rate and analytical utility. CV thresh-
olding alone (CV < 0.50) and the hybrid achieve identical
FPR (0.056), while Isolation Forest applied without a pre-
filter produces a marginally higher FPR (0.083). Critically,
CV thresholding alone provides no anomaly score or rank-
ing: it flags 3 groups without indicating priority order. The
Isolation Forest stage adds a continuous anomaly score, plac-
ing the GT beacon at rank 1 with a score of 1.00—enabling
an analyst to immediately focus on the highest-priority alert.
The hybrid configuration thus combines the FPR efficiency
of CV pre-filtering with the ranked, score-based output of
Isolation Forest, reducing analyst inspection workload by
91.9% (37 — 3 groups) while providing unambiguous alert
prioritization.

5 Discussion and model evaluation

In this study Isolation Forest, RF, and LSTM algorithms were
used to detect Beacon traffic. The study’s primary anomaly
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Table 10 Ablation study: CV Pre-filter versus isolation forest versus hybrid (37 connection groups, 1 GT beacon)

Approach Flagged Detection rate FPR Beacon rank Provides ranking Precision
CV Threshold Alone (CV < 0.50) 3 1.00 0.056 N/A No 0.33
Isolation forest alone (no pre-filter) 4 1.00 0.083 1st/ 37 Yes 0.25

Hybrid (CV pre-filter + IF) 3 1.00 0.056 Ist/37 Yes 0.33

detection mechanism is based on the Isolation Forest algo-
rithm. iForest has an unsupervised learning structure, low
computational complexity, and the ability to operate indepen-
dently of distribution assumptions. Thanks to these features,
it produces effective results in critical network environments
such as SCADA, which have low noise levels but contain
high-dimensional metadata [126]. The main advantage of
the proposed algorithm is that it evaluates anomalies based
on the principle of “easy isolation of outliers.” This feature
provides a significant advantage, particularly in detecting
non-obvious behaviors such as encrypted or periodic Bea-
cons [127]. This structure of iForest is of great importance
for developing early warning mechanisms, especially in crit-
ical infra-structure networks such as SCADA, where content
analysis is not permitted.

The results show that the proposed method is effective
in distinguishing low-jitter and regularly recurring Bea-
con communications because Beacon traffic has a narrower
variance range than user traffic. It also exhibits significant
temporal regularity. In the study, CV-based heuristic analy-
sis and Isolation Forest scores indicated the same connection
groups as high-risk. This agreement suggests that it offers an
interpretable and behavior-based detection logic.

Following a systematic review of the beaconing and
anomaly detection literature in SCADA/ICS networks,
LSTM and RF were selected as the primary comparators.
RF is among the most widely used supervised classifiers
for ICS intrusion detection due to its robustness under class
imbalance and feature importance transparency [20, 128].
LSTM is the most commonly adopted DL model for Beacon-
type C2 detection, owing to its ability to capture sequential
temporal patterns in periodic traffic [129, 130]. These two
models therefore represent the strongest and most represen-
tative approaches from the existing literature, covering both
supervised and DL paradigms.

All models were trained and evaluated on the same
dataset. The training/test ratio was fixed at 80-20%. The
random seed=42 value was used in the experimental study
for randomness control. RF produces fast results with low
computational cost. LSTM, on the other hand, modeled time
series patterns more successfully in exchange for higher pro-
cessing load.

According to the accuracy results obtained, the Isola-
tion Forest model showed the highest success with 94.59%.
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The LSTM model ranks second with an accuracy rate of
91.89%. The RF model remained at 86.49% accuracy (Table
11). iForest showed the most stable performance under low
noise conditions. LSTM captured time series patterns better
but incurred higher computational costs. RF produced faster
results but remained limited in terms of accuracy. The per-
formance gap between the three models can be attributed to
three principal factors specific to this experimental context:

(1) Class imbalance: The dataset contains 38 beacon sam-
ples and 513 benign samples at the raw connection level
(before grouping), representing an approximately 1:13
ratio. RF, as a supervised classifier, is sensitive to this
imbalance, even with class weighting, it tends to opti-
mize toward the majority class, explaining its relatively
lower accuracy of 86.49%. LSTM similarly suffers from
limited positive training examples, constraining its abil-
ity to generalize beacon patterns. Isolation Forest, being
entirely unsupervised, does not use class labels during
training and instead scores instances based on struc-
tural isolation depth, making it inherently robust to label
imbalance.

(2) Feature dimensionality and characteristics: The feature
set used in this study is compact, CV, w, o, and con-
nection count, and exhibits a clear structural separation
between beacon and benign flows in the CV-o space. Iso-
lation Forest’s random partitioning logic is well-suited
to such low-dimensional, structured anomaly detection
tasks, where outliers are few and geometrically separa-
ble. RF requires sufficient labeled examples per class
to learn reliable decision boundaries across this feature
space, which the small beacon class does not provide
adequately.

(3) Temporal dependency: LSTM was expected to exploit
sequential temporal patterns across connection times-
tamps. However, the beacon signal in this study is
modeled as a stationary periodic process with addi-
tive Gaussian jitter. The statistical features CV, p,
and o already capture this temporal structure as scalar
summaries per flow group. There is therefore limited
marginal benefit for the sequential modeling capability
of LSTM in this specific context, which explains why
LSTM (91.89%) improves modestly over RF (86.49%)
but does not surpass iForest (94.59%). In scenarios
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Table 11 Performance evaluation of the models used in the experimental study

Model Accuracy Precision Recall F1-Score Approach type Evaluation
Isolation 0.9459 0.33 1.00 0.50 Unsupervised/Anomaly Does not require labels, provides high
forest detection accuracy in low-noise environments
LSTM 0.9189 0.25 1.00 0.40 DL/Time series Learns temporal dependencies; has
high computational cost
RF 0.8649 0.17 1.00 0.28 Supervised Fast, low computational cost, but has
limited sensitivity
Confusion Matrix environments. It achieves a 100% detection rate in abnor-
mal flagging activities by successfully isolating the single
ground-truth beacon group without any false negatives. Of
= 30 the 36 benign connection groups, 34 were correctly clas-
" § (5.421% ) 25 sified, while 2 were flagged as false positives, resulting in
g § the following group-level results: Detection Rate (Recall) =
G 20 = 1.00, False Positive Rate = 0.056, Score-based ROC-AUC =
-_ S 1.00. Given n=1 positive at the group level, the precision—re-
© -15 o . . . _
S o call curve reduces to a single operating point (Recall = 1.00,
v 5 0 1 10 Precision = 0.33). The model ranked the true beacon first
< o (0.0%) (2.7%) among 37 connection groups, reducing analyst workload by
2 -5 91.9%.
The precision and F1-score metrics reflect the strict eval-
' ' -0 uation constraint of having a single ground-truth beacon
Normal Beacon

Predicted Class

Fig. 12 Confusion Matrix of the Isolation Forest model for beaconing
detection

involving non-stationary or multi-stage beaconing pat-
terns, LSTM’s sequential modeling capacity may offer
greater advantages.

As a result, Isolation Forest has been determined as the
base model for unsupervised anomaly detection. The RF and
LSTM algorithms were evaluated in the study as literature-
supported comparative approaches [131]. Thanks to this
tripartite model structure, the study was comprehensively
analyzed at both the statistical and temporal/sequential con-
nection pattern levels. The experimental findings obtained
demonstrate that the proposed method presents an applicable
and reliable framework for the development of Al-supported
early warning systems in critical infrastructure networks. The
results obtained in the experimental study are presented in
Table 11.

To provide a more rigorous scientific validation of the
proposed Isolation Forest model in the experimental study, a
comprehensive performance evaluation was conducted using
a confusion matrix and Receiver Operating Characteristic
(ROC) analysis. As shown in Figure 12, the confusion matrix
demonstrates the model’s exceptional sensitivity in critical

group (n=1). While the models demonstrate high accuracy
and a highly competitive False Positive Rate (e.g., 0.056
for IF), the mathematical presence of only one true posi-
tive inherently bounds the precision score. This trade-off is
a deliberate design choice, as the proposed approach pri-
oritizes a 100% detection rate (zero false negatives)—the
primary safety-critical requirement for early warning sys-
tems in ICS/SCADA environments.

The 2 false positive groups warrant specific analysis.
Examination of the misclassified benign groups reveals that
they originated from legitimate background traffic exhibiting
unusually high periodicity during the test period, specifi-
cally, simulated system-level connections with CV values
in the range of 0.08-0.18 and mean inter-arrival times
of approximately 55-65 seconds, closely resembling the
beacon signature. These flows represent the inherent over-
lap zone between deterministic legitimate SCADA traffic
(such as sensor polling and keep-alive signals) and mali-
cious C2 beaconing, which share statistical characteristics by
design. Importantly, the actual beacon flow ranked first in the
anomaly score list (Figure 12), confirming that the detection
hierarchy is not disrupted by the false positives. In a pro-
duction deployment, three practical mitigations can reduce
the operational impact of false alarms: (1) flow whitelist-
ing, known legitimate periodic sources such as specific
PLC IP, port pairs can be excluded from the candidate set
without modifying the model; (2) contamination parameter
tuning, the iForest contamination parameter (currently set to
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Fig. 13 ROC Curve and AUC analysis demonstrating the model’s sep-
arability performance

0.10) can be adjusted to reflect environment-specific prior
knowledge about beacon prevalence; and (3) ranked alert-
ing, deploying the system as a prioritized anomaly ranking
rather than a binary classifier, as demonstrated in Figure 12,
allows operators to investigate the top-N flagged flows rather
than responding to every alert individually.

Furthermore, the model’s discriminative power was quan-
tified using the ROC curve analysis shown in Figure 13. The
score-based ROC-AUC equals 1.00, reflecting that the GT
beacon received the highest anomaly score (1.00) among all
37 connection groups, guaranteeing its detection at any oper-
ating threshold. Operationally, the model reduced analyst
inspection workload from 37 groups to 3 (91.9% reduction)
while ranking the true beacon first in every evaluated con-
figuration. This high-performance level can be attributed to
the model’s ability to detect low jitter periodicity and tem-
poral risk patterns in encrypted SCADA communications.
By maintaining zero false negatives, it ensures that covert
command and control (C2) activities are not overlooked.
While the 5.6% false positive rate (2 false positives out of 36
benign groups) requires operational management, the zero
false negative rate is the primary safety-critical requirement
in ICS/SCADA threat detection, ensuring no actual beacon
activity is missed. It also fulfills a fundamental requirement
for early warning security systems in industrial control infras-
tructures.

These results should not be considered directly general-
izable to SCADA and ICS environments. The fact that the
study was conducted in a controlled experimental environ-
ment demonstrates the behavioral decomposition capability
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of the method. However, the variety of protocols in real
systems, network delays, differences in inter-device inter-
actions, and noise in the network can affect performance.
Therefore, the findings reveal the applicability and potential
of the proposed method. However, although the results are
strong, field-scale validation studies are necessary.

6 Limitations and future work

The method proposed in this study detects Beacon behav-
ior. The experimental evaluation was conducted exclusively
on self-generated traffic in an isolated SCADA-like envi-
ronment, and no public datasets were used. This constitutes
a significant limitation that constrains the generalizability
of the reported findings. The primary reason for this design
choice is the absence of publicly available datasets that simul-
taneously provide labeled Beacon/C2 traffic, Zeek-formatted
connection-level metadata, and a SCADA/ICS network con-
text. Datasets such as CIC-IDS-2017 and UNSW-NB15 con-
tain general network intrusion traffic but do not include Zeek
conn.log metadata or SCADA-specific beaconing behavior.
The Gas Pipeline and SWaT datasets focus on industrial pro-
cess measurements and control-layer anomalies rather than
network-level C2 beaconing patterns. It should also be noted
that self-generated traffic under controlled conditions is a
widely adopted methodology in the SCADA security litera-
ture due to the same data availability constraints, as evidenced
by several studies cited in Tables I and II. Nonetheless, vali-
dation on real-world SCADA environments and standardized
public datasets remains an essential next step.

However, in realistic advanced attack scenarios, attack-
ers may increase jitter or introduce random delays to evade
detection. Future studies plan to use adaptive thresholding.
The goal is to increase the robustness of adversarial behavior,
which exhibits contextual behavior suitable for multi-scale
time series.

The CV < 0.2 threshold was selected based on literature
precedent and validated within the experimental environment
of this study. However, in real-world SCADA deployments,
legitimate traffic sources may satisfy this threshold, increas-
ing the candidate set passed to the Isolation Forest stage.
The two-stage design mitigates this by relying on the ML
component to discriminate beacon flows from benign peri-
odic traffic using multi-dimensional features. Nonetheless,
the optimal threshold value will vary across industrial envi-
ronments depending on network noise levels, communication
protocols, and device polling frequencies. Future work will
investigate adaptive and environment-specific CV threshold
determination strategies, including ROC-based calibration
and dynamic threshold learning from baseline operational
traffic.
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The false positive rate of 5.6% observed in this study rep-
resents a known trade-off of unsupervised anomaly detection
in environments with inherent periodicity. In a production
SCADA system where each alert requires operator investi-
gation, this rate may generate an unacceptable number of
false alarms. The contamination parameter of the Isolation
Forest model, currently fixed at 0.10, directly controls this
trade-off and should be calibrated to the specific beacon
prevalence expectations of the target environment. Addition-
ally, a flow whitelisting mechanism for known legitimate
periodic sources, identifiable from baseline traffic profil-
ing, would substantially reduce operational false alarms
without retraining the model. Future work will investigate
systematic false positive reduction strategies including adap-
tive contamination tuning and operator-in-the-loop feedback
mechanisms.

Zeek contains data on timestamps in metadata. However,
in real network environments, timing, packet losses, varying
network delays, and time differences can affect calculations.
Standard deviation and CV determination can partially mit-
igate these processes. Future studies are planned to develop
noise-sensitive preprocessing techniques and analyses that
will eliminate timing errors.

The methods used in this study have relatively lower
resource consumption compared to DL models. The volume
of data flow in large-scale systems should not be over-
looked. Future studies are considering stream-based and
distributed architectures for streaming anomaly detection in
SCADA/ICS environments with high data volumes.

The comparative evaluation in this study is limited to
LSTM and RF as ML-based comparators. A standalone
evaluation of the CV thresholding stage as an independent
classifier was not conducted, as the CV filter was designed
exclusively as a pre-filtering component within the hybrid
pipeline rather than as an independent detection method.
Additionally, a quantitative A direct head-to-head compar-
ison against RITA and Zeek-native heuristics is planned
as future work, as it requires standardized multi-scenario
ground truth data. In this study, a simple threshold-based
baseline serves as a rule-based proxy for comparison (Table
10) due to differences in input format requirements and
deployment configurations. These constitute acknowledged
limitations of the current evaluation scope.

In future work, the proposed framework could incorpo-
rate richer contextual and cyber-physical information sources
into SCADA/ICS security analysis that accounts for seman-
tic inference and physical impact. This study has three key
limitations. First, the positive class comprises a single beacon
source at the connection-group level (n = 1), which restricts
generalizability. The detected flow is characterized in depth
(CV = 0.044; 100% of intervals within target window), but
multi-scenario validation with varying destinations, periods,
and jitter levels is required for broader claims and is reserved

for future work. Second, a direct benchmark against RITA
and Zeek-native heuristics was not conducted within this
study; this comparison requires standardized multi-scenario
ground truth and is planned as future work. Third, experi-
mental traffic used unencrypted HTTP; while the method’s
content-independence makes it directly applicable to TLS
channels, an explicit TLS-based validation would strengthen
the encryption-agnostic claim.

7 Conclusion

This study presents an effective method that combines time-
based metadata analysis and ML for detecting Beacon-based
covert communication in encrypted SCADA and ICS traf-
fic. Following a comprehensive literature review, algorithms
such as LSTM and Random Forest, frequently employed in
similar studies, were included for comparative evaluation.
Experimental findings show that Beacon streams with low
jitter values can be detected with high accuracy (Recall=1.00,
Precision=0.33, F1-Score=0.50) using CV analysis and the
Isolation Forest model. The proposed method is applicable
for real-time monitoring in SCADA and ICS systems due to
its lightweight structure, lack of need for content analysis,
label-free learning capability, and high accuracy. Further-
more, the study contributes significantly to the literature on
industrial network security through metadata-based Beacon
detection. The results obtained in this study indicate that
this approach can be integrated into advanced threat hunting
and anomaly detection systems in the future. The highest-
priority direction for future work is validation on real-world
SCADA/ICS testbeds and standardized public datasets, to
establish the generalizability of the proposed method across
diverse industrial network environments. Planned extensions
include a standalone evaluation of the CV thresholding stage
as an isolated baseline, a formal quantitative comparison
against dedicated beaconing detection tools such as RITA
and Zeek-native heuristics, and validation across diverse real-
world SCADA/ICS environments.
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