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Abstract: Android phones are widely recognised as the most popular mobile phone operating system.
Additionally, tasks like browsing the internet, taking pictures, making calls, and sending messages
may be completed with ease in daily life because of the functionality that Android phones offer. The
number of situations in which users are harmed by unauthorised access to data emerging from these
processes is growing daily. Because the Android operating system is open source and generated
applications are not thoroughly reviewed before being released onto the market, this scenario has
been the primary focus of hackers. Therefore, technologies to distinguish between malware and
benign Android applications are required. CNN-based techniques are proven to produce important
and successful outcomes when applied to Android malware detection on images. The CICMalDroid
2020 dataset, which is currently utilised in the literature, was used for this purpose. The features
of the apps in the dataset were obtained using the AndroPyTool tool, and faster analysis files of
17,089 Android applications were obtained using the parallel execution technique. Permissions,
intents, receivers, and services were used as static analysis features in this article. After these features
were obtained, as data preprocessing, the ones with a grand total equal to 1 for each feature in the
whole dataset were excluded in order to exclude the features that were specially created by the
applications themselves. For each of the features specified for each application, a comma-separated
text was obtained according to the usage status of the application. The BERT method was used to
digitise the pertinent texts in order to create a unique embedding vector for every feature. Following
the digitisation of the vectors, picture files were produced based on the length of each feature. To
create a single image file, these image files were combined side by side. Finally, these image files were
classified with CNNs. Experimental results were obtained by applying CNNs to the dataset used in
the study. As a result of the experiments, a CNN with two outputs provided the highest performance
with an accuracy of 91%, an Fl-score of 89%, a Recall of 90%, and a Precision of 91%.

Keywords: Android; CNN; Android malware; BERT; deep learning; machine learning; Android
security; static analysis

1. Introduction

One of the goals of Android is to create an open and secure platform for mobile devices
and various other device form factors while allowing users to install applications from
different sources [1]. As mentioned here, Android is open source and users can install
apps from different stores other than the official app store. Furthermore, according to the
statistics released by Statista, Android has the highest usage in the world with a market
share of 70.1% while the Apple iOS operating system reported a market share of 29.2% in
the fourth quarter of 2023 [2]. Due to the fact that Android is the most popular mobile
operating system worldwide and for the reasons mentioned above, malicious applications
are created with the intention of accessing user data or causing harm to people who use
Android applications. Consequently, Google is also implementing security steps to prevent
such malicious applications and lessen their effect on users. According to the information
on the Google developer website, Google Play Protect is a tool that was created in 2017 and
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is used to scan 125 billion applications every day. This tool enables Google to react swiftly
to threats and limit the number of devices and users that are impacted by them [3]. This
program did not have a real-time scanning feature before last year; thus, customers could
not always analyse the application they planned to install. Google Security blog revealed
that real-time app detection would be included in Google Play Protect in October 2023 [4].
In addition, as malware developers develop new methods and improvements to overcome
these obstacles, these tools may also be insufficient. As a result, more potent and dynamic
techniques for Android malware detection must be developed.

Android malware applications pose many risks for users. These risks generally include
the seizure of users’ personal data; financial losses; and the theft of usernames, passwords,
and similar information. Furthermore, Android malware poses various security problems
for self-driving vehicles [5]. The Financial Threats Report for 2023 by Kaspersky reveals
significant increases in mobile banking malware and cryptocurrency-related phishing [6].
In light of these data, it is extremely important to develop strong and effective systems for
detecting Android malware in order to protect users from these risks.

Different methods have been developed in the literature on Android malware detec-
tion and are available to users. There are three Android malware detection methods in
the literature: static, dynamic, and hybrid [7-11]. In static analysis, features are extracted
by unpacking or disassembling applications [12-14]. Static analysis is a behaviour-based
approach to Android malware detection that extracts static features of Android applica-
tions without running them on an emulator or on a real device [15-17]. In this method, the
features of Android applications are obtained by reverse engineering the .apk file [18-21].
Detection methods based on static analysis are further divided into several categories,
including visualisation/bytecode sequence properties, permissions, opcode sequences, API
calls, inter-component communication (ICC), class.dex files, and mixed static properties [9].
Dynamic analysis mainly studies the runtime behaviour of applications [11,13,16,22]. Dy-
namic analysis monitors the behaviour of applications (i.e., memory usage, network access,
dynamic taint, etc.) and the effects of the application on this isolated environment [23-26].
Researchers often choose system calls, API calls, and network traffic as dynamic fea-
tures [10]. Hybrid analysis utilises a combination of dynamic and static methods [7,10,13].
Static analysis methods often use permissions and API call features, while dynamic/hybrid
analysis methods often use permissions, API calls, intents, and system calls, and rarely use
CPU/memory /battery consumption data, META-INF, certificates, and HTTP streams [9].
A comparison of the pros and cons of static and dynamic analysis methods is shown in
Table 1.

Table 1. Advantages and disadvantages of static and dynamic analysis methods.

Analysis Method Advantages Disadvantages
Static analysis is ineffective as many malicious applications
Fast scanning and control of malicious applications [27]. use a range of deformation technologies such as bytecode
encryption, reflection, and local code execution [27].
Static No need to tune execution environments and relatively low The signature database is limited and unable to detect
computational load for static analysis [28]. zero-day malware [29].
Complete code coverage [30].
Ability to reveal errors that do not manifest themselves [31].
- - . It requires a lot of effort to build the environment and the
Detect malicious applications that use some obfuscation . -
. . . code coverage may be insulfficient to safely analyse
techniques such as code encryption or packaging [28].
Dynamic malware [30]

Monitor the behaviour of malware in real time and identify
malware types more accurately [32]

It requires high automation and real time and requires
more time and memory resources [33].

The contributions of the proposed study can be summarised as follows:
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e  Presenting a CNN model and image-based approach for Android malware analysis
based on the values determined with hyperparameter optimisation in the classifica-
tion model.

Performing classification and learning operations on the current dataset.
Using BERT as a text classification algorithm for numerical representation of textual
features to generate images.

e  Using the image of each feature side by side as a single image file to effectively detect
Android malware.

This study has five sections. The remainder of this paper is structured as follows:
The second section provides an overview of studies that leverage deep learning and
machine learning-based artificial intelligence approaches for Android malware analysis,
with a focus on the generation and presentation of the images of features in these studies.
In the third section, we delve into the materials and methods employed in the process
of analysing Android malware, elaborating on the techniques used and the performance
metrics selected to gauge the effectiveness of these methods. The fourth section presents the
experimental results obtained from the various models used in our analysis, accompanied
by a comprehensive discussion of these findings. Finally, in the last section of this paper,
we offer general evaluations and insights derived from the results presented, highlighting
the implications and potential future directions in the field of Android malware analysis.

2. Related Studies

There are many studies in the literature on Android malware analysis and detection.
As in the work we present under the title of this section, studies that generate images from
features and then apply ML algorithms and deep learning algorithms will be discussed.

There are studies that only read the .apk file as binary and generate an image file.
In Mercaldo and Santone’s study, they created a grayscale image file using a vector of
8-bit values obtained by reading .apk files [34]. Five different traditional machine learning
approaches based on decision trees were compared using a deep neural network classifier
as a classification algorithm [34]. The algorithms used are J48, Random Forest, Random
Tree, Bayesian Network, and AdaBoost [34]. The deep neural network classifier showed
the best results with an Accuracy of 0.918, Precision of 0.859, Recall of 0.878, and F-Measure
of 0.875 obtained when the number of hidden states was 10 [34]. Kural et al. produced
a grayscale image file using the above-mentioned method and a CNN method was used
for the classification and the results obtained an Accuracy of 94.13% [35]. In Nazir et al., a
grayscale image file was created using this method and the results obtained an Accuracy
of 90% via classification with a CNN [36]. Al-Fawa'reh et al. created a grayscale image
file by applying this method in their study, and the results of the classification process
with a CNN were obtained with an Accuracy of 95.9% with an unbalanced dataset [37]. In
the study by Khan, Kumar, and Tripathi, a grayscale image is generated using the above
model and four different types of algorithms are used to extract local features as Scale-
invariant feature transform (SIFT), Speeded-up robust features (SURF), Oriented FAST,
and Rotated BRIEF (ORB). The AdaBoost, K-Nearest Neighbours (KNN), Support Vector
Machine (SVM), and Random Forest (RF) machine learning models were used to classify
the local features extracted from greyscale images and an Accuracy of 96.86% was obtained
with AdaBoost [38].

In the literature, there are studies in which the DEX file contained in the .apk file
is obtained, then these files are read in binary, an image file is created, and the image
files are used as input and classified. Fang et al. used the file section features in the DEX
file in their study. After the DEX file is extracted, the DEX file is divided into sections
by parsing the header part of the DEX files [39]. The section information was used to
convert the DEX files into RGB images and plain text files, respectively [39]. Finally, a
Feature Fusion algorithm based on multiple kernel learning is used for classification. The
KNN, SVM, and RF algorithms were also used for comparison [39]. A Precision of 0.96,
a Recall of 0.96, and an F1-score of 0.96 were obtained with the multiple kernel learning
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algorithm [39]. Xiao and Yang read DEX files and the image file to be created was in an RGB
format [40]. The generated image files were classified using the CNN algorithm and the
results were obtained with an Accuracy of 93%, a Precision of 93.6%, a Recall of 94.4%, an
F-Measure of 94%, and an FPR of 9.7% [40]. Huang and Kao decompressed the applications
and obtained the class.dex file and read these files as byte code [41]. The created images
were transferred to the CNN model and a classification was performed; the results were
obtained with a Detection Rate/False Positive of 96/9% and an Accuracy of 93% [41].
Mitsuhashi and Shinagawa developed a tool to convert malware files into images [42].
This tool is designed to accept Portable Executable (PE) format files for Windows malware
and Dalvik Executable (DEX) format files for Android malware [42]. The developed tool
checks the header information of the file to determine the file format and converts the
binary data of the file into a greyscale image with 256 shades per pixel and classification
with CNN [42]. The classification performance with an Accuracy of 93.65% and an F-score
of 90.55% was obtained [42]. Alam and Demir extracted DEX files from the .apk file and
stored the extracted DEX byte codes in a vector space of 8-bit unsigned integers [43]. The
Gabor filter was applied to the resulting image file and the image features were obtained to
find the similarities between the images [43]. Recursive Feature Elimination was applied
to improve the accuracy of the classification and three different algorithms: Naive Bayes,
AdaBoost, and linear SVM [43]. Naive Bayes had the best performance with an Accuracy of
99.43% [43]. Ding et al. created a greyscale image file using the classes.dex file in the .apk
file [44]. The generated image files were classified using a CNN, and an Accuracy of 95.1%,
TPR of 94.1%, and FPR of 0.7% were obtained [44]. In the Daoudi et al. study, DEX files are
read in binary and converted into a greyscale “vector” image by considering each byte as
an 8-bit pixel [45]. Image files are used as input for classification with CNNs and the results
obtained had an Accuracy of 0.97, Precision of 0.97, Recall of 0.95, and F1-score of 0.96 [45].

In Bakour and Unver, Android Manifest, Classes.dex, and .arsc files are read in binary
and then converted into a 2D greyscale image file using the generated matrix [46]. In this
study, the image was created with four different combinations: Manifest.xml; DEX files;
Manifest and Resources.arsc; and Manifest, Resources.arsc, and DEX [46]. The created
image files were classified with a CNN and reached a 98.96% Accuracy [46].

Khoa et al. obtained Permissions, Opcodes, API calls, System commands, activities,
services, receivers, package names, and flowdroid properties using the AndroPyTool [47,48]
tool [49]. Each integer value is converted to the corresponding binary value for the proper-
ties obtained [49]. Since the values of the properties can vary, in order to match a pixel in
the image, it is ensured that they are only in the range of 0 to 255 [49]. The 8-bit elements
are then concatenated into a single-bit array of length one array [49]. To simplify the
image transformation process, a square RGB image was obtained to represent an Android
application [49]. Finally, with the image files used as the input to 19 different CNN models,
the highest scores were obtained with mobilenet_v2 with SGD optimisation algorithm with
a Precision of 0.978, Recall of 0.981, F1 score of 0.979, and Accuracy of 0.99 [49].

Singh et al. created a greyscale image file by reading classes.dex, resource, manifest,
and certificate files in binary and then extracted the handmade features from the image
sections using Gray Level Co-occurrence Matrix-based (GLCM), Global Image deScripTor
(GIST), and Local Binary Pattern (LBP) algorithms [50]. The extracted features are classified
using machine learning algorithms such as K-Nearest Neighbours, Support Vector Ma-
chines, and Random Forests [50]. In the second stage, the handmade features are combined
with CNN features to form the Feature Fusion strategy [50]. According to the results
obtained using the Feature Fusion strategy, the accuracy of the Feature Fusion-SVM model
using the combination of certificate and Android Manifest (certificate Android manifest)
was 93.24% [50].

In the Zegzhda et al. study, .apk files were reverse-engineered to obtain .smali files,
and then a list of individual APIs and protection level representations of the APIs was
created [51]. An API sequence was created for each application according to API lists [51].
The APIs in these API sequences were mapped according to their protection level codes and
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finally, an RGB image file was created [51]. Image files were input into CNNss, classification
was performed, and the Accuracy obtained was 92.84 [51]. In this study, instead of reading
the files in binary, the textual features obtained are digitised and an image file is created [51].

Darwaish and Nait-Abdesselam extracted permissions, activities, intents, services,
providers, and receiver properties from the AndroidManifest.xml file using the .apk file
Androguard [52] tool, as well as API calls, unique opcode sequences, and protected string
properties [53]. Each character of all extracted application properties was converted into
pixel values using ASCII code and filtering was performed with the help of a predefined
dictionary [53]. In creating the RGB image file, the information was obtained as a result
of the conversion of API calls and unique opcode sequences from the DEX file in the red
channel; all suspected permissions and application components were extracted for values
in the green channel, and the conversions of protected strings, suspected permissions, app
components, and API calls in the blue channel were used [53]. The generated RGB image
file was classified with a CNN and an Accuracy of 99.37% was obtained [53].

In Lan et al.’s study, API calls in the class.dex files were obtained using the Andro-
guard [52] tool [54]. These API calls were summed by adding the ASCII value of each
character, and the resulting value was modulo 256 to obtain the pixel value in the range of
0-255 [54]. At the end of the conversion, the pixel values of the standard API calls were set
to the red channel, the suspicious and risky API calls were set to the blue channel, and each
pixel value was set to 0 for the green channel to obtain an RGB image [54]. All suspicious
and risky Android API calls were identified using a dictionary created based on various
studies and datasets [54]. After the images were obtained, the random resizing layer resized
the input image to a random size and the random padding layer filled the surroundings of
the resized image with random zeros to increase the success of the developed model [54].
After this step, the classification process was performed using the autoencoder algorithm
and an Accuracy of 96% was obtained [54].

Wang et al. obtained the API call sequences in the smali file using the Apktool [55]

”oou 7 ”

tool [56]. Each *.smali file contained “.class”, “.super”, “.implements”, and “.invoke
related identifiers and object class, super class, interface, and API calls [56]. In this way, all
internal function elements of the applications were obtained [56]. A feature database for
the system APIs was created and used as a basis for the next feature sequence analysis and
visualisation, which contains a total of 50,998 methods in 5858 Android API classes from
level 1 to 30, with a fixed colour value setting for each system method [56]. The Depth-first
search algorithm was used to generate a system-level API call sequence for all internal
function call methods in the application one by one [56]. Their system obtained an accuracy
of 98.9% and a robustness coefficient of 91.7% with the CNN and CGAN algorithms [56].

Zhao and Qian obtained RGB image files using Opcodes for the R channel, sensitive
API packages for the G channel, and risky API functions for the B channel [57]. The
Android operating system has a total of 255 Opcodes, which are encoded between 0x00
and OxFF according to different functions [57]. By converting the hexadecimal value of
the Opcode (in Android OS) to a decimal value, the R channel was digitised by matching
pixels [57]. In order to extract API call features, it was divided into 58 classes according
to their packages, with 18 classes (user privacy or device hardware such as camera and
microphone) belonging to the high-risk level [57]. When this is reduced to the method
level, they found that there are 41 high-risk methods [57]. After the image file was obtained,
classification was performed with the CNN model and an Accuracy of 0.9067, Precision of
0.9336, and F1-score of 0.9356 were obtained [57].

Studies on detecting Android malware applications have been examined in the lit-
erature, and it has been observed that the CNN method is the most used method for
classification among the studies examined. It has also been observed that machine learning
algorithms such as Random Forest, Random Tree, J48, Naive Bayes, AdaBoost, KNN, and
SVM were used in the studies. In studies in the literature, it has been observed that the
static analysis method is generally used when obtaining images from features. The success
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rates of the reviewed studies and this study in detecting Android malware are listed in n
Section 4.2. In this way, a general review and comparison of the studies was provided.

3. Materials and Methods

In this section, general information about the dataset used in our study will be given.
Then, the stages of the system developed for Android malware detection will be explained
in detail. In the data processing phase, feature extraction operations, and in the data
evaluation phase, classification operations and the method used will be explained in detail.
The topics in this section are summarised in Figure 1.
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Figure 1. Organisational chart of the Materials and Methods section.

3.1. Dataset

The use of datasets has an important place in the studies conducted in the literature.
When the studies conducted in the literature are examined, the Drebin [58] dataset was
used in the [38,42,44-46,50] studies; the Malgenome [21] dataset was used in the [43,46]
studies; the AMD [59] dataset was used in the [34,35,39,40,51] studies; the Androzoo [60]
dataset was used in the [45,53,54] studies; the CIC-AndMal2017 [61] dataset was used in
the [62] study; and the CICMalDroid 2020 [63,64] dataset was used in the [49,62] studies.
In this study, the CICMalDroid 2020 [63,64] dataset was used. The main reason for using
this dataset is that it has more up-to-date applications than other datasets. There are
17,341 applications in this dataset, and it consists of Adware, Banking, SMS, Riskware, and
Benign categories.

3.2. Proposed Methodology for Android Malware Detection

The schematic of the proposed research methodology for Android malware detection
is shown in Figure 2.

The proposed approach aims to provide a fast, dynamic and effective solution to
Android malware detection by applying deep learning using static analysis features. In
the extraction of static features, permissions, intents, receivers, and service features of
each application are obtained using the AndroPyTool tool [47,48]. After these features are
obtained, the embedding vectors of each feature are created using the BERT algorithm and
image files are obtained using these vectors. The image files used with the CNN algorithm
and the classification process are then performed. Additionally, the workflow steps of the
developed system are shown in Figure 3.
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Figure 2. The architecture of the developed system.
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-

CNN Model Creating

v

Results

Figure 3. The workflow of the developed system.

As can be seen in Figure 3, the related methodology consists of 4 main stages: data
preprocessing, image file creation, classification, and performance metrics for Android
malware detection.

3.2.1. Data Preprocessing

In this process step, the features of Android applications are extracted using the
AndroPyTool tool [47,48] of the applications in the dataset. AndroPyTool tool is a powerful
framework for the automated extraction of static and dynamic features from Android
applications. It integrates several well-known Android app analysis tools, such as DroidBox,
FlowDroid, Strace, AndroGuard, and VirusTotal. Static features offer insights into the app’s
structure, permissions, components, and other characteristics without the need to execute
the app. In this step, in order to run the AndroPyTool tool [47,48], the version of the
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Docker application belonging to the Microsoft operating system installed on the computer
is used. By running the “docker pull alexmyg/andropytool” command in the Docker
application, the image of the AndroPyTool tool [47,48] is loaded via the Docker hub. In
order to extract static analysis features with the AndroPyTool tool [47,48], the features are
obtained by running the command “docker run --volume=D:\DATASET\ Adware:/apks
--cpus 2 --memory 4000 m --rm --name androPyToolAdwarealexmyg/andropytool -all
-s/apks”. In this command, --volume=D:\DATASET\ Adware:/apks shows the location of
the apk files. In addition, --cpus 2 --memory 4000 m commands are set as cpu 2 units and
ram as 4 gb. These settings may vary depending on the computer being run. Docker images
were run in parallel to finalise the analysis of applications more quickly. Apart from this,
no parameter changes were made in AndroPyTool [47,48]. While these commands were
running, it was observed that sometimes, errors were received during the static analysis of
applications with the Androguard [52] tool. In these cases, the application causing the error
was found and excluded and the relevant command was run again. Therefore, the number
of applications in the dataset initially decreased from 17,341 to 15,725. In the Features_files
folder, information about the static and dynamic features of each application was in a json
format. The json file example is shown in Figure 4.

1

a60a95£92590c2dad722ad2ae97b331d955 . apk”,

agSchbidbaf

a 5£9290c2dad722ad2ae97b331d955"
1fSc2fad€s2£9£0

=": "com.androidemu.harvemario”,

": "com.androidemu.harvemario.MainActivity",

Figure 4. Example of json files in the feature files folder.

The analysis files created separately for Adware, Banking, Benign, Riskware, and SMS
were arranged as a single analysis file with the code developed in Python language. The
file size is approximately 8 GB and each line in this file contains static and dynamic features
and category information for each application. It consists of 23 columns in total, these are
APK_ID, Pre_static_analysis_Filename, Pre_static_analysis_md5, Pre_static_analysis_sha256,
Pre_static_analysis_shal, Pre_static_analysis_VT_positives, Static_analysis_Package name,
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Static_analysis_Permissions, Static_analysis_Opcodes, Static_analysis_Main activity, Static
_analysis_System commands, Static_analysis_Intents, Static_analysis_Activities, Static
_analysis_Services, Static_analysis_Receivers, Static_analysis_FlowDroid, Dynamic_analysis
_DroidboxVirusTotal, Dynamic_analysis_Strace, and category.

In this study, permissions, intents, receivers, and services were used as static features.
These features (permissions, intents, services, and receivers) were chosen because they are
the most used for static analysis in studies in the literature. According to the analysis for
permissions, the number of unique permissions was found to be 3489, while the number
of permissions used more than once (Count > 1) was found to be 809 different permission
features. In addition, 7 empty permissions were detected, and these were deleted as
a result of the analysis. Table 2 shows the 10 most used permissions by benign and
malicious applications.

Table 2. The 10 most used permissions.

The 10 Most Used Permissions in Benign Applications

The 10 Most Used Permissions in Malware Applications

android.permission.INTERNET
android.permission. ACCESS_NETWORK_STATE
android.permission. WRITE_EXTERNAL_STORAGE
android.permission. WAKE_LOCK
com.google.android.c2dm.permission. RECEIVE
android.permission. ACCESS_WIFI_STATE
android.permission.VIBRATE
android.permission.GET_ACCOUNTS

com.android.vending.BILLING

android.permission.READ_PHONE_STATE

android.permission.INTERNET
android.permission. WRITE_EXTERNAL_STORAGE
android.permission.READ_PHONE_STATE
android.permission. ACCESS_NETWORK_STATE
android.permission.SEND_SMS
android.permission.RECEIVE_SMS
android.permission.READ_SMS
android.permission. ACCESS_WIFI_STATE
android.permission.CHANGE_WIFI_STATE
android.permission. ACCESS_COARSE_LOCATION

As can be seen in Table 2, android.permission.INTERNET and android.permission.
ACCESS_NETWORK_STATE are in the top 2 in both benign and malicious applications.
Also, malicious applications tend to use android.permission.SEND_SMS, android.permission.
RECEIVE_SMS, and android.permission.READ_SMS permissions related to SMS. Accord-
ing to the number of permissions used more than once (Count > 1), the text is obtained
for each application by printing the permissions used by the applications one by one with
commas. In the analysis of intents, the number of unique intents is 10,896 and the number
of intents used more than once (Count > 1) is 2512. Seven empty ones were detected and
deleted as a result of the analysis. Table 3 shows the 10 most used intents by benign and
malicious applications.

Table 3. The 10 most used intents.

The 10 Most Used Intents in Benign Applications  The 10 Most Used Intents in Malware Applications

android.intent.action. MAIN android.intent.action. MAIN

com.google.android.c2dm.intent. RECEIVE
android.intent.action.VIEW
com.android.vending. INSTALL_REFERRER
com.google.android.c2dm.intent. REGISTRATION
android.intent.action.BOOT_COMPLETED
com.google.android.gms.measurement. UPLOAD
android.appwidget.action. APPWIDGET_UPDATE
android.net.conn. CONNECTIVITY_CHANGE
com.google.firebase INSTANCE_ID_EVENT

android.intent.action.BOOT_COMPLETED
android.provider.Telephony.SMS_RECEIVED
android.net.conn. CONNECTIVITY_CHANGE
android.intent.action.USER_PRESENT
android.intent.action.SCREEN_ON
android.net.wifi.STATE_CHANGE
android.intent.action.BATTERY_CHANGED
android.intent.action.DATA_SMS_RECEIVED
android.intent.action. PACKAGE_ADDED

As can be seen in Table 3, the intent android.intent.intent.action.MAIN is in the first

place for both the benign and malicious applications. In addition, as in permissions,
it was found that intent information related to SMS was used in malware applications.
According to the number of intents used more than once (Count > 1), the intents used by
the applications are printed one by one with a comma and the text is obtained for each
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application. According to the analysis of services, the number of unique services is 15,573
and the number of services used more than once (Count > 1) is 3474. Table 4 shows the
10 most used services by benign and malicious applications.

Table 4. The 10 most used services.

The 10 Most Used Services in Benign Applications The 10 Most Used Services in Malware Applications

com.google.android.gms.measurement. AppMeasurementService com.pay.sdk.msg.PayService
com.google.android.gms.analytics.CampaignTrackingService com.pay.sdk.msg.PayListenerService
com.google.firebase.iid.FirebaselnstanceldService com.ast.sdk.server.ServerM

com.google.android.gms.auth.api.signin.RevocationBoundService com.software.application.C2DMReceiver

com.google.android.gms.analytics. AnalyticsService com.b.ht.IDD

com.google.firebase. messaging.FirebaseMessagingService com.b.htJAA
com.parse.PushService com.door.pay.sdk.sms.SmsService
com.google.firebase.crash.internal.service FirebaseCrashReceiverService com.wyzf.service.InitService
com.google.firebase.crash.internal.service.FirebaseCrashSenderService com.mj.jar.pay.SmsServices
com.digits.sdk.android.ContactsUploadService com.mj.sms.service.InitService

According to the number of services used more than once (Count > 1), the services
used by the applications are printed one by one with commas and the text is obtained for
each application. According to the analysis of receivers, the number of unique receivers
is 14,691 and the number of receivers used more than once (Count > 1) is 3656. Thirty-
nine empty values were deleted. Table 5 shows the top 10 receivers used by benign and
malicious applications.

Table 5. The 10 most used receivers.

The 10 Most Used Receivers in Benign Applications The 10 Most Used Receivers in Malware Applications
com.google.android.gms.measurement. AppMeasurementReceiver com.google.android.c2dm.C2DMBroadcastReceiver
com.google.firebase.iid.FirebaselnstanceldInternalReceivercom.google. com.ast.sdk.receiver.ReceiverM

firebase.iid.FirebaseInstanceldReceiver com.software.application.Notificator
com.google.android.gms.gcm.GemReceiver com.software.application.SmsReceiver
com.google.android.gms.analytics.CampaignTrackingReceiver com.software.application.Checker
com.google.android.gms.analytics. AnalyticsReceiver com.b.htJDR
com.appsflyer.MultipleInstallBroadcastReceiver com.door.pay.sdk.sms.SmsReceiver
com.google.android.gms.measurement. AppMeasurementInstallReferrerReceiver ~ com.mj.jar.pay.InSmsReceiver
com.parse.GecmBroadcastReceiver top.cure.rece
com.google.android.gem. GCMBroadcastReceiver com.emag.yapz.receiver.BootReceiver

According to the number of receivers used more than once (Count > 1), the receivers
used by the applications were printed one by one with commas and the text was obtained
for each application. After textualising the features, the “bert-base-uncased” model was
used to digitise the texts. BERT is a self-supervised pre-trained transformer model on a
large English dataset (BERT base model (uncased)). The BERT model was pre-trained using
a dataset of 11,038 unpublished books of the BookCorpus name and English Wikipedia (ex-
cluding lists, tables, and titles) [65]. Python code was developed to translate the generated
textual expressions into a numeric vector. These steps were also applied for the Match-
ing_Permissions, Matching_Intents, Matching_Receivers, and Matching_Services columns
and the embedding vectors were obtained. The flow chart created for the developed Python
code is shown in Figure 5.

This code performs several tasks related to natural language processing (NLP) and
data manipulation as can be seen in Figure 5. The first step is to import libraries and
read features as dataframes. Also start loading static features in a CSV file into a Pandas
DataFrame and trimming the DataFrame (specific columns). The second step is to load a pre-
trained language model. It loads a pre-trained BERT (Bidirectional Encoder Representations
from Transformers) model (bert-base-uncased) and its tokeniser using the Hugging Face
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Embedding vectors are
obtained for each feature

transformers library. The third step is to create a new DataFrame based on unique categories.
It creates a new DataFrame (new_dataframe) containing rows from the original DataFrame
(df) grouped by unique values in the “category” column. The fourth step is to compute
embeddings for features. It defines a function (get_embedding) that takes features as
input, tokenises them using the BERT tokeniser, feeds them through the BERT model, and
computes the mean of the last hidden states to obtain a fixed-size embedding for each
feature. The fifth step is to apply the embedding function. It applies the get_embedding
function to the features (permissions, intents, receivers, and services) columns. Finally,
embedding vectors are obtained for each feature.

Import libraries and read
features as dataframes

Load a pre-trained language model (bert-base-uncased)

Use AutoTokenizer and AutoModel

Obtain unique categories

Define Embedding Function

def get_embedding(feature):
inputs = tokenizer(feature, return_tensors='pt', truncation=True, padding=True)
outputs = model(inputs)
return np.mean(outputs.last_hidden_state.detach().numpy(), axis=1).flatten()

Use Embedding function for permission, intent, service, and receiver features

~~
~~
~~

Figure 5. The flow chart illustrates the developed Python code for embedding vectors.

3.2.2. Image Creation

After these steps, the process of converting the embedding vectors into image files
is conducted. The Pillow (PIL Fork) library [66] was used to create images. Pillow (PIL
Fork) [66] is a Python library used to work with image files. It converts the embedding
vector to a NumPy array and normalises the embedding vector to the range of [0, 255]. If
there are missing data for the given target dimension, the dimension is padded with zeros
to reach the corresponding dimension. The normalised and padded vector is reshaped
into a square matrix of the target dimension. For permissions, 28 x 28; intents, 42 x 42;
receivers, 45 x 45; and services, 42 x 42 sized images are created. Then, the separately
generated images are merged side by side. As a result of combining the pictures side by
side, a 157 x 45 sized picture is obtained. The examples of images for each category are
shown in Figure 6.
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Figure 6. Examples of created images, ((a,b) Adware category example, (c,d) Banking category
example, (e f) Riskware category example, (g,h) SMS category example, and (i,j) Benign category
example).

3.2.3. Classification

The CNN model was selected to use the obtained images as the input and perform
the classification process. The CNN model has achieved tremendous success in many
research areas such as image recognition, semantic segmentation, and natural language
processing [7,67,68]. The CNN architecture created for the study is shown in Figure 7.

As can be seen in Figure 7, there are 2 convolutional layers in CNN, and after each con-
volutional layer, max-pooling is used to reduce the number of parameters and calculations
in the network. Then, with the Flatten layer, the matrices obtained with the previous layers
are reduced to a single-plane vector and the data obtained in the last layer are used. With
the last layer (Fully Connected Layer), single-plane vectors are obtained, and the learning
process is performed with artificial neural networks. Finally, the classification process is
finalised with the output layer. The values of hyperparameters such as filters, kernel_size,
pool_size, units, epochs, batch_size, validation_split, and verbose hyperparameters used in
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this CNN architecture are obtained as a result of 35 trials using the optuna library [69], in
which value range the hyperparameters are tested as shown in Table 6.

Input Image
p 8 =
2D CNN Max-pool- 2D CNN  Max-pooling Softmax
Flatten Fully Con-
Layer nected Layer
Figure 7. CNN architecture.
Table 6. Value ranges for CNN model hyperparameters.
Parameters Values
Filters 32-256
Kernel size 3-7
Pool size 2-4
Units 64-256
Epochs 15-30
Batch size 16, 32, 64
Validation split 0.1,0.3
Verbose 0,1

Accordingly, the value of “filters” is 221, “kernel_size” is 7, “pool_size” is 4, “units”
is 209, “epochs” is 19, “batch_size” is 64, “validation_split” is 0.11426968692124594, and
“verbose” is 0, as obtained in Trial 31.

3.2.4. Performance Metrics

Performance metrics serve to evaluate and compare deep learning and machine
learning algorithms for the model [70]. For the evaluation of the developed model, the
confusion matrix is frequently used in the literature. The use of the 2 x 2 matrix for the
confusion matrix is shown in Table 7.

Table 7. Confusion matrix.

Actual Values
Positive (1) Negative (0)
Predicted Values Positive (1) True Positive (TP) False Negative (FN)
Negative (0) False Negative (FN) True Negative (TN)

TP indicates positively predicted and true, TN indicates negatively predicted and true,
FP indicates positively predicted and false, and FN indicates negatively predicted and false.



Appl. Sci. 2024, 14, 4772

14 of 21

Recall, Precision, Accuracy, and F-measure values are calculated using these values. The
Recall value should be as high as possible and shows how many of all positive classes are
correctly predicted. The calculation used for Recall is shown in Equation (1).

P

Recall = m

)
Precision should be as high as possible and indicates how many of all classes predicted
as positive are actually positive. The calculation used for Precision is shown in Equation (2).

TP

P .. _
recision TP + FP

(2)

The Accuracy value should be as high as possible and indicates how many of all
classes (positive and negative) were correctly predicted. The calculation used for Accuracy
is shown in Equation (3).

Accuracy = IP +IN
Y= TP+ FP + IN + EN

©)

The F-measure value is used to compare the Precision and Recall values at the same
time. The calculation used for the F-measure is shown in Equation (4).

Precision x Recall
Fl-score = 2 x Precision + Recall @)

In this study, the success of the classification process was measured using Recall,
Precision, Accuracy, and F1-score performance metrics.

4. Experimental Results

In this section, the analysis results of the proposed CNN-based, DenseNet121, Mo-
bileNetV2, and ResNet50 models are discussed. Additionally, a comparison between
previous studies and the current study in terms of attack detection success is included in
the Discussion Section.

4.1. Results

Experiments were conducted on the developed CNN model in two different ways. In
the first CNN model trial, five (Adware, Banking, SMS, Riskware, and Benign) categories
were classified in the output layer. According to the classification with the CNN model
with five categories, a weighted average Accuracy of 89%, Precision of 89%, Recall of 89%,
and Fl-score of 89% were obtained. In the second trial, the CNN model was tested as two
outputs (Benign and Malware) and the results showed a weighted average Accuracy of
91%, Precision of 90%, Recall of 91%, and F1-score of 89%. In order to compare the success
of the study, classification was performed with ResNet50, DenseNet121, and MobileNetV2
CNN models and the obtained results are shown in Table 8.

Table 8. Experiment results of our models and ResNet50, DenseNet121, and MobileNetV2 models.

Model Name Accuracy (%) F1-Score (%) Precision (%) Recall (%)
Our model with 5 outputs 89 89 89 89
Our model with 2 outputs 91 89 90 91
DenseNet121 with 2 outputs 79 80 88 79
MobileNetV2 with 2 outputs 76 66 82 76
ResNet50 with 2 outputs 88 88 88 88

As can be seen in Table 8, the best obtained results were with the CNN model we
developed. The closest obtained results to the developed model were with the ResNet50
model with an Accuracy of 88%, an F1-Score of 88%, a Precision of 88%, and a Recall of 88%.
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The second closest results were obtained with the DenseNet121 model, with an Accuracy
of 79%, an F1-Score of 80%, a Precision of 88%, and a Recall of 79%. The worst results were
obtained with the MobileNetV2 model: an Accuracy of 76%, an F1-Score of 66%, a Precision
of 82%, and a Recall of 76%.

4.2. Discussion

The analysis results of the two models with the highest success rates among the models
proposed in the study (two outputs) were compared with the analysis results of the studies

in the literature. The results obtained are given in Table 9.

Table 9. Comparison of studies in the literature and our model.

References

Datasets

Analysis Method

Features

Creating Image
Method

Algorithms

Classification
Performance

AMD

static

apk file

Binary to an image

deep neural network, J48
(J48), Random Forest (RF),
Random Tree (RT),
Bayesian Network (BN),
and AdaBoost

Deep Learning
Accuracy
91.8%

F-Measure
87.5%

Precision
85.9%

Recall
87.8%

Virus-Share

static

apk file

Binary to an image

CNN

Accuracy
90%

static

apk file

Binary to an image

CNN

Unbalanced dataset
Accuracy
74%

Balanced dataset
Accuracy
95.9%

[40]

AMD

static

classes.dex file

Binary to an image

CNN

Accuracy
93%

F-measure
94%

Precision
93.6%

Recall
94.4%

[41]

Cheetah Mobile
Taiwan Agency

static

classes.dex file

Binary to an image

CNN

Accuracy
93%

[42]

Drebin

static

classes.dex file

Binary to an image

CNN

Accuracy
93.65%

F-measure
90.55

Precision
90.16

Recall
90.96%

[44]

Drebin

static

classes.dex file

Binary to an image

CNN

Accuracy
95.1%

[49]

CICMalDroid
2020

static

Permissions,
Opcodes, API Calls,
System Command,
Activities, Services,

Receivers, API
package, Flowdroid

Binary to an image
(if feature exists: 1;
otherwise: 0)

CNN

Accuracy
99%

F1 Score
97.9%

Precision
97.8%

Recall
98.1%

Drebin

static

Certificate file,
Android manifest
file, resources file,

and classes.dex

Binary to an image

SVM, KNN, and RF for
malware images. Texture
descriptors GLCM, GIST,

and LBP

Certificate and
Android
Manifest (Feature
Fusion-SVM)
Accuracy
93.24%
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Table 9. Cont.
. Creating Image . Classification
References Datasets Analysis Method Features Method Algorithms Performance
.smali file in API Accurac
[51] AMD static sequence with API code to image CNN cc acy
i 92.84%
protection levels
Accuracy
System call 93.5%
sequence F-Score
into an RGB image 92.9%
[56] - static API calls (colour values CNN .
matching from the P rec1s:0n
constructed feature 92.1%
database) Recall
90.1%
Accuracy
90.67%
F1
93.56%
5 ; . Opcodes and API ASCII code and
7 .
[57] Drebin static calls dictionary CNN Precision
93.36%
Recall
93.95%
CICMalDroid2020
Accuracy
86.81%
F1 Score
[71] AndroZooCICMalDroid2020 static DEX file Binary to an image Vision Transformer (ViT) 87.01%
Precision
87.53%
Recall
86.81%
Accuracy
91%
. F-Score
Our CNN Permissions, intents, Cretate eml;ﬁ%%ﬁ% 89%
method with  CICMalDroid2020 static receivers and Z}fgno;:e‘.:?e images CNN Precision
2 i isi
outputs services with Pillow 90%
Recall

91%

The comparison of the studies in the literature on classification by generating images
from Android features and the developed system information are shown in Table 9. In the
studies carried out, it was seen that the analyses were carried out on ready-made datasets.
In the studies examined, the Drebin [58] and AMD [59] datasets were widely used. In our
studies, the CICMalDroid 2020 [63,64] dataset was used because it has more up-to-date
Android applications.

It was observed that static features were generally used in the studies conducted
by generating images and the CNN method was used for classification. Furthermore,
in the examined studies, machine learning algorithms and the Vision Transformer (ViT)
algorithm were used for classification. In the study by Al-Fawa'reh et al. [37], three
convolutional layers were followed by a max-pooling layer after each convolutional layer,
and a total parameter count of 37,975,105 was achieved. Xiao et al. [40] utilised three
convolutional layers, each followed by a max-pooling layer. Ding et al. [44] employed two
convolutional layers, each followed by a max-pooling layer. In the study by Singh et al. [50],
three convolutional layers followed by max-pooling layers were used. Zegzhda et al. [51]
employed four convolutional layers followed by one max-pooling layer. Wang et al. [56]
utilised three convolutional layers and two pooling layers. In our study, we employed
two convolutional layers followed by a max-pooling layer after each convolutional layer,
resulting in a total parameter count of 3,258,799. It is observed that the developed model has
low complexity. Unlike the CNN architecture used in other studies, our model is developed
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with fewer convolutional layers and is designed to be simpler and more understandable.
This aims to run the model with less GPU and CPU usage.

The studies showed that the images used varied in size. The image dimensions for
each study are presented in Table 10.

Table 10. Image size information about studies in the literature.

References Image Sizes
[34] 256 width and height depend on file size
[37] 50 width 50 height
[42] Width depends on file size
[44] 512 width 512 height
[49] 210 width 210 height
[50] 108 width 108 height
[51] 384 width 384 height
[56] 32 width 32 height
[57] 64 width 64 height
[71] 224 width 224 height

Our study 157 width 45 height

The features were used for the classification process, and the classification success
varies between 90% and 99% according to the Accuracy value, the classification success
varies between 87.01% and 97.9% according to the Fl-score value, the classification success
varies between 85.9% and 97.8% according to the Precision value, and the classification
success varies between 86.81% and 98.1% according to the Recall value. It was seen that the
success of the study was close to or higher than the success of other studies. In the studies
given in Table 9, it is generally seen that the file itself is produced as a binary reading.

In most of the studies, feature selection is not performed by generating the image as a
binary read of the file itself, and it is thought that it is aimed to achieve high classification
success since the file itself is processed. In this study, unlike other studies, four features
were selected, textual expressions were converted into embedding vectors with BERT,
image files were created with these embedding vectors, and results were obtained by
classifying them with the CNN model. When compared with the studies using the same
dataset used in our study, it was seen that Khoa et al. [49] obtained the most successful
result classification results, our study was the second, and Jo et al. [71] was the last.

5. Conclusions

Today, the popularity of Android phones has led to a significant increase in malware
applications in this field. Android malware applications present various risks for users, in-
cluding the seizure of personal data; financial losses; and the theft of usernames, passwords,
and similar information. Due to the prevalence of Android malware in the official app
market and other app stores, these risks are further exacerbated. The methods developed
to protect Android device users are insufficient due to both malware diversity and changes
in malware behaviour.

In this study, a comprehensive literature review is provided to showcase existing stud-
ies, an Android malware detection system based on image generation from static analysis
features and classification with CNN is proposed as an effective and powerful approach to
overcome the mentioned problem, and the effectiveness of this model is evaluated with
performance measurements. The recent dataset named CICMalDroid 2020 was used in
the study and static features were extracted from this dataset with the AndroPyTool tool.
The static features used in the study were determined as permissions, intents, receivers,
and services. The features of Android applications were converted into numerical vectors
using BERT, and then an image was created for each Android application. The images
obtained were used as input to the CNN developed for the classification process. The filters,
kernel_size, pool_size, units, epochs, batch_size, validation_split, validation_split, and
verbose hyperparameters in the developed CNN model were determined automatically
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with the help of optuna to give the best result. The results evaluated with the CNN-based
model proposed in this study were an Accuracy of 91%, an F1-score of 89%, a Precision of
90%, and a Recall of 91% obtained.

In future studies, the aim will be to develop a hybrid analysis method using dynamic
analysis and static analysis together. Dynamic analysis refers to the process of running
Android applications (APKs) on real or virtual Android devices for a certain period and
analysing the behaviours the applications exhibit during this runtime. It is planned to use
the features obtained through dynamic and static analyses together using specific feature
selection algorithms. The combination of static and dynamic analyses is envisaged for the
detection of malicious applications. It is also planned to obtain better results using hybrid
methods in the classification stage. It is also planned to develop a model allowing users
to upload their desired applications to the system through a developed web interface for
deeper analysis.
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